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Message from the Under Secretary of Defense (Comptroller)/Chief Financial Officer  

As the Department of Defense (DoD) continues its audit journey, I am honored to serve alongside my colleagues in the DoD financial 
management (FM) community. We have a responsibility as FM professionals to be authoritative and responsible stewards of taxpayer dollars. This 
year, we honored this commitment and reaffirmed our accountability to the American people by reprioritizing our audit remediation efforts. A great 
deal of work and opportunity remains ahead, and despite our accomplishments thus far, we must accelerate our progress—we must do better.  

 Across the Department, we saw nine DoD Components sustain unmodified opinions in their fiscal year (FY) 2021 financial statement audit. 
The Department successfully downgraded its Military Housing Privatization Initiative Agency-wide material weakness. However, the DoD Office 
of Inspector General identified three additional DoD-wide material weaknesses for a net gain of two. Additionally, the Department of the Air Force, 
Department of the Navy, and the Defense Information Systems Agency Working Capital Fund each downgraded some of their material weaknesses.  

Earlier this year, the Secretary of Defense signed the FY 2022 Financial Statement Audit Priorities memorandum, which established three 
long-standing and foundational areas as our top priorities: 1) Improving Fund Balance with Treasury, which includes reducing undistributed 
disbursement and collection balances, 2) Establishing user access controls to include remediating privileged and end-user access issues by 
implementing Identity, Credential, and Access Management solutions or other auditable internal control measures, and 3) Creating a Universe of 
Transactions and Financial Reporting Internal Controls to compile a complete list of relevant feeder and accounting systems of record. Unlocking 
solutions to these key issues is an audit imperative. 

The DoD Financial Management Strategy, published earlier this year, aims to unite Department-wide FM community efforts through 
FY 2026. Our FM strategic goals are: 1) Cultivate a skilled and inspired FM workforce, 2) Optimize taxpayer dollars for the highest value outcomes, 
3) Increase the integrity of financial results, 4) Simplify and optimize our end-to-end business environment, and 5) Empower data-driven, fiscally 
informed decision-making. 

These critical, unifying documents enable a Department-wide focus on accelerating progress toward achieving and sustaining an unmodified 
audit opinion. They likewise complement ongoing efforts already underway to address these priority areas; expand and institutionalize audit 
roadmaps and oversight; accelerate high-yield investments, like service provider examinations; and improve visibility, efficiency, and accountability 
across the enterprise. Importantly, they prioritize empowering our people with the skills, knowledge, and resources to move the Department forward.  

As we are seeing, these audits are a vital catalyst for transforming the way we do business and accelerating innovative solutions to meet our 
challenges and the needs of our Nation. I am grateful for the continued support of Congress and our stakeholders and for their willingness to share 
feedback and best practices that advance our stewardship. I look forward to showcasing our continual improvements as we work toward a sustained 
unmodified audit opinion.  

 

 Michael McCord 



The DoD Financial Improvement and Audit Remediation Report                    June 2022 

 
iv 

 

 

 

 

 

 

 

This Page Intentionally Left Blank 

 



The DoD Financial Improvement and Audit Remediation Report               June 2022 
 

Executive Summary 
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Executive Summary 
Fiscal year (FY) 2021 marked the fourth consecutive year the 
Department of Defense (DoD) completed DoD-wide financial 
statement audits, including standalone financial statement audits 
conducted by independent public accounting firms and the 
consolidated Agency-wide audit performed by the DoD Office of 
Inspector General (OIG). Although progress over these four years has 
been mostly steady, it must be accelerated to meet Defense leaders’ 
needs for accurate and timely information on the Department’s fiscal 
position. The Department has to do more.  

Leaders at the highest level of the Department have been working hard 
this past year to reprioritize audit findings, get the message out that 
urgent action is needed now, build tools and metrics that give leaders 
real-time information against which to hold people accountable, and 
institutionalize the annual audit regimen.  

Audit Opinions 

The FY 2021 financial statement audits covered the Department’s 
total assets of more than $3.2 trillion and involved more than 1,200 
auditors, who conducted nearly 1,350 site visits, both virtual and in-
person. Nine DoD Components received unmodified opinions, and 
one received a qualified opinion. All other Components undergoing 
standalone audits received a disclaimer of opinion, meaning the 
auditor was unable to obtain sufficient evidence to support an opinion. 
The Department also received a disclaimer of opinion for its 
consolidated financial statement audit.  

Increasing Opinions and Standalone Audits 

At the Component-level, the Marine Corps worked with its auditors 
and government oversight organizations to conduct a two-year audit 
cycle from FY 2022 through FY 2023. This allows their auditors more 
time to test and validate the closure of findings as the Marine Corps 

works to be the first Military Service to achieve an audit opinion. To 
continue to demonstrate progress toward achieving audit opinions, 
more DoD Components will go under a standalone audit. The Defense 
Security Cooperation Agency Title 22 Funds are undergoing a 
standalone audit for the first time in FY 2022, and four more 
Components are going under a standalone audit through FY 2025. 

Material Weaknesses 

The Department successfully downgraded its Military Housing 
Privatization Initiative Agency-wide material weakness. However, the 
DoD OIG identified three additional Agency-wide material 
weaknesses, including two previously downgraded material 
weaknesses (Contingent Legal Liabilities and Reconciliation of Net 
Cost of Operations to Outlays) and one newly identified material 
weakness (Financial Statement Compilation).  

In the standalone audits, the DoD Components downgraded or closed 
seven material weaknesses. The Navy General Fund downgraded its 

 

From left: Army Gen. Mark A. Milley, chairman of the Joint Chiefs of Staff; Secretary of Defense Lloyd 
J. Austin III and Mike McCord; undersecretary of defense (comptroller)/chief financial officer, appear 
before the House Armed Services Committee for a hearing in Washington on the fiscal 2023 defense 
budget request, April 5, 2022. (Photo By: Air Force Tech. Sgt. Jack Sanders, DOD) 
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Property, Plant, and Equipment – Utilities material weakness. The Air 
Force General Fund closed its Oversight and Monitoring of Internal 
Control material weakness ahead of its target date and downgraded its 
Contingent Legal Liabilities material weakness. The Air Force 
Working Capital Fund downgraded its General Property, Plant, and 
Equipment material weakness. Additionally, the Defense Information 
Systems Agency (DISA) Working Capital Fund downgraded its 
Financial Reporting and Information Technology (IT) material 
weaknesses. DISA General Fund also downgraded its IT material 
weakness but received one new material weakness for Financial 
Reporting.  

Secretary’s Audit Priorities 

To bring more focused attention on the Department’s highest priority 
material weaknesses, the Secretary named three foundational areas as 
Department-wide audit priorities for FY 2022:  

1. Improve Fund Balance with Treasury  
2. Establish User Access Controls  
3. Create a Universe of Transactions and Financial Reporting 

Internal Controls  

These audit priorities support audit progression and strong, sustainable 
internal controls as well as improve stewardship of taxpayer dollars 
and security of vital systems and data. The Department established 
audit roadmaps and an audit priorities scorecard to monitor progress. 

Audit Roadmaps 

The Department maintains a DoD-wide audit roadmap that charts a 
course for remediating its 28 material weaknesses. Each DoD 
Component under a standalone audit with a disclaimer of opinion is 
also required to maintain an audit roadmap. These roadmaps align 
material weakness remediation strategies across the Department, 
identify timelines for achieving audit opinions, and facilitate how 

progress and resources are monitored. The audit roadmaps detail 
corrective action completion dates by fiscal year and financial 
statement line item or audit focus area. DoD Components are held 
accountable to the milestones they set and any deviations from 
approved roadmaps now require Deputy Secretary of Defense and 
Comptroller approval. The DoD service providers are developing 
audit roadmaps to remediate auditor findings from the examinations 
conducted in accordance with Statement on Standards for Attestation 
Engagements (SSAE) No. 18 to chart the path for achieving 
unmodified opinions on DoD systems and business processes.  

Audit Metrics 

For each audit priority, the Deputy’s Management Action Group 
(DMAG) established goals and closely monitors progress measures to 
verify the Department is addressing some of its most pivotal 
challenges in the near term. The DMAG uses business health metrics 
to track the integrity of financial reporting, progress on corrective 
actions, and stewardship of the Department’s resources, including 
budgetary resources (e.g., appropriations) and financial assets 
(e.g., tanks, planes, ships, and buildings). 

Notices of Findings and Recommendations 

Auditors issued a total of 3,340 notices of findings and 
recommendations (NFRs) for FY 2021, comparable to the 3,482 NFRs 
from the FY 2020 audits. The Components developed more than 2,600 
corrective action plans to address these findings. Nearly 400 corrective 
action plans have been validated and more than 700 NFRs are 
expected to be remediated by June 30, 2022. Corrective action plans 
provide information on root-cause analysis, establish milestones, 
assign responsibilities for completing the milestones, and estimate a 
completion date for the action.  

Figure ES-1 shows the overall results of the FY 2021 financial 
statement audits and corrective actions plans developed. 
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Figure ES-1: NFRs and CAP Summary for the FY 2021 DoD Consolidated Financial Statement Audit  

Note: As of June 24, 2022, from the DCFO NFR Database. 
Includes FY 2021 NFRs from all Components under a standalone audit and FY 2021 NFRs from the DoD consolidated audit. 
Not all NFRs contribute to the downgrading or closing of a material weakness. NFRs issued and projected to be completed in FY 2021 may not be 
representative of cumulative progress toward downgrading or closing a material weakness.   
Does not include NFRs from SSAE No. 18 examinations. 
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The DCFO NFR Database 

Audit findings that directly align with a material weakness are 
identified in the Deputy Chief Financial Officer (DCFO) NFR 
Database. This allows the Department to quickly identify, consolidate, 
and report on findings associated with material weaknesses and better 
monitor progress. Customized dashboards across 15 key metrics help 
executive leaders track findings, conditions, and corrective actions. 

Advana 

The audits demand IT system improvements and data consolidation 
that is arming decision makers with real-time Department-wide views 
and advanced data analytics capabilities. The Department’s 
Advancing Analytics platform, Advana, builds on the standard data 
warehouse concept by consolidating large data sets for analytics, 
visualization products, and data tools for both military and DoD 
business decision makers. 

Today, Advana has more than 29,000 users and spans all Services. It 
has ingested billions of transactions from more than 550 data sets and 
is standardizing data using a common data model. Advana provided 
all General Ledger to Trial Balance reconciliations for Components 
under the DoD consolidated audit and completed approximately 
75 percent of total feeder reconciliations for Components not under a 
standalone audit.  

Advana exemplifies how the tools being built to support the financial 
statement audits have the potential to transform the way the 
Department does business. Data captured once is managed centrally 
and available enterprise-wide for multiple purposes. Through Advana, 
the audits are driving change and helping to resolve some of the 
Department’s biggest challenges in one of the world’s most complex 
organizations. 

Strategic Direction  

Ensuring corrective actions stay on track and accelerating progress 
hinges on effective and consistent leadership that is visible at all 
levels. Department leaders are united under Secretary of Defense 
Lloyd J. Austin III and Under Secretary of Defense 
(Comptroller)/Chief Financial Officer (USD(C)/CFO) Michael 
McCord to build on successes of the past and chart an aggressive 
strategy for the future. They have dedicated themselves to instituting 
changes and expanding capabilities to right the course for Component-
level success in achieving an audit opinion with the eventual goal of 
an opinion on the DoD consolidated financial statements. The 
Department’s most valuable resource, its people, hold the key to the 
future. 

National Defense Strategy 

The National Defense Strategy delineates how the Department will 
contribute to advancing and safeguarding vital U.S. national interests 
and sets the course for everything the Department is setting out to 
achieve. The changes coming about as a result of the financial 
statement audits are foundational to the Department’s operations.  

Financial Management Strategy 

Recently, the USD(C)/CFO McCord and Deputy USD(C) (DUSD(C)) 
Kathleen Miller issued the Department of Defense Financial 
Management Strategy for FY 2022 – FY 2026. This first-of-its-kind 
strategy defines the Department-wide financial management mission, 
vision, and goals to energize and transform the financial management 
workforce.  

Strategic goal number three, specifically identifies accelerating the 
path to an unmodified audit opinion as an objective, summarizes why 
it matters, and establishes ways the Department can measure progress. 
The Financial Management Strategy and its five goals set an over-
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arching tone and vision that is driving the financial management 
strategies of the Military Departments and other Components.  

 
Be bold in business as in battle. We need everyone in the game to 

embrace and help execute this strategy, as the risks are real and the 

benefits to the mission and the workforce are undeniable. Every action 

matters. Outcomes matter. We must continue our pursuit of excellence 

and set our sights high. 

 

HON Michael McCord and HON Kathleen Miller 

DoD Financial Management Strategy FY22-26 

 

Audit Incentives 

In June 2021, the Department issued guidance requiring the Military 
Departments and other Defense agencies to implement an incentives 
framework during FY 2022 for providing awards and incentives for 
individual and team performances related to the financial statement 
audits. The audit incentives framework enables the Department and 
Components to identify, recognize, and award those who consistently 
make and sustain measurable progress toward audit remediation goals. 
In FY 2021, 481 individual, 97 team, and 6 organizational awards 
were given. The Department is working to expand the number of 
Components that recognize and make awards for outstanding financial 
statement audit work as well as assessing the DoD-level Financial 
Management Awards. 

Value of Audit 

Audit, audit support, and audit remediation costs totaled $931 million 
for FY 2021. Approximately $197 million was paid to the independent 
public accounting firms conducting the audits and examinations. 
Another $208 million went to audit support, such as responding to 

auditor requests for information, and $526 million went toward 
remediating audit findings, including findings related to financial 
systems. The return on investment is driven by improvements to 
processes and systems providing more accurate and reliable data 
across the enterprise. The Department gains efficiencies through 
various initiatives, such as decommissioning obsolete financial 
management systems, automating and developing new processes for 
reconciling differences that save labor hours, improving the accuracy 
of inventory records, and strengthening internal controls to reduce 
risk. 

The Army’s Real Property Automated Management Solution sped up 
the physical inventory process, standardized the valuation 
methodology, and improved data quality for an estimated savings of 
150,000 hours that would have been spent cleaning up more than 
100,000 asset records. The hours saved roughly $6 million in man 
hours that can be assigned to other priority tasks. The Navy completed 
Phase 1 of its campaign to synchronize audit responsibilities, train 
inventory plant personnel, and remediate and validate warehouse key 
controls at 31 Naval Supply Systems Command inventory sites worth 
$4.3 billion. The Navy is already realizing improvements at Phase 1 
sites, evidenced by increased inventory accuracy rates through internal 
testing from 77 percent in FY 2021 to 98 percent in FY 2022. The 
Marine Corps began monthly roll-forward procedures to improve the 
financial reporting accuracy of its $6 billion ammunition balance. 
These procedures have improved inventory accuracy and transaction 
classification and reduced financial reporting variances to well under 
1 percent. The Air Force developed the Unliquidated Obligations 
Dashboard, the first enterprise-wide picture of the Space and Missile 
System Center’s overall funding portfolio. Using risk scoring, the 
dashboard helps budget analysts quickly identify near-term expiring 
funds and better prioritize mission-critical spending. This new 
capability identified the root cause of approximately $120 million in 
unliquidated obligations over the last four fiscal years.  
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This Report 

The annual Financial Improvement and Audit Remediation (FIAR) 
Report is required by section 240b of Title 10, United States Code and 
gives readers an overview of DoD’s enterprise-wide status in audit 
priority areas.  

Section I, “Auditing the Department of Defense,” focuses on FY 2021 
audit results and the Department’s plan for managing corrective 
actions and measuring progress. This includes examples of how 
corrective action plans are supporting the National Defense Strategy, 
as required by the National Defense Authorization Act (NDAA) for 
FY 2021. The section also provides the audit timeline, value of audit, 
and audit resources expended in FY 2021.  

Section II, “Status of FY 2021 Corrective Actions,” reports DoD-wide 
status on the Secretary’s audit priorities and other financial statement 
areas of emphasis. Dashboards from the DCFO NFR Database show 
remediation status.  

Appendix 1, “Acronyms and Abbreviations,” defines acronyms and 
abbreviations used in this report. 

Additionally, the NDAA for FY 2018 requires this report to include a 
certification of the results of the audit of the financial statements of 
the Department performed for the preceding fiscal year and, based on 
such results, a statement summarizing the current condition of the 
financial statements. The November 15, 2021, Independent Auditor’s 
Report issued by the DoD Inspector General, the Department’s 
FY 2021 financial statements, and related information for meeting this 
requirement are presented in the FY 2021 Agency Financial Report, 
which can be reviewed and downloaded at: 
https://comptroller.defense.gov/ODCFO/afr/.    

Conclusion 

Many see the financial statement audit as an indicator of financial 
integrity and an audit opinion as the only measure of success. But 
changes being made as a result of the audit are having a positive and 
meaningful effect on DoD operations and improving the financial 
management community’s position as a valued strategic partner to the 
warfighter. Through continued hard work and maintaining a strong 
tone at the top, the Department will realize its financial management 
vision, where every decision is fiscally informed by actionable 
financial advice that empowers global force decision making—fiscal 
readiness accelerates mission readiness. 

 

https://comptroller.defense.gov/ODCFO/afr/
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I. Auditing the Department of Defense 
Commitment to the annual DoD financial statement audits and the 
improvements being made to the DoD business environment are being 
institutionalized through the Department’s long-term strategic plans. 
These multi-year planning documents, such as the National Defense 
Strategy and the Financial Management Strategy, rely on the financial 
statement audits and the Department’s efforts to remediate findings to 
achieve their broader goals. The additional high-profile oversight and 
scrutiny that these goals receive help ensure the annual audit regimen 
and related efforts are woven into DoD operations and impervious to 
future leadership changes or budget shifts. 

The National Defense Strategy  

The National Defense Strategy establishes the way forward for the 
whole Department. The classified strategy was delivered to Congress 
March 28, 2022, and the unclassified version is forthcoming. For the 
first time, the Department conducted its strategic reviews in a fully 
integrated way, incorporating the Nuclear Posture Review and Missile 
Defense Review, to ensure DoD strategy and resources are tightly 
linked. The National Defense Strategy establishes how the Defense 
Department will contribute to advancing and safeguarding vital U.S. 
national interests of “protecting the American people, expanding 
America’s prosperity, and realizing and defending our democratic 
values.”  

Secretary Austin named four Defense priorities, including building a 
resilient Joint Force and defense ecosystem. This involves undertaking 
reforms to accelerate force development, getting the technology the 
Department needs more quickly, and investing in the Department’s 
people. The changes coming about as a result of the financial 
statement audits are core to DoD’s operational success.  

Financial Management Strategy 

The Department of Defense Financial Management Strategy for 
FY 2022 – FY 2026 recently issued by USD(C)/CFO Michael 
McCord and DUSD(C) Kathleen Miller builds on the principles of the 
National Defense Strategy. This first-of-its-kind strategy defines a 
Department-wide financial management mission, vision, and goals to 
energize and transform the financial management workforce. It 
outlines five strategic goals: 

1. Cultivate a skilled and inspired financial management 
workforce 

2. Optimize taxpayer dollars for the highest value outcomes 
3. Increase the integrity of financial results 
4. Simplify and optimize DoD’s end-to-end business 

environment 
5. Empower data-driven, fiscally informed decision-making  

Strategic goal number three specifically identifies accelerating the 
path to an unmodified audit opinion as an objective. The financial 
statement audit is often seen as an indicator of financial integrity. 
Despite progress made, there is much work that remains to be done. 
Continued progress toward achieving an unmodified opinion will 
bring timely and reliable financial and performance information for 
decision-making to the DoD community and provide transparency and 
accountability that taxpayers rightfully expect. 

Much like the National Defense Strategy sets the course for everything 
the Department is setting out to achieve, the Financial Management 
Strategy and its five goals set an over-arching tone and vision that is 
driving the financial management strategies of the Military 
Departments and other DoD Components.  



The DoD Financial Improvement and Audit Remediation Report               June 2022 
 

Auditing the Department of Defense 
2 

FY 2021 Audit Results  

The FY 2021 DoD consolidated audit covered the Department’s total 
assets of approximately $3.2 trillion and involved more than 1,200 
auditors who conducted nearly 1,350 site visits. Because of the 
ongoing COVID-19 pandemic, which continues to affect the 
Department’s ability to support the audits and remediate audit 
findings, more than 1,000 of these site visits were conducted virtually. 
Sensitive activities were audited within the classified environment. 

Nine of the DoD Components under a standalone audit received 
unmodified opinions. This was the 12th consecutive unmodified 
opinion for the Defense Health Agency – Contract Resource 
Management, the 14th consecutive unmodified opinion for the U.S. 
Army Corps of Engineers – Civil Works, the 20th consecutive 
unmodified opinion for the Defense Contract Audit Agency, the 22nd 
consecutive unmodified opinion for the Defense Finance and 
Accounting Service Working Capital Fund, and the 27th consecutive 
unmodified opinion for the Military Retirement Fund. The Medicare-
Eligible Retiree Health Care Fund again received a qualified opinion.  

All other DoD Components undergoing standalone audits received a 
disclaimer of opinion, which means the auditors did not have enough 
evidence to provide an opinion on the reliability of the financial 
statements. The Department also received a disclaimer of opinion on 
its consolidated financial statement audit. Department leaders 
expected these results but continue to push strongly ahead to 
accelerate the remediation of audit findings and achieve an 
unmodified opinion. 

Table I-1: FY 2021 Audit Opinions 

Unmodified Audit Opinions 

Military Retirement Fund  

U. S. Army Corps of Engineers – Civil Works  

Defense Health Agency – Contract Resource Management 

Defense Information Systems Agency – Working Capital Fund 

Defense Commissary Agency  

Defense Finance and Accounting Service – Working Capital Fund 

Defense Contract Audit Agency  

Department of Defense Office of Inspector General 

National Reconnaissance Office  

Qualified Audit Opinions 

Medicare-Eligible Retiree Health Care Fund 

 

To continue to demonstrate progress toward achieving additional 
unmodified opinions, the Department will expand the number of 
Components undergoing a standalone audit in the coming years. The 
Defense Security Cooperation Agency Title 22 Funds will undergo a 
standalone audit for the first time in FY 2022. The Defense Advanced 
Research Projects Agency and Defense Threat Reduction Agency will 
undergo standalone audits in FY 2023, with the Defense Human 
Resources Activity in FY 2024, and the Defense Counterintelligence 
and Security Agency in FY 2025.  

Figure I-1 on the following page shows the FY 2021 audit results.
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DoD Components not undergoing standalone audit are audited 

by the DoD OIG as part of the consolidated audit.

DoD OIG auditors perform internal controls and substantive 

testing over activities and balances.

DoD Components Undergoing a Standalone Audit

Auditors from Independent Public Accounting firms perform internal controls and 

substantive testing over activities and balances.
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Figure I-1: FY 2021 Audit Opinions and Disclaimers of Opinion  
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Material Weaknesses  

The Department successfully downgraded one DoD-wide material 
weakness related to the Military Housing Privatization Initiative. 
However, the Department received one new material weakness for its 
consolidated audit (Financial Statement Compilation) and saw the 
return of two material weaknesses (Contingent Legal Liabilities and 
Reconciliation of Net Cost of Operations to Outlays, both of which 
had been downgraded last year) for a total of 28 auditor-identified 
material weaknesses.  

For more information on the DoD-wide material weaknesses, see the 
DoD Agency Financial Report FY 2021 available at 
https://comptroller.defense.gov/ODCFO/afr/.  

In the standalone audits, DoD Components downgraded or closed 
seven material weaknesses. The Navy General Fund downgraded its 
Property, Plant, and Equipment – Utilities material weakness. The 
Department of the Air Force General Fund closed its Oversight and 
Monitoring of Internal Controls material weakness ahead of its target 
date and downgraded its Contingent Legal Liabilities material 
weakness. DISA Working Capital Fund downgraded its Financial 
Reporting and IT material weaknesses. DISA General Fund also 
downgraded its IT material weakness but received one new material 
weakness for Financial Reporting. Additionally, the Defense Health 
Program had received a combined material weakness for Operating 
Materials and Supplies and Stockpile Materials. In FY 2021, auditors 
determined they had successfully remediated past findings with 
Operating Materials and Supplies. 

The FY 2021 DoD-wide auditor-identified material weaknesses are:  

 

• Legacy Systems 
• Configuration 

Management and Security 
Management 

• Access Controls 
• Segregation of Duties 
• Universe of Transactions 
• Fund Balance with 

Treasury 
• Suspense Accounts 
• Inventory and Stockpile 

Materials 
• Operating Materials and 

Supplies 
• General Property, Plant, 

and Equipment 
• Real Property 
• Government Property in 

the Possession of 
Contractors 

• Joint Strike Fighter 
Program 

• Accounts Payable 
• Environmental and 

Disposal Liabilities 
• Unsupported Accounting 

Adjustments 

 

• Beginning Balances 
• Intragovernmental 

Transactions and 
Intradepartmental 
Eliminations 

• Gross Costs 
• Earned Revenue 
• Budgetary Resources 
• Service Organizations 
• Entity-Level Controls 
• DoD-wide Oversight 

and Monitoring 
• Component-Level 

Oversight and 
Monitoring 

• Contingent Legal 
Liabilities* 

• Reconciliation of Net 
Cost of Operations to 
Outlays* 

• Financial Statement 
Compilation** 

The Secretary’s FY 2022 
DoD-wide priorities are 
noted in bold. 
* Downgraded in FY 2020 
but returned in FY 2021 
** New for FY 2021 

 

https://comptroller.defense.gov/ODCFO/afr/
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DoD leaders carefully monitor remediation plans and the 
downgrading and elimination of material weaknesses at the 
Component level, which supports overall remediation of DoD-wide 
material weaknesses. To bring more focused attention on the 
Department’s highest priority material weaknesses, the Secretary 
named three foundational areas as Department-wide audit priorities 
for FY 2022. The Department continues to remediate other material 
weaknesses through working groups and other established 
remediation efforts. Each DoD Component sets remediation target 
dates and any changes to material weakness downgrade target dates 
will need to go through the Deputy Secretary as well as the 
Comptroller for approval.  

Notices of Findings and Recommendations 

During an audit, auditors go through billions of transactions, pull 
statistically valid samples, and then test those samples for accuracy 
and completeness. They also test DoD databases and systems for 
accuracy and the effectiveness of internal controls. When issues or 
discrepancies are found, the auditors issue an NFR. 

The FY 2021 audits resulted in 3,340 NFRs, which was comparable 
to the 3,482 findings from the FY 2020 audits. Nearly 400 corrective 
action plans have been validated, and 723 NFRs are expected to be 
remediated by June 30, 2022.  

Table I-2 shows the number of FY 2020 NFRs issued and closed. 
Table I-3 shows the number of FY 2020 NFRs reissued in FY 2021 
and the number of new FY 2021 NFRs.  

Table I-2: FY 2020 NFRs Issued and Closed 

Component 
FY 2020 

NFRs Issued NFRs Closed % Closed 

Army 430 101 24% 

Navy 1,160 187 16% 

Marine Corps* 151 N/A N/A 

Air Force 517 167 32% 

Other DoD Components 
and DoD Consolidated 1,224 259 21% 

Total DoD 3,482 714 21% 

* The Marine Corps began using a new auditing firm in FY 2021. The new auditors 
did not close NFRs issued by the previous auditing firm. 

 

Table I-3: FY 2021 NFRs  

Component 
FY 2021 

New NFRs FY 2020 
Reissued Total 

Army 112 320 432 

Navy 79 1,042 1,121 

Marine Corps* 194 N/A 194 

Air Force 126 350 476 

Other DoD Components 
and DoD Consolidated 169 948 1,117 

Total DoD 680 2,660 3,340 

* The Marine Corps began using a new auditing firm in FY 2021. The new auditors 
did not reissue NFRs issued by the previous auditing firm. 
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Additionally, the number of IT NFRs is trending down. Figure I-2 
shows that from FY 2020 to FY 2021, IT NFRs (black) decreased by 
15 percent, and the number of underlying issues (red) decreased by 
12 percent (as of January 1, 2022).  

 

 

 

 

 

 

 

 

 

 
Figure I-2: Trend in IT NFRs  
 

Findings from DoD Service Provider Examinations 

Service providers are DoD Components that provide common services 
to other DoD Components, such as processing civilian and military 
pay. Auditors examine a service provider’s system and process 
controls in accordance with the SSAE No. 18. They issue findings and 
render an opinion in a System and Organization Controls Report or 
SOC 1 Report. Auditors of other DoD Components use these results 
as evidence the service provider's controls are designed and operating 
effectively. This reduces redundant testing and saves both time and 
money.  

In FY 2021, auditors completed 27 SSAE No. 18 examinations 
covering 44 systems owned by 8 DoD service providers. Auditors 
issued three new unmodified opinions for a total of 15 unmodified 
opinions. Those with unmodified opinions, including standard 
disbursing services and civilian-, military-, and contract-pay, 
accounted for nearly 73 percent of disbursements made by the Defense 
Finance and Accounting Service (DFAS). Seven examinations 
resulted in qualified opinions and five resulted in adverse opinions. 
An adverse opinion means there were pervasive misstatements in 
management’s descriptions of the system, design of controls, or 
failures in the operating effectiveness of controls.  

DFAS Civilian Pay received its ninth consecutive unmodified opinion. 
In addition to auditors from other DoD Components, other federal 
agencies, such as the Department of Energy and Department of 
Veterans Affairs, rely on DFAS’ Civilian Pay report. DFAS Contract 
Pay received its eighth consecutive unmodified opinion, and the 
Defense Contract Management Agency’s (DCMA’s) Contract Pay 
received its third consecutive unmodified opinion.  

DoD auditors also rely on SOC 1 Reports from outside providers, such 
as the Department of Treasury, Department of Labor, and private 
company providers. Earlier this year, the Defense Department helped 
Treasury design and define its initial FY 2022 G-Invoicing 
examination, which will benefit other federal government agencies. 
The Department also worked with some of its commercial partners, 
such as US Bank, Amazon Web Services, and Concur, to align some 
examination periods with the DoD fiscal year for more consistent 
reporting. 

The Department continues to increase the number of service provider 
SSAE No. 18 examinations being performed annually. In FY 2022, 
auditors will complete 28 SSAE No. 18 examinations.  
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Managing Results and Monitoring Progress 

Over the course of the audit journey, the Department has invested in 
developing tools and resources for auditors and the DoD financial 
management community to efficiently and consistently report, 
manage, and track audit results; develop corrective action plans; and 
facilitate the oversight and monitoring of remediation activities.  

An unmodified audit opinion will take years to achieve. As the 
Services downgrade material weaknesses and begin to receive 

unmodified and qualified opinions, the Department will be better able 
to gauge its timeline for success. The Department is implementing 
practical and pragmatic corrective action plans for financial 
management and operations.  

As required by the NDAA for FY 2018, Figure I-3 shows the financial 
statement annual audit timeline. 

 

January 31
Brief Congress on 

audit and corrective 
action plan status

Annual Financial Statement Audit and Reporting Cycle

February
Planning Phase 

begins

DoD OIG and 
IPAs finish 
entrance

conferences 

June 30
Brief Congress on 

audit and 
corrective action 

plan status

Issue annual 
FIAR Report

November 15
Annual Agency 

Financial Reports 
due to OMB, 

Treasury, GAO, 
and Congress

March 31
Submit results 
of prior-year 

audits to 
Congress

April
Internal Control 

and Testing 
Phases begin

October
Reporting 

Phase begins

May – December
Audit findings expected to 

be issued

November
DoD OIG and 

IPAs issue 
audit reports

DoD OIG and 
IPAs hold exit 
conferences

August
Service 

Providers issue 
SSAE No. 18 

reports

September 30
Current fiscal 

year ends

October 1
New fiscal year 

begins

Figure I-3: Annual Financial Statement Audit Timeline and Reporting Cycle 
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Audit Roadmaps 

The Department maintains a DoD-wide audit roadmap that charts a 
course for remediating its 28 material weaknesses. Each DoD 
Component under standalone audit with a disclaimer of opinion also 
maintains an audit roadmap. These roadmaps align material weakness 
remediation strategies across the Department, identify timelines for 
achieving audit opinions, and facilitate how progress and resources are 
monitored. The audit roadmaps detail corrective action completion 
dates by fiscal year and financial statement line item or audit focus 
area. The DoD service providers are developing audit roadmaps to 
remediate auditor findings from the examinations conducted in 
accordance with SSAE No. 18 to chart the path for achieving 
unmodified opinions on DoD systems and business processes.  

Representatives of each DoD Component meet with the DCFO 
quarterly to review progress on material weaknesses targeted for 
downgrading, the Secretary’s audit priorities, and audit-related issues 
and challenges. These reviews also provide a forum for discussing 
issues that could benefit from a DoD-wide perspective or assistance 
from DoD leaders. To improve accountability, deviations from 
approved roadmaps now require Deputy Secretary as well as 
Comptroller approval.  

The DCFO NFR Database 

The DCFO NFR Database is the single authoritative source for audit 
findings and status of remediating findings. It provides accurate, real-
time, independent information on findings from each standalone 
financial statement audit (unclassified), the DoD Consolidated Audit, 
and service provider SSAE No. 18 examinations as well as 
corresponding corrective action plans. Limited access rights protect 
the integrity of the data. 

Customized dashboards across 15 key metrics help executive leaders 
track NFRs, conditions, and corrective action plans. These dashboards 

give a snapshot view at any point in time of validated corrective 
actions and overdue plans. The database team is continually 
developing new dashboards and methods for measuring progress and 
identifying Department-wide issues. The wide visibility of this tool 
gives DoD leaders a strategic view of pervasive issues and helps them 
identify trends, streamline remediation work, find efficiencies, and 
maintain accountability. 

The Deputy’s Management Action Group   

The DMAG uses business health metrics to track at the executive-level 
the integrity of financial reporting, progress on corrective actions, and 
the stewardship of the Department’s resources, including budgetary 
resources (e.g., appropriations) and financial assets (e.g., tanks, 
planes, ships, and buildings).  

In February 2022, Deputy Secretary of Defense Kathleen Hicks led 
her first DMAG financial statement audit deep dive. During the deep 
dive, DoD executive leaders reviewed results and lessons learned from 
the FY 2021 financial statement audit. The deep dive also included 
expectations regarding the Secretary’s audit priorities for FY 2022 and 
downgrading of material weaknesses.  

Co-chaired with the Vice Chairman of the Joint Chiefs of Staff, the 
DMAG is the Department’s principal governance body for 
management actions affecting the defense enterprise. The secretaries 
of the Military Departments, chiefs of the Military Services, and 
Office of the Secretary principal staff assistants hold standing 
invitations to the DMAG. These important and highly visible 
executive-level review checks of audit progress are conducted twice 
annually. 

FIAR Governance  

The FIAR governance structure ensures financial management leaders 
and workforce have the information and support they need to continue 
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making progress by establishing forums for discussing and solving 
some of the Department’s most challenging issues. In addition to these 
Departmental-level governance bodies, each Component maintains its 
own governance structure. 

The FIAR Governance Board provides vision, leadership, direction, 
oversight, and accountability in support of moving toward an 
unmodified audit opinion. Through bimonthly meetings, it prioritizes 
Department-wide corrective actions that provide the greatest value to 
the warfighter. In addition to key leaders from the DoD Components 
under a standalone audit, representatives from the Government 
Accountability Office, Office of Management and Budget, and DoD 
Office of Inspector General regularly attend. 

Functional Councils address high-profile and pivotal audit issues: 
Financial Reporting and Fund Balance with Treasury; Property; and 
IT. Councils meet quarterly to review remediation status and develop 
solutions that may involve changes to DoD policy and procedures.  

Working Groups for Government Property in the Possession of 
Contractors, Real Property, Inventory and Operating Materials and 
Supplies, Environmental and Disposal Liabilities, and the Joint Strike 
Fighter Program help ensure the DoD Components maintain 
momentum in other areas. 

Audit Remediation Incentives 

In June 2021, and as required by section 1004(a) of the William M. 
(Mac) Thornberry National Defense Authorization Act for FY 2021, 
the Department issued guidance requiring the Military Departments 
and other Defense agencies to implement an incentives framework 
during FY 2022 for providing awards and incentives for individual 
and team performance related to the financial statement audits. The 
incentives framework enables the Department and DoD Components 
to identify, recognize, and award individuals and teams who 
consistently make and sustain measurable progress toward audit 

remediation goals. Examples of awards and incentives include time-
off awards, commendation letters, and achievement and 
commendation medals and coins. 

In addition to recognizing and rewarding behavior within their 
organizations, the incentives framework allows the DoD Components 
to recommend outstanding teams and individuals for Department-
level recognition and awards, such as the USD(C) Financial 
Management Awards Program. In FY 2021, the Financial 
Management Awards Program Board evaluated 110 nominations and 
recommended 11 individuals and 10 teams (representing 164 
individuals) for awards. 

Many of the DoD Components are still working to establish or expand 
audit incentives, and the Department expects the incentives program 
to evolve. Table I-4 shows audit incentives and awards related to the 
FY 2021 audit.  

Table I-4: Audit Remediation Incentives and the FY 2021 Audit 

Component 
Number of Non-Monetary Awards 

Individual Team Organization 

Army 16 0 0 

Navy 333 87 2 

Marine Corps 3 1 0 

Air Force 16 1 3 

DFAS 96 0 0 

DISA 12 1 1 

NGA 15 0 0 

NSA 1 5 0 

USTRANSCOM 3 2 0 

Total DoD 481 97 6 
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Support for the National Defense Strategy 

The following section details how the DoD Components not already 
holding a positive audit opinion are advancing the National Defense 
Strategy, as required by the NDAA for FY 2020. 

Military Departments 

The Department of the Army continues to emphasize audit readiness 
by applying new technologies and methodologies to address audit 
findings. These processes prioritize and focus resources on the highest 
impact audit remediation areas at the command-, component-, and 
direct reporting unit level. In Quarter 1 of FY 2022, the Army updated 
its audit roadmap and integrated project plans to increase 
organizational accountability for delivering measurable results. The 
Army’s audit roadmap projects an audit opinion for the Working 
Capital Fund in FY 2026 and the General Fund in FY 2027. 

Over the last three financial statement audits, the Army has remediated 
the most IT findings of any DoD Component, greatly improving 
Army’s security and integrity of financial data. Army is also investing 
in an enterprise-wide solution to provide a secure environment for its 
users through an Identity, Credential, and Access Management 
(ICAM) solution, which directly addresses the Secretary of Defense 
Access Controls audit priority. The Army is automating multiple 
processes to increase accuracy and efficiency, including implementing 
a tool to extract and consolidate supporting documentation from its 
financial system to submit to the auditor. Such automations improve 
the Army’s response rates to the auditor while freeing up Army 
personnel to focus on other high-priority audit remediation activities. 

The Army continues to improve its accountability of Property, Plant, 
and Equipment, including the location, condition, quantity, and 
associated acquisition cost. The Army’s Installation Management 
Command (IMCOM) continued to review and cleanse asset data (e.g., 
condition code, useful life) for over 100,000 Real Property assets to 

improve the ability to forecast and budget funds needed for continued 
sustainment. The Army strengthened inventory controls and 
processes, improving test results for both the existence and 
completeness of 93 percent of General Fund Operating Materials and 
Supplies. The improved testing results demonstrate asset visibility that 
will promote the redirection of these assets, such as munitions and 
spare parts, when needed to support the warfighter and will reduce the 
need for additional inventories. 

The Army implemented new accountability mechanisms to better 
integrate the audit into its operations and measure progress. In January 
2022, the Secretary of the Army issued the “Army Auditability in 
FY 2022 and Beyond” memorandum that directed the expansion of 
the Command Accountability and Execution Review program to 
include audit readiness metrics. This memorandum also reestablished 
an Army Audit Committee, co-chaired by the Under Secretary (USA) 
and the Vice Chief of Staff (VCSA) of the Army. The Committee 
meets quarterly to review the latest audit metrics, and the USA and 
VCSA hold all assistant secretaries and commanding generals 
accountable for audit success. The Army continues to persistently 
work to foster a culture that prioritizes and upholds audit success while 
supporting the disciplined execution of business processes to drive to 
an audit opinion. 

The Department of the Navy (DON) advances the National Defense 
Strategy by positioning itself as an environment of excellence. This is 
supported by the new DON Financial Management Strategy, which 
closely aligns to the DoD Financial Management Strategy. The DON 
strategy goals are: 1) strengthening its financial management 
workforce to sustain transformation efforts, 2) standardizing business 
processes, 3) securing and consolidating IT systems, 4) bolstering data 
analytics capabilities, and 5) optimizing fiscal stewardship of taxpayer 
dollars.  
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The DON has downgraded six material weaknesses since the audits 
began, the most of any DoD Component. In alignment with Secretary 
of Defense audit priorities, the DON continues to strengthen and 
secure its IT systems environment by consolidating systems and 
addressing access controls; reconciling its Fund Balance with 
Treasury; and maintaining the universe of transactions for financial 
reporting. The Navy targets FY 2028 to achieve an audit opinion.  

The DON financial management community continues to strengthen 
its number one asset: its workforce. The DON is investing in its people 
by helping them develop a range of skills—beyond financial skills—
in areas such as data analytics, systems, and automation. A workforce 
empowered with a broad set of technical and leadership skills will 
provide the innovation needed to deliver high-value activities in 
support of DON’s strategic goals.  

DON audit remediation includes standardizing business processes and 
controls across operational and system commands, such as property 
management procedures and annually issuing standard physical 
inventory procedures. The DON has full accountability of mission-
critical assets and has been able to prove this through the audit process, 
inclusive of the Marine Corps’ real property and military equipment 
assets. Its focus is now on the proper accounting of assets. The DON 
is also sustaining remediated business processes, including military 
pay, which leads the DoD with an improper pay rate of less than 1 
percent since FY 2020. 

In the past four years, the DON has shut down seven systems and 
consolidated nine general ledger systems into three, where 
cybersecurity controls have been implemented through automated 
solutions, such as ICAM and Access Violation Management. The 
DON recently went live with a Naval Identity Service ICAM solution 
for approximately 83,000 users of the Navy’s main general ledger 
system. In addition, the DON estimates $70 million cost avoidance 

will be realized from FY 2020 to FY 2026 as a result of 
decommissioning legacy general ledger systems. 

The DON is applying data analytics and automating manual processes 
to improve financial operations. For example, the DON is investing in 
robotic process automation, or “bots,” to improve data timeliness and 
accuracy and allow personnel to focus on more high-value analytical 
tasks. To date, 110 bots have been deployed—redirecting an estimated 
90,000 labor hours, and more than 76 bots are in development. Bots 
help the DON workforce pivot from repetitious data crunching to 
value-added data analytics while increasing the speed of financial 
operations and supporting system migrations. Bots have become part 
of the DON’s audit infrastructure.  

Improving budgetary responsiveness to unforeseen requirements and 
doing a better job of integrating the DON’s budget process for greater 
insights are driving fiscal stewardship and improving trust in the 
DON’s budget process. The DON established the Commanders 
Enterprise Resource Management Council, which leverages data-
driven dashboards and provides executive oversight to increase 
buying power, improve the quality of how funds are spent, instill fiscal 
discipline, and improve funds stewardship. Additionally, the DON is 
using its Jupiter data analytics platform, an Advana interface, as its 
single source of truth to reform planning, programming, budgeting, 
and execution processes using common data.  

The Marine Corps is in lockstep with the DON Financial Management 
Strategy and actively working toward its five goals. The Marine Corps 
recently migrated from its legacy environment to the Defense 
Agencies Initiative (DAI). Its primary objective is to train its 
workforce to best utilize DAI's capabilities and controls. This 
migration will result in the shutdown of multiple legacy systems and 
allow the Marine Corps to better manage limited resources. The 
Marine Corps reduced the number of IT systems used, which reduces 
costs and the Marine Corps' cyber footprint. The Marine Corps 
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continues to demonstrate stewardship of mission-critical assets by 
establishing asset accountability baselines through audit. Its improved 
business processes help to establish asset valuation baselines and go-
forward processes to record more accurate asset lifecycle costs. 
Finally, the Marine Corps is using the Advana data analytics tool to 
reconcile its Fund Balance with Treasury and improve daily 
reconciliation processes within DAI. Taken together, and in 
combination with its two-year audit plan, these initiatives will help the 
Marine Corps achieve an audit opinion as targeted for FY 2023.   

The Department of the Air Force (DAF) led all military services in 
FY 2021 by downgrading two material weaknesses and closing a third 
a full year ahead of schedule. To downgrade its Contingent Legal 
Liabilities material weakness, the DAF implemented an auditable 
methodology for applying likelihood and estimate of loss to legal 
cases. This resulted in 99 percent of its open case population using an 
audit-compliant methodology in Quarter 4 of FY 2021 as compared to 
0 percent in Quarter 1 of FY 2021. To secure the downgrade of its 
Working Capital Fund General Property, Plant, and Equipment 
material weakness, the DAF implemented additional controls to 
compensate for missing IT general controls over the fixed asset roll-
forward process. This demonstrated its ability to design effective 
monitoring controls in a legacy IT environment. Lastly, the DAF 
conducted assessments of more than 122 internal controls, which 
constituted 60 percent of all required General Fund assessments and 
were essential to closing the Oversight and Monitoring of Internal 
Controls (A-123) material weakness ahead of schedule. 

The DAF continues to derive many qualitative benefits from the 
audits. For example, the DAF completed advanced analytics studies in 
FY 2021 to fully capture maintenance, manpower, and experience 
levels. The dynamic visualization tools for this effort feature real-time 
data that help field managers better predict manning requirements and 
recruit against known experience gaps. Having this information a click 
away is critical in making sure the right people with the right skills are 

making the right fixes to get planes back into the fight faster. Also in 
FY 2021, the DAF prioritized the creation of an Enterprise Risk 
Management program and Enterprise Risk Profile. This enables DAF 
to consider and prioritize risks from a portfolio perspective, by 
encouraging open and candid conversations about the risks the DAF 
faces at all levels across the enterprise (instead of a siloed approach), 
and empowering leadership to better understand overall risks and how 
their particular areas of responsibility fit. 

In FY 2022, the DAF will continue to leverage its audit roadmap and 
integrated master schedules to drive risk-based discussions, prioritize 
activities, and fuel proactive decision-making that will assist in 
achieving major milestones and allow all stakeholders to focus on 
activities in a consistent manner. To continue helping the DoD work 
toward achieving a clean audit opinion, the DAF is homing in on three 
more material weakness downgrades in FY 2022 and aligning audit 
efforts to the Secretary of Defense’s FY 2022 audit priorities.  

To improve Fund Balance with Treasury, targeted for DAF 
downgrading in FY 2022, the DAF is enhancing controls around the 
reconciliation process and using data analytics to provide insights to 
increase transparency into warfighter funding by tracking payment 
and obligation inconsistencies. To establish user access controls, the 
DAF continues to make progress remediating high-priority access 
control findings (e.g., privileged user activity review) and is targeting 
60 percent of IT corrective actions related to access controls and 
segregation of duties in FY 2022. The DAF identified high-priority 
systems and is finalizing an implementation roadmap for ICAM. 
Finally, the DAF is working to establish a universe of transactions in 
Advana to expedite analytics and minimize duplicative data requiring 
additional compensating controls. The DAF has also automated 18 
asset feeder system-to-general ledger reconciliations, automated the 
quarterly roll-forward reconciliation for General Property, Plant, and 
Equipment and Operating Materials and Supplies financial statement 
line items, and developed data quality checks over feeder system 
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activity to identify potential misstatements for rapid remediation 
before period close. 

Other DoD Components 

The Defense Finance and Accounting Service (DFAS) has sustained 
an unmodified opinion on its Working Capital Fund financial 
statements for 22 consecutive years; its General Fund is included in 
the DoD Consolidated audit. Many DFAS initiatives support the 
Department’s audit efforts, and DFAS works closely with all DoD 
Components under audit that rely on its processes, documentation, and 
cooperation to remediate audit findings. This includes initiatives 
related to Fund Balance with Treasury, reducing journal vouchers, and 
establishing a universe of transactions. Additionally, DFAS remains 
committed to remediating and reducing IT access control audit 
findings, realizing a 14 percent reduction in FY 2021 IT audit findings 
from FY 2020, and continues to work with DISA on standard, 
efficient, and effective controls for DFAS systems onboarding to the 
DoD ICAM enterprise solution. 

The Defense Health Agency (DHA) prioritizes corrective actions for 
the Defense Health Program that align with the agency’s mission of 
operational readiness and enhanced healthcare delivery. The FY 2021 
audit resulted in a disclaimer of opinion; however, the DHA 
remediated its Operating Materials and Supplies material weakness, 
and closed 37 prior-year findings. For the FY 2022 audit, DHA 
management continues to focus on remediating the remaining material 
weaknesses and audit scope limitations that impede an audit opinion. 

DHA continues to consolidate and transition authority, direction, and 
control of the medical treatment facilities. DHA is also in the process 
of deploying MHS GENESIS, the new Military Health System’s 
electronic health record and medical billing system. Revenue Cycle 
Expansion, or RevX, a module within MHS GENESIS, enables 
enhanced clinical and business integration. The Military Health 
System is transitioning to the General Fund Enterprise Business 

System (GFEBS), a single accounting system that will facilitate 
accrual-based, patient-level cost accounting data. 

The Defense Information Systems Agency (DISA) sustained its 
Working Capital Fund unmodified opinion. The DISA General Fund 
continues working toward a positive opinion in FY 2022. DISA is on 
the leading edge of deploying, operating, and sustaining cyber tools, 
capabilities, and expertise to maximize DoD IT network operations. It 
ensures secure, available, and reliable services and capabilities, and 
artificial intelligence and machine learning to support cyber defenders 
and improve and automate financial and contractual transactions. 
DISA contributes to the Department’s IT reform work by supporting 
network and data center optimization, automating continuous 
endpoint monitoring, streamlining IT commodity purchases, 
providing enterprise collaboration suites, and consolidating cyber and 
IT responsibilities.   

The Defense Intelligence Community is held to the same standards of 
audit, but audit work is performed in the classified environment by 
auditors with appropriate security clearances. The National 
Reconnaissance Office (NRO) has maintained 12 consecutive 
unmodified opinions and prioritizes financial stewardship and the 
Department’s reform efforts. The Defense Intelligence Agency (DIA) 
is addressing weaknesses in its financial reporting and business 
systems through a comprehensive internal controls program and 
reconciliation of Real Property with the Military Departments. The 
National Geospatial-Intelligence Agency (NGA) is continuing to 
remediate four material weaknesses and working to achieve an 
opinion in FY 2026. The National Security Agency (NSA) has 
resolved six material weaknesses and has corrective action plans in 
place to address the remaining six. 

The Defense Logistics Agency’s (DLA) strategic plan establishes 
auditability as an imperative and sets priorities that align with DoD 
audit priorities. The agency established clear and measurable 
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performance standards on audit sustainment in its performance plans 
and expanded audit recruiting, training, and communication programs. 
DLA’s corrective action plans, particularly those related to its priority 
areas of Transaction Fund, Service-Owned Items in DLA Custody; 
Inventory and Related Property; Fund Balance with Treasury; IT 
Access Controls and Segregation of Duties; Financial Reporting 
Internal Controls; and Government Property in the Possession of 
Contractors, align to the Secretary’s priorities. 

DLA established an audit roadmap for remediating its remaining 
material weaknesses by fund. DLA made significant progress in 
remediating IT findings. The agency is implementing the Warehouse 
Management System to more efficiently and cost effectively support 
inventory management. 

U.S. Special Operations Command’s (USSOCOM) strategy focuses 
on remediating disclaimer items and continuing to improve internal 
controls throughout the enterprise. USSOCOM established an Audit 
Steering Committee to fulfill its leadership oversight responsibilities 
for 1) the integrity of the Command's financial statements and related 
internal controls, 2) the Command's compliance with legal and 
regulatory requirements, 3) monitoring the Command's outstanding 
financial statement audit findings, and 4) ensuring corrective actions 
are complete and sustained. The modernization and standardization of 
asset management procedures are optimizing the redistribution of 
assets and realizing savings. IT improvements are narrowing security 
risks and supporting better management decision making. USSOCOM 
continues to make strides in compiling a complete and accurate 
universe of transactions, which is a significant hurdle to resolving its 
disclaimer of opinion. 

U.S. Transportation Command (USTRANSCOM) is committed to 
achieving an unmodified opinion. USTRANSCOM implemented an 
audit working group and is refining a newly developed integrated 
master schedule to monitor progress toward auditability, identifying 

opportunities to gain efficiencies of effort, and expediting the 
remediation of findings. USTRANSCOM has made significant 
progress on data clean-up, universe of transactions, and IT efforts in 
2021. Additionally, USTRANSCOM is using bots to automate 
processes, eliminate human error, and maximize resources to support 
achieving auditability.  

USTRANSCOM aligned its audit remediation work to Department 
priorities and is focused on downgrading and eliminating material 
weaknesses and aligning corrective action plans to the National 
Defense Strategy. USTRANSCOM successfully remediated 93 of its 
231 findings. Additionally, USTRANSCOM’s audit management 
team established procedures to monitor corrective actions by tracking 
and managing progress from the inception of a finding through its 
remediation. Once auditors determine a finding has been remediated, 
USTRANSCOM continues sustainment testing to ensure the process 
continues to operate effectively. The audit management team has been 
working with the risk management team to outline processes and 
system deficiencies outside of known findings to create a sustainable 
process with effective controls and safeguards.  

Value of Audit  

The financial statement audits yield value far beyond the audit 
opinions. The audits identify vulnerabilities in IT systems; improve 
data reliability and visibility for decision-making and budget 
execution; help the Department improve its operations and gain 
efficiencies; and gives Congress and the American people confidence 
in the Department’s fiscal stewardship. 

The Army developed a quarterly reconciliation of construction-in-
progress balances between the U.S. Army Corps of Engineers 
Financial Management System (CEFMS) and GFEBS to reach a $0 
variance between reports, which creates efficiencies and reduces 
manual interventions. It also established a general equipment 
construction-in-process balance of $197 million in Quarter 2 of 
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FY 2022 and increased accountability for the Apache and Blackhawk 
general equipment construction-in-process pilot programs. The DON 
identified more than $4.4 billion in previously untracked material 
through Inventory clean-up and redeployment programs dating back 
to 2018. The Department of the Air Force used detailed year-to-date 
analytics developed in FY 2021 to identify and correct approximately 
$5.2 billion worth of historic variances on its equipment and 
accumulated depreciation general ledger accounts. This increased 
level of visibility allows for greater control and oversight of financial 
transactions related to military equipment. The Air Force also 
automated its trial balance reconciliations to enable more efficient 
responses to audit requests and reduce hours spent reconciling the trial 
balance to the detailed sub-ledger data, thus freeing up manpower to 
focus on other operations. 

Maximizing the Value of Data 

The Department uses an array of solutions to consolidate and track 
audit findings, monitor progress, and automate DoD-wide solutions. 
These innovations are improving decision-making and operations well 
beyond the scope of the audit.  

In February 2022, the Department stood up the Office of the Chief 
Digital and Artificial Intelligence Officer (CDAO), which is expected 
to increase the speed of the development and use of artificial 
intelligence (AI), data analytics, and machine learning.  

Advana 

The CDAO is assuming responsibility for the Advana platform, which 
was originally developed to support the audits and exemplifies how 
audit solutions are having a far-greater effect on DoD operations. 
Advana, the Department’s Advancing Analytics platform, can 
consolidate large data sets for analytics, visualization products, and 
data tools.  

Advana began when the ODCFO and DFAS started building a 
universe of transactions to support the Department’s full financial 
statement audit. At the same time, the ODCFO was working with the 

then-Office of the Chief Management Officer to construct data models 
for cost management. Both efforts explored the use of modern data 
platforms and analytic tools and, in order to reduce costs and 
accelerate outcomes, the two missions converged into a 
comprehensive DoD-wide data platform and the official DoD 
common enterprise data repository.   

Advana has more than 29,000 users across all Services, an increase of 
approximately 50 percent in the last year. It has ingested billions of 
transactions from more than 550 data sets (up from 160 data sets in 
June 2021), and its common data model standardizes DoD data to help 
address some of the Department’s historical issues. Through Advana, 
data captured once is managed centrally and available enterprise-wide 
for multiple purposes. Custom, targeted tools make Advana one of the 
Department’s most important weapons in remediating audit findings.  

Bots and Artificial Intelligence 

The CDAO is also leading Department efforts to expand the use of 
robotic process automation (RPA) and bots. Bots create efficiencies 
that reduce time spent manually completing tasks and allow financial 
managers to focus on more complex issues. As of March 2022, the 
Department has deployed 525 bots, with 54 percent aligning to 
financial management processes and 18 percent directly supporting 
compliance or audit response activities. 

The Department is also using AI to support financial management 
improvements and attract new AI talent to the Department—in line 
with the DoD Financial Management Strategy. Various initiatives are 
helping expand the use of this technology across the Department, 
including: 

• The Department’s shared service IT providers are beginning to 
offer and expand the availability of virtual environments to 
provide stable environments for the development, testing, and 
deployment of automations.  

• Advana continues to provide a shared RPA platform giving 
groups better management and oversight of automation programs 
while providing a center of excellence for DoD RPA programs to 
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mature and expand. Through April 2022, the Department has 
connected 34 DoD groups to Advana, avoiding more than nearly 
$14 million in cumulative infrastructure and management costs 
that would have been spent to standup and manage individual 
platforms. 

• The Office of the Under Secretary of Defense (Comptroller) 
(OUSD(C)) RPA program, which also manages the Advana RPA 
shared service platform, deployed over 60 automations to a variety 
of DoD Components, resulting in 19,090 annual labor hours 
redirected or $998,000 in annual labor costs redirected. 

Audit Resources 

Audit, audit support, and audit remediation costs, including financial 
system fixes, totaled $931 million. These costs are relatively 
consistent with past audit expenditures, and much of this work is 
needed to modernize the Department regardless of whether the annual 
financial statement audits are required. 

Approximately $197 million was paid to the independent public 
accounting firms conducting the audits and SSAE No. 18 
examinations. Another $208 million went to audit support, such as 
responding to auditor requests for information; and $526 million went 
toward remediating audit findings. As the audits mature and more 
organizations begin to achieve unmodified opinions, auditors will be 
able to rely more heavily on internal controls, which should lower 
costs. Tables I-5 through I-10 show FY 2021 costs for the Military 
Services and other DoD Components using the following definitions:  

Audit Services and Support are the costs of the audits and SSAE 
No. 18 examinations performed by independent public accounting 
firms, plus government and contractor costs for supporting the audits 
and responding to auditor requests.  

Audit Remediation includes government and contractor costs for 
correcting findings and the costs of achieving and sustaining an 

auditable systems environment. These costs do not include Enterprise 
Resource Planning (ERP) system deployment or maintenance costs.  

Table I-5: Total DoD Resources 

Total DoD 
FY 2021 

(In Millions) 

Audit Services and Support $405 

Audit Remediation $526 

Total Resources $931 

Note: Numbers may not sum due to rounding. 

 

Table I-6: Army Resources 

Army 
FY 2021 

(In Millions) 

Audit Services and Support $72 

Audit Remediation $118 

Total Resources $189 

Note: Numbers may not sum due to rounding. 
Includes U.S. Army Corps of Engineers. 
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Table I-7: Navy Resources 

Navy 
FY 2021 

(In Millions) 

Audit Services and Support $78 

Audit Remediation $134 

Total Resources $212 

Note: Numbers may not sum due to rounding. 
Navy holds 50% of the Department’s Property, Plant, and 
Equipment, net; and 38% of the Department’s Inventory and 
Related Property, net; and requires additional resources to 
establish opening balances.  

 

Table I-8: Marine Corps Resources 

Marine Corps 
FY 2021 

(In Millions) 

Audit Services and Support $16 

Audit Remediation $36 

Total Resources $52 

Note: Numbers may not sum due to rounding. 
Funding in support of the Marine Corps’ IPA resources is executed 
out of Navy funds. The Navy serves as the executive agent of the 
DON's full financial statement audit, which includes the 
consolidated financial statements for Navy General Fund, Marine 
Corps General Fund, and DON Working Capital Fund 

 

Table I-9: Department of the Air Force Resources 

Air Force 
FY 2021 

(In Millions) 

Audit Services and Support $41 

Audit Remediation $109 

Total Resources $150 

Note: Numbers may not sum due to rounding. 

 

Table I-10: Other DoD Components Resources 

Other DoD Components 
FY 2021 

(In Millions) 

Audit Services and Support $198 

Audit Remediation $129 

Total Resources $327 

Note: Numbers may not sum due to rounding. 
Includes costs incurred by Defense Agencies and other DoD 
Components not included in the Military Services, and the cost of 
the DoD consolidated audit. 
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II.  Status of Corrective Actions 
Getting to the root cause of each audit finding and taking corrective 
actions to remediate that finding drive this audit journey. A typical 
financial statement audit would normally stop when the auditor 
determines they must issue a disclaimer of opinion. However, auditors 
continue to test and issue findings and recommendations in the 
Component-level standalone audits and the DoD consolidated audit. 
This helps the Department maximize the value of these audits by 
uncovering as many issues as possible in an audit cycle. 

As the audits go deeper and new areas are tested, findings are likely to 
increase and become more complex. The FY 2021 audits show that 
although the Department continues to make progress, more must be 
done to address the Department’s most complex issues. Leadership 
commitment to solving the most difficult issues must be consistent and 
relentless. 

FY 2022 Audit Priorities 

The Secretary of Defense signed the FY 2022 Financial Statement 
Audit Priorities memorandum on January 31, 2022, recommitting to 
transforming the way the Department does business and reprioritizing 
the Department’s audit remediation efforts. In FY 2020 and FY 2021, 
audit priorities spanned across eight areas. To bring more focused 
attention on the Department’s highest priority material weaknesses, 
the Department narrowed its FY 2022 focus to three key, foundational 
areas: 

1. Improving Fund Balance with Treasury, which includes 
reducing undistributed disbursement and collection balances; 

2. Establishing user access controls to include remediating 
privileged and end-user access controls by implementing 
ICAM solutions or other auditable internal control measures; 
and  

3. Creating a Universe of Transactions and Financial 
Reporting Internal Controls, including compiling a complete 
list of relevant feeder and accounting systems of record that 
feed the Defense Departmental Reporting System and a 
supportable universe of transactions. 

 
“Following our fourth consecutive financial statement audit, I am 
pleased to see successes in areas critical to supporting our men and 
women in uniform such as Civilian Pay, Military Pay, and the Military 
Retirement Fund. However, much work remains. We cannot be 
content with the overall results of this audit. We must recommit our 
efforts to learning from the audit and implementing corrections into 
our business processes, while instituting strong internal controls that 
demonstrate stewardship of taxpayer dollars.” 
 

Secretary Lloyd J. Austin III 
Fiscal Year 2022 Financial Statement Audit Priorities Memorandum 

January 31, 2022 
 

For each priority, management established goals and closely monitors 
progress measures to ensure the Department is addressing its most 
pivotal challenges. Department-wide status of the Secretary’s 
FY 2022 audit priorities, goals, and a description of how the 
Department is measuring performance are on the following pages. An 
overview of additional focus areas from past reports and a snapshot of 
NFR and corrective action plans status follows the three FY 2022 audit 
priorities.  
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Fund Balance with Treasury  

The Department reported a Fund Balance with Treasury of 
$623 billion on the DoD Balance Sheet—roughly 19 percent of DoD’s 
total assets, as of September 30, 2021. Fund Balance with Treasury is 
an asset account maintained by the Department of the Treasury that 
shows DoD funds available to spend. The balance of the account 
increases with receipts and decreases with payments, much like a 
personal checking account. Each month, a Component must be able to 
reconcile its records to the Treasury’s records to verify completeness 
and accuracy of financial data and resolve any differences.  

Although the auditors noted progress in resolving this priority area, 
they again cited Fund Balance with Treasury as a material weakness 
and Suspense Accounts as a separate but related material weakness. 
The Department remains committed to remediating and downgrading 
these material weaknesses, and the DoD Financial Management 
Strategy for FY 2022 – FY 2026 cites improvements to Fund Balance 
with Treasury as important measurements of progress.  

In addition to the Secretary naming Fund Balance with Treasury a 
DoD-wide FY 2022 priority, the Department established two 
measurable goals:  

Goal 1: Establish processes and controls to clear undistributed 
disbursements and collections in 60 days or less, including posting 
transactions and matching those transactions to obligations. Identify 
barriers to achieving this goal.  

Goal 2: Reduce undistributed disbursement and collection balances, 
as reported on the DoD Fund Balance with Treasury scorecards, to 1 
percent or less of the total balance. Identify barriers to achieving this 
goal.  

Management uses executive dashboards to track progress on these 
goals through key performance indicators. 

Progress to Date: DFAS is leading the Department’s efforts to 
reconcile the DoD fund balance to the Department of Treasury 
records. It leveraged cross-federal government partnerships, expanded 
financial statement measures, created extensive plans with hundreds 
of milestones, and built transaction-level reconciliations (universe of 
transactions) to monitor and resolve both aged and overall variances. 
The Department saw significant progress in reducing balances; 
reducing inflow, sustaining balance reductions, and identifying root 
causes; strengthening internal controls; and compiling and 
accelerating the development of a universe of transactions.  

Additionally, the OUSD(C), DFAS, and the Navy are deploying Fund 
Balance with Treasury reconciliations in FY 2022 in Advana using  
feeder systems, accounting systems, reporting systems, and the 
Central Accounting and Reporting System (CARS) used by Treasury 
to support the Navy General Fund, DON Working Capital Fund, and 
Treasury Index-97 entities. The Advana system infrastructure allows 
users to reconcile DoD financial statements and CARS to detailed, 
voucher-level transactions. Users will be able to examine transactions 
that are in transit (disbursed, collected, but not posted) or unmatched 
(disbursed, paid, but not matched to a source transaction). By 
standardizing and automating this capability, the Department is 
accelerating its ability to resolve Fund Balance with Treasury. 
OUSD(C) and DFAS are also teaming with Air Force to on-board their 
reconciliations into Advana in FY 2023.  

Work Remaining: The extensive actions taken over the past year have 
positively affected the Department’s overall auditability. To mitigate 
remaining issues, the Department continues developing and 
maintaining key reconciliations, detailed universes of transactions, 
management analyses, and materiality assessments. It works to sustain 
overall and overaged balances at immaterial levels. Efforts continue 
on building and maturing materiality methodologies and processes to 
review Fund Balance with Treasury risk areas for financial statement 
disclosures. Further, the Department continues adopting effective 
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internal controls, business processes, and process narratives to detect 
and prevent significant risks. Success in these areas is essential to 
downgrading these material weaknesses. 

In some cases, despite significant research, balances remain in 
accounts for transactions that cannot be identified. Once all efforts to 
identify and post a transaction against an appropriation are exhausted, 
the Department follows detailed business processes to transfer those 
unidentified transactions to appropriation accounts provided for 
operation and maintenance. In FY 2021, the amounts transferred 
represent the accumulation of small transactions, and at less than 
$14 million, amounts transferred total to less than two thousandths of 
one percent of the Department’s budget.  

After reducing Fund Balance with Treasury overall balances or 
variances by more than $50 billion in the previous two years, the 
Department achieved an additional $3.1 billion reduction in FY 2021 
in the areas of Suspense (52 percent reduction), Statement of 
Differences (58 percent reduction), and the Cash Management Report 
(45 percent reduction).

 

Figure II-1 shows the Department’s status in addressing FY 2021 
findings related to Fund Balance with Treasury. 
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Figure II-1: Status of FY 2021 NFRs for DoD-wide Fund Balance with Treasury 

Note: As of June 24, 2022, from the DCFO NFR Database. 
Includes FY 2021 NFRs from all Components under a standalone audit and FY 2021 NFRs from the DoD consolidated audit. 
Not all NFRs contribute to the downgrading or closing of a material weakness. NFRs issued and projected to be completed in FY 2021 may not be 
representative of cumulative progress toward downgrading or closing a material weakness.   
Does not include NFRs from SSAE No. 18 examinations. 

            



The DoD Financial Improvement and Audit Remediation Report               June 2022 
 

Status of Corrective Actions 
23 

Access Controls  

Access controls are critical to preventing cyber-attacks and securing 
data, equipment, and facilities. In FY 2018, access control-related 
issues represented 37 percent of total audit findings. In FY 2021, that 
percentage increased to 40 percent as more systems were placed under 
audit. To accelerate progress, the Secretary established user access 
controls, including privileged controls and end-user controls, as a 
DoD-wide priority.  

Goal 1: Components must implement ICAM solutions, or another 
auditable internal control measure, for providing, reviewing, 
modifying, and removing user access in all systems relevant to internal 
controls over financial reporting. Only systems with a scheduled 
retirement date may receive a waiver from the ICAM requirement. 

To measure progress, the Department tracks the total number of high-
priority access control NFRs closed compared to the total number of 
high-priority access control NFRs issued. 

Progress to Date: The Department continues to deploy ICAM 
solutions, including a commercial off-the-shelf ICAM technology 
hosted in a cloud environment and is piloting multiple applications to 
better define onboarding requirements for internal controls over 
financial reporting systems. Table II-1 shows the Department closed 
24 percent of the high-priority NFRs for access controls issued in the 
FY 2020 audits.  

Work Remaining:  

The Department continues to revise the deployment schedule based on 
lessons learned from prior implementations. ICAM is planned to be 
fully deployed for internal controls over financial reporting (ICOFR)-
relevant systems by FY 2028, which will address the IT material 
weaknesses related to access control and segregation of duties.  

Table II-1. IT NFR High-Risk Conditions 

 FY 2020 FY 2021 

High-Risk Conditions Received Closed Received 

Shared administrative accounts 15 2 16 

Privileged users and high-risk transactions 79 23 86 

Privileged access assigned unnecessarily 69 25 55 

User assigned conflicting roles and duties* 639 143 582 

Developer access to production-ready 
code files 58 12 55 

Developer access to production programs 
and files 31 10 27 

Total DoD 891 215 821 

* Includes users with approved conflicting access and segregation of duties. 
Note: The total number of IT NFRs received in FY 2020 increased by 33 over 
past reports due to the re-classification of some NFRs to IT-related NFRs.  
 

As of June 1, 2022, the Army has closed 4 of 5 high-priority access 
control NFRs for Working Capital Fund and 4 of 15 high-priority 
access control NFRs for General Fund.  The Naval ICAM solution 
went live in Navy ERP, and the Navy is on track to close 88 IT NFRs 
for access controls and segregation of duties. Since FY 2019, DLA 
auditors have closed 29 IT NFRs related to Access Controls, Security 
Management, Segregation of Duties, and Configuration Management. 
This is a direct result of DLA strengthening controls in the DLA 
Enterprise and the Enterprise Business System (EBS) and Employee 
Activity Guide for Labor Entry (EAGLE) systems. And since FY 2020, 
the DHA has remediated 44 IT NFRs related to Account Management, 
Privileged Users, Audit Logging, and Segregation of Duties.

 

Figure II-2 shows the Department’s status in addressing FY 2021 
NFRs related to Access Controls. 
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Figure II-2: Status of FY 2021 NFRs for Access Controls  

Note: As of June 24, 2022, from the DCFO NFR Database. 
Includes FY 2021 NFRs from all Components under a standalone audit and FY 2021 NFRs from the DoD consolidated audit. 
Not all NFRs contribute to the downgrading or closing of a material weakness. NFRs issued and projected to be completed in FY 2021 may not be 
representative of cumulative progress toward downgrading or closing a material weakness.   
Does not include NFRs from SSAE No. 18 examinations. 
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Universe of Transactions & Financial Reporting Internal 
Controls  

The Department is using Advana to create a complete universe of 
transactions to support the audits in one central location. Financial 
Reporting Compilation—the ability to compile and present the 
financial statements—is an overarching weakness comprising the 
material weaknesses of Beginning Balances, Unsupported 
Accounting Adjustments or Journal Vouchers, Gross Costs, Earned 
Revenue, and Service Providers. Being able to provide historical data 
that supports the financial statements as well as having adequate 
procedures and controls in place for financial reporting compilation 
is foundational to achieving an opinion. The Department is targeting 
FY 2028 for downgrading or correcting the material weaknesses 
related to Financial Reporting Compilation, Reconciliation of Net 
Cost of Operations to Outlays, and Financial Reporting Internal 
Controls.  

The Secretary named creating a universe of transactions and financial 
reporting internal controls a priority for FY 2022 and established three 
measurable goals: 

Goal 1: Develop and implement adequate internal controls across all 
financial reporting processes identified as material to the Component 
or other dependent organizations, including Complementary User 
Entity Controls (CUECs) identified in audits of information 
technology systems.  

To measure progress, the Department tests internal control design and 
operating effectiveness rates year over year. 

Progress to Date: In 2021, DFAS maintained its qualified SSAE 
No. 18 opinion on Financial Reporting controls for the seventh 
consecutive year, making incremental improvements annually and 
expanding to 100 percent scope coverage of the financial reporting 
process within DFAS control. DFAS also issues CUECs for its eight 

SSAE No. 18 examinations and documents CUEC agreements with 
each DoD Component annually. 

The Department also developed and maintains a consolidated CUEC 
workbook that captures changes, deletions, and additions to the 
CUECs. This workbook includes recommended control designs to be 
tailored and implemented by the Components and key supporting 
documents and data that will be needed to test controls.  

Twice a year, the Department facilitates Service Provider Working 
Group Meetings, during which service provider organizations give 
updates on the status of their respective SSAE No. 18 examinations to 
help with monitoring and supporting CUECs. In addition, the 
Department conducts CUEC Workshops on SSAE No. 18 
examinations that have a Department-wide impact. In these 
workshops, service providers provide an in-depth briefing of their 
CUECs and responsibilities. To date, the Department has conducted 
45 CUEC workshops.  

Work Remaining: The Department continues to work with service 
providers to support the implementation of controls to address CUECs 
by consolidating feedback, updating guidance and training, 
maintaining the CUEC workbook, and hosting workshops to improve 
collaboration. DFAS completed a detailed service provider roadmap 
with milestones for remediating findings through FY 2028 and 
continues to look for opportunities to accelerate progress and 
downgrade the Financial Reporting material weakness. 

Goal 2: Compile and validate a complete list of all relevant feeder and 
accounting systems of record that feed the Defense Departmental 
Reporting System (DDRS), to include all systems not scheduled to 
sunset prior to FY 2025. Additionally, produce a supportable universe 
of transactions balance as a percentage of the financial statements 
balances.  

The Department tracks NFR completion rates to measure progress. 
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Progress to Date: The Department worked with the Services to 
compile a complete list of reconciliations to produce a universe of 
transactions for each Component. The Services and DFAS are 
validating this list and working with OUSD(C) to finalize, and Advana 
is on target to become the Departments’ consolidated universe of 
transactions. 

Advana provided all General Ledger to Trial Balance reconciliations 
for Components within the scope of the DoD consolidated audit and 
completed approximately 75 percent of feeder reconciliations for 
Treasury Index 97 General Fund reporting of Components not under 
standalone audit. Further, the Advana team worked with DFAS to 
refine connections between the Components’ trial balances in DDRS. 
This helps financial managers identify, explain, and resolve 
reconciling differences originating in DDRS by accounting system. 

Advana also launched an intragovernmental reconciliation tool 
designed to compare internal transactions of the Department to ensure 
proper reporting in the financial statements. The application reconciles 
across accounting systems in the Department at the funding document 
level. To date, Advana reconciles 98 percent of seller transactions and 
84 percent of buyer transactions.  

Work Remaining: The compiled list of reconciliations needs to be 
finalized for each DoD Component. Once lists are finalized, OUSD(C) 
will work to produce a supportable universe of transactions balance as 
a percentage of the financial statements balances, to include all 
systems not scheduled to sunset prior to FY 2025. 

Goal 3: With the exception of transactions associated with classified 
activities, process all intragovernmental reimbursable transactions 

using the Department of the Treasury G-Invoicing application (or user 
interface method for non-DoD partners) by October 1, 2022, for new 
orders. 

The DoD Components self-report progress, which is closely 
monitored by the FIAR Governance Board. 

Progress to Date: The Department made considerable progress 
entering General Terms and Conditions into the G-Invoicing 
application with trading partners ahead of the October 1, 2022, 
mandate. Entities are developing and testing G-Invoicing 
interconnections and capabilities needed to process intragovernmental 
reimbursable transactions by October 1, 2022, for new orders. 

Work Remaining: The Department continues to develop and 
implement G-Invoicing policy and procedures in order to reconcile 
Fund Balance with Treasury and reduce eliminations on the DoD 
financial statements. Given the extent of trading partner 
communication and process changes needed, coupled with the various 
entity system implementation timelines, the Department is reassessing 
the timeline for completion. 

DISA Working Capital Fund downgraded its Financial Reporting 
material weakness in FY 2021.

 

Figures II-3 and II-4 show the Department’s status in addressing 
FY 2021 findings related to Universe of Transactions, and Financial 
Reporting and CUECs, respectively.
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Figure II-3: Status of FY 2021 NFRs for Universe of Transactions  

Note: As of June 24, 2022, from the DCFO NFR Database. 
Includes FY 2021 NFRs from all Components under a standalone audit and FY 2021 NFRs from the DoD consolidated audit. 
Not all NFRs contribute to the downgrading or closing of a material weakness. NFRs issued and projected to be completed in FY 2021 may not be 
representative of cumulative progress toward downgrading or closing a material weakness.   
Does not include NFRs from SSAE No. 18 examinations. 
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Figure II-4: Status of FY 2021 NFRs for CUECs and Financial Reporting Internal Controls  

Note: As of June 24, 2022, from the DCFO NFR Database. 
Includes FY 2021 NFRs from all Components under a standalone audit and FY 2021 NFRs from the DoD consolidated audit. 
Not all NFRs contribute to the downgrading or closing of a material weakness. NFRs issued and projected to be completed in FY 2021 may not be 
representative of cumulative progress toward downgrading or closing a material weakness.   
Includes CUEC NFRs from SSAE No. 18 examinations. 
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Other Focus Areas  

In FY 2020 and FY 2021, audit priorities spanned eight areas, some 
of which are again captured as FY 2022 priorities. To ensure the DoD 
Components maintain momentum on the remaining areas, the 
Department is continuing the material weakness working groups for 
Government Property in the Possession of Contractors; Real Property; 
Inventory; Operating Materials and Supplies; and the Joint Strike 
Fighter Program. The FIAR Governance Board closely monitors 
progress.  

Government Property in the Possession of Contractors  

Contractors may hold government property that is directly acquired by 
them or furnished by the government to complete production or 
services on behalf of the Department. Examples include tools, laptop 
computers, IT networking equipment, and items used in the 
production or repair of weapons systems, including vehicles and 
aircraft. The Department needs more consistent compliance with 
requirements and adherence to policies, controls, and oversight to 
ensure property in the possession of contractors is recorded accurately. 
Service property systems also need to be updated to implement 
existing policy. Without accurate records, the Department could 
potentially buy more than it needs or not have enough to meet future 
needs.  

Real Property  

Real Property includes such assets as land, administrative buildings, 
runways, warehouses, water supply systems, aircraft hangars, and 
medical treatment facilities. Auditors must be able to test for accuracy 
and completeness of records and validate right of occupancy or 
ownership. Processes and controls must ensure Real Property is 
recorded timely and accurately as well as consistently reported in the 
financial statements.  

 Auditors tested real property assets at the 1st Marine Corps District, 
Camp Mujuk, MCLB Albany and Blount Island Command in FY 2021 
and FY 2022. This year’s testing, which involved the inspection of 324 
assets, resulted in zero exceptions. With these four site visits complete, 
the Marine Corps now has an auditable existence and completeness 
baseline of real property.

 

Inventory, and Operating Materials and Supplies 

The Department cannot validate that all existing Inventory and 
Operating Materials and Supplies assets are recorded in asset 
accountability systems or that the assets recorded in the systems exist 
and have adequate supporting documentation. Inventory consists of 
items such as component parts for production or spare parts that are 
sold by the Department’s service providers to repair combat vehicles 
or other equipment. Operating Materials and Supplies consists of 
similar items that have been purchased and are consumed by the 
Department’s operational entities, such as ammunition and tactile 
missiles. Without accurate records, the Department risks having an 
excess of supplies or, alternatively, not having enough to meet the 
needs of the warfighter.  

Figures II-5, II-6, and II-7 show the Department’s status in addressing 
FY 2021 findings related to Government Property in the Possession of 
Contractors, Real Property, and Inventory and Operating Materials 
and Supplies, respectively. Status of the Joint Strike Fighter Program 
follows these figures. 
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Figure II-5: Status of FY 2021 NFRs for Government Property in the Possession of Contractors  

Note: As of June 24, 2022, from the DCFO NFR Database. 
Includes FY 2021 NFRs from all Components under a standalone audit and FY 2021 NFRs from the DoD consolidated audit. 
Not all NFRs contribute to the downgrading or closing of a material weakness. NFRs issued and projected to be completed in FY 2021 may not be 
representative of cumulative progress toward downgrading or closing a material weakness.   
Does not include NFRs from SSAE No. 18 examinations. 

            



The DoD Financial Improvement and Audit Remediation Report               June 2022 
 

Status of Corrective Actions 
31 

 

 

Figure II-6: Status of FY 2021 NFRs for Real Property  

Note: As of June 24, 2022, from the DCFO NFR Database. 
Includes FY 2021 NFRs from all Components under a standalone audit and FY 2021 NFRs from the DoD consolidated audit. 
Not all NFRs contribute to the downgrading or closing of a material weakness. NFRs issued and projected to be completed in FY 2021 may not be 
representative of cumulative progress toward downgrading or closing a material weakness.   
Does not include NFRs from SSAE No. 18 examinations. 
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Figure II-7: Status of FY 2021 NFRs for Inventory and Operating Materials and Supplies  

Note: As of June 24, 2022, from the DCFO NFR Database. 
Includes FY 2021 NFRs from all Components under a standalone audit and FY 2021 NFRs from the DoD consolidated audit. 
Not all NFRs contribute to the downgrading or closing of a material weakness. NFRs issued and projected to be completed in FY 2021 may not be 
representative of cumulative progress toward downgrading or closing a material weakness.   
Does not include NFRs from SSAE No. 18 examinations. 
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Joint Strike Fighter 

The Joint Strike Fighter program comprises three variants of the F-35 
aircraft across the Navy, Air Force, and Marine Corps and focuses on 
reducing development, production, and ownership costs. The 
Department maintains visibility over all F-35 aircraft and F135 
turbofan engines delivered to the government. However, the 
Department is unable to financially report the global spares pools (e.g., 
wheel assemblies, canopies, engines) and the support equipment pool 
(e.g., generators, wing stanchions) for F-35 aircraft and F135 turbofan 
engines. This limits operational capabilities and risks deploying 
aircraft into combat operations with mismatched or incompatible 
parts. The unique nature of the program’s global parts and equipment 
pools (funded by Air Force, Navy, and foreign partners but owned by 
DoD until needed) creates unique financial statement presentation 
challenges. 

The Department is tracking three NFRs for the Joint Strike Fighter 
program. One NFR ties to the Department’s ability to account for the 
global spares and support equipment pools and the other two tie to the 
Air Force’s and Navy’s abilities to account for their portions of the 
pool.  

Conclusion 

Our nation is facing unprecedented global threats that are changing the 
context in which the DoD operates. These changes intensify budget 
scrutiny, heighten demand for reliable and timely data, and necessitate 
strong and effective internal controls to mitigate risk and deter cyber-
attacks. The Financial Improvement and Audit Remediation strategy 
is foundational to effecting business transformation, achieving our 
national defense priorities, and meeting the challenges of tomorrow.  

Please visit the Office of the Deputy Chief Financial Officer website 
at: https://comptroller.defense.gov/ODCFO/ to download a copy of 
this report and other public resources. 

https://comptroller.defense.gov/ODCFO/
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Appendix 1. Acronyms and Abbreviations 
 

A 
 

AI Artificial Intelligence 

 

C 
 

C Comptroller 

CAP Corrective Action Plan 

CARS Central Accounting and Reporting System 

CBDP Chemical and Biological Defense Program 

CDAO Chief Digital and Artificial Intelligence Officer 

CEFMS Corps of Engineers Financial Management 
System 

CFO Chief Financial Officer 

COVID-19 Coronavirus Disease - 2019 

CUEC Complementary User Entity Controls 

 
D 

 

DAF Department of the Air Force 

DAI Defense Agencies Initiative 

DAU Defense Acquisition University 

DARPA Defense Advanced Research Projects Agency 

DCFO Deputy Chief Financial Officer 

DCMA Defense Contract Management Agency 

DCSA Defense Counterintelligence and Security 
Agency 

DDRS Defense Departmental Reporting System 

DeCA Defense Commissary Agency 

DFAS Defense Finance and Accounting Service 

DFAS GF Defense Finance and Accounting Service 
General Fund 

DHA Defense Health Agency 

DHA-CRM Defense Health Agency – Contract Resource 
Management 

DHP Defense Health Program 

DHRA Defense Human Resources Activity 

DIA Defense Intelligence Agency 

DISA Defense Information Systems Agency 

DLA Defense Logistics Agency 

DMA Defense Media Activity 

DMAG Deputy’s Management Action Group 

DoD Department of Defense  

DoDEA Department of Defense Education Activity 
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DoD OIG Department of Defense Office of Inspector 
General 

DON Department of the Navy 

DOTE Director, Operational Test and Evaluation 

DPAA Defense POW/MIA Accounting Agency 

DSCA Defense Security Cooperation Agency 

DTIC Defense Technical Information Center 

DTRA Defense Threat Reduction Agency 

DTSA Defense Technology Security Administration 

DUSD(C) Deputy Under Secretary of Defense 
(Comptroller) 

 
E 

 

EAGLE Employee Activity Guide for Labor Entry 

EBS Enterprise Business System 

ERP Enterprise Resource Planning System 

ES Executive Summary 

 

F 
 

FIAR Financial Improvement and Audit Remediation 

FM Financial Management 

FY Fiscal Year  

 
G 

 

GAO Government Accountability Office 

GF General Fund 

GFEBS General Fund Enterprise Business System 

 
H 

 

HON Honorable 

 

I 
 

ICAM Identify, Credential, and Access Management 

ICOFR Internal Controls Over Financial Reporting 

IMCOM Installation Management Command 

IPA Independent Public Accountant or Independent 
Public Accounting firm 
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IT Information Technology 

 

J 
 

JCS Joint Chiefs of Staff 

JSF Joint Strike Fighter 

 

M 
 

MDA Missile Defense Agency 

MERHCF Medicare-Eligible Retiree Health Care Fund 

MHPI Military Housing Privatization Initiative 

MRF Military Retirement Fund  

MW Material Weakness 

 

N 
 

NDAA National Defense Authorization Act 

NDU National Defense University 

NFR Notice of Finding and Recommendation 

NGA National Geospatial-Intelligence Agency 

NRO National Reconnaissance Office 

NSA National Security Agency 

 

O 
 

OIG Office of Inspector General 

OEA Office of Economic Adjustment 

OMB Office of Management and Budget 

OSD Office of the Secretary of Defense 

OUSD(C) Office of the Under Secretary of Defense 
(Comptroller) 

 

R 
 

RPA Robotic Process Automation 

 

S 
 

SOC System and Organization Controls 

SSAE Statement on Standards for Attestation 
Engagements 

 



The DoD Financial Improvement and Audit Remediation Report               June 2022 
 

Acronyms and Abbreviations 
38 

T 
 

TI Treasury Index 

 

U 
 

US United States 

USA Under Secretary Army 

USACE United States Army Corps of Engineers 

USD(C) Under Secretary of Defense (Comptroller) 

USMC United States Marine Corps 

USSOCOM United States Special Operations Command  

USTRANSCOM United States Transportation Command 

 

V 
 

VCSA Vice Chief of Staff Army 

 
W 

 

WHS Washington Headquarters Services 
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