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Message from the Under Secretary of Defense (Comptroller)/
Chief Financial Officer

When 1 joined the Department of Defense (DoD) in 2009, the audit readiness
community was Sselting priorities, developing a strategy, and identifying needed
resources. Today, over 90 percent of the Department’s $673 billion in current-year
budgetary resources, including the current-year budgetary resources of the three
Military Departments and some of our larger defense agencies, and 78 percent of our
total budgetary resources are under audit. Additionally, the U.S. Army Corps of
Engineers and a number of other defense organizations and funds are sustaining
annual audit opinions. Throughout the Department, the workforce is learning what it
means to be under annual audits.

With only 16 months remaining before we reach the September 30, 2017, target to have
our full financial statements ready for audit, we are focusing on areas most critical to
success—fixing known problems, integrating processes and systems, strengthening
controls, and completing a count and valuation of our assets. Most importantly, we know what work has to be done,
and we have a credible plan in place to do it. Throughout the Department, work is intensifying and finely focused.

For an organization as large as the Department of Defense, these accomplishments are significant and signal real
change is taking place. No other federal agency is as complex as the DoD. We operate around the globe, on land, on
the seas, in the air, in space, and in cyberspace. We buy everything from basic supplies to satellites and ships,
provide worldwide health services to our uniformed members, their families, and veterans, support research and
development critical to our national security;, deploy troops; house and move families; and operate schools,
commissaries, and recreational facilities. Our continual progress is a testament to the sustained commitment of
leadership at the highest levels and of the hard work of our financial and functional communities. I remain confident
that we have the right level of support, effort, and commitment to change to achieve full audit readiness.

\\)\._/\J\.}\ \“k‘c C(.‘\’\x
Michael McCord

Under Secretary of Defense (Comptroller)/
Chief Financial Officer



FIAR Plan Status Report

This Page Intentionally Left Blank

Table of Contents ii May 2016



Message from the Assistant Deputy Chief Management Officer

I continue to be impressed with the diligence of the members of the Department to work
on the actions that are required to improve business processes and internal controls that
will allow the Department to become auditable. Working together, the Office of the
Deputy Chief Management Officer; the Olffice of the Comptroller, the military
departments; and key agencies have put together detailed plans to manage progress
toward full audit readiness by September 30, 2017. I remain committed to overseeing
and assisting the Department with achieving its goal of having its full financial statements
audit ready.

With just over a year remaining to meet this goal, it is critically important the Department
continues to meets its milestones to be prepared for the audit of its fiscal year 2018 full
financial statements. Since the last report, initial audits of all the military departments
have been conducted and we have adjusted our plans with responsive corrective actions. :
These improvements to how we do business are the key to being able to fully realize the improved management decisions
that result from better fiscal and resource control.

I will continue to work closely with Under Secretary of Defense (Comptroller) Mike McCord, with whom I co-chair the
Financial Improvement and Audit Readiness Governance Board, to monitor and hold accountable the senior leaders
of the Military Departments and other defense organizations. I am confident we are continuing to move the Department
in the right direction.

David Tillotson 111
Assistant Deputy Chief Management Officer
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FIAR Plan Status Report

The FIAR Plan Status Report was prepared in accordance with section
1003 of the National Defense Authorization Act for Fiscal Year 2010, as
amended. The report addresses issues impeding the reliability of the
Department of Defense financial statements.

Preparation of this report cost the Department of Defense approximately
$205,066.
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Executive Summary

The Department of Defense (DoD) is fully committed to improving
business processes and systems so that it can begin an audit of the
Department’s financial statements by September 30, 2017. Being
able to undergo an audit will reassure Congress and the American
people that the Department is a good steward of its funds. However,
the audit is not the end-game. Financial Improvement and Audit
Readiness (FIAR) also supports the Department’s need to improve
business and financial oversight and transparency; be more efficient
in how the Department uses resources; strengthen controls to deter
waste, fraud and abuse; and meet its cyber-security goals. Better
information enables better decision-making.

Since the enactment of the National Defense Authorization Act for
2010, which required that the Department’s full financial statements
be ready for audit not later than September 30, 2017, the Department
has made significant progress in achieving that goal. Six years ago,
the Department was setting broad priorities, revising its strategy and
methodology, and assessing its business processes. Today, over 90
percent of the Department’s $673 billion in current-year budgetary
resources and 78 percent of total budgetary resources are under audit,
and work to prepare the remaining statements has intensified. This is
a great achievement given the magnitude and complexity of the
Department.

LEADERSHIP COMMITMENT

Leaders across the Department are ensuring audit readiness remains
a Department-wide priority. Secretary Carter and Deputy Secretary
Work continue to emphasize the importance of improving DoD
business and financial operations and achieving audit readiness. The
Department has a credible plan in place, and leaders are closely
monitoring progress.

In March 2016, a senior leadership committee co-chaired by the
Deputy Secretary of Defense and the Vice Chairman of the Joint

Defense Secretary Ash Carter greets troops returning from a deployment to
Djibouti while visiting Nellis Air Force Base, Nev., Feb. 4, 2016. Carter visited the
base to tour facilities and discuss future budgets. (DoD photo by Navy Petty
Officer 1st Class Tim D. Godbee)

Chiefs of Staff reviewed the status of audit readiness. Each Military
Department reported it was on track to be ready for an audit by
September 30, 2017. The Deputy Secretary stressed the importance
of making and sustaining improvements.

Although significant progress has been made in recent years, DoD
leaders are aware there is a long way to go before the Department
achieves the same level of excellence in its business operations as it
has in its mission operations. Initial audits are providing insight into
how well functional managers follow DoD policies and procedures,
assessing the effectiveness of controls, and spotlighting areas that
still need more work. Senior leadership will continue to review the
Department’s audit readiness status to ensure audit remains a visible,
Department-wide priority and progress remains on track.

Executive Summary ES-1
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STATUS AND VALUE OF ONGOING AUDITS

The Schedule of Budgetary Activity (SBA) audits require
considerable resources and result in many findings. However, the
Department is gleaning great benefits from the findings and is
streamlining processes that will lead to greater efficiencies in the
long-term.

Audits allow each Component to test its audit infrastructure and
determine whether they have enough support in place to timely
respond to auditor requests. The audit of the Army’s SBA, for
example, triggered 17,500 formal auditor requests, requiring the
Army to provide more than 26,000 documents. From the SBA audits,
DoD personnel are learning how an audit really works and what they
need to do to respond, and auditors are learning DoD’s systems and
processes, which will save time and resources in the future.

Most importantly, audits spotlight areas that still need improvement,
such as strengthening controls, improving systems, and simplifying
procedures. The auditor reports from the Military Department SBA
audits cited more than 700 combined findings and recommendations
that reveal individual and systemic issues. The Department is acutely
focused on completing corrective actions to address these findings
while preparing remaining areas for audit. Working groups are
addressing the most challenging policy issues, legacy systems are
being sunset, and better systems deployed.

Current Audit Opinions

The U.S. Army Corps of Engineers (Civil Works) and several other
Defense organizations (ODOs) received unmodified opinions on
their fiscal year (FY) 2015 financial statements. One ODO received a
modified opinion. These Components will continue to prepare and
audit standalone financial statements.

Figure ES-1 lists the Components that have already achieved the
goal of preparing auditable financial statements and received positive
audit opinions on their FY 2015 financial statements and prior years.

Figure ES-1. Financial Statement Audit Opinions

FY 2015 Unmodified Audit Opinions

U. S. Army Corps of Engineers — Civil Works

Defense Commissary Agency

Defense Contract Audit Agency

Defense Finance and Accounting Service

Defense Health Agency — Contract Resource Management

Military Retirement Fund

FY 2015 Modified Audit Opinions |

‘ Medicare-Eligible Retiree Health Care Fund ‘

Audits of the Military Services

In 2013, the Marine Corps became the first Military Service to
achieve a clean audit opinion on its FY 2012 SBA. However, the
DoD Office of the Inspector General (DoD OIG) rescinded that
opinion in 2014 due to concerns with transactions in a Department of
the Treasury holding account managed by the Defense Finance and
Accounting Service (DFAS), called a suspense account. Suspense
accounts are clearing accounts established by the Department of the
Treasury to temporarily hold unidentifiable disbursements and
collections until the Defense Department can properly classify the
transaction. The DoD OIG recently completed an audit of the
suspense accounts, and although the suspense accounts may be
immaterial to DoD financial statements, the Department will
continue to improve internal controls over them.

Auditors did not issue an opinion on the FY 2013 SBA Marine Corps
audit, and a disclaimer was issued on the FY 2014 SBA audit. An
audit of the Marine Corps’ FY 2015 SBA was stopped due to the
performance of the independent public accounting (IPA) firm. An
audit of the Marine Corps’ FY 2017 full financial statements will
begin later this year.

Executive Summary ES-2
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Following the SBA strategy established by the Marine Corps,
auditors began an independent audit of each Military Department’s
General Fund SBA for FY 2015 appropriations. Each Military
Department’s FY 2015 audit resulted in a disclaimer, because
information was not readily available and the auditors could not
complete the audit. None of the Military Departments was expecting
a clean opinion for this initial audit, but going under an SBA audit
was an essential part of each Military Department’s audit readiness
strategy. Audits of each Military Department’s FY 2016 SBA are
now underway.

Other Defense Organizations Audits and Examinations

During FY 2015, most of the material ODOs were under either an
SBA examination or mock audit. Lessons learned from these
examinations and audits have been incorporated in corrective action

plans. Both the Defense Information Systems Agency (DISA) and
the Defense Logistics Agency (DLA) have contracted with an IPA
for a full financial statement audit. DISA’s FY 2016 financial
statements are currently under an IPA audit, and the IPA audit of
DLA’s FY 2017 financial statements is expected to begin in June
2016. The other material ODOs are continuing audit readiness work.
The remaining ODOs, which together account for less than 1 percent
of the Department’s budgetary resources, are continuing audit
readiness work and strengthening controls, and will be audited as
part of the FY 2018 DoD Consolidated Financial Statements audit.

Figure ES-2 shows the General Funds under audit in FY 2016.
Figure ES-3 shows the Working Capital Funds under audit in
FY 2016 and projected to be under audit in FY 2017 and FY 2018.

Executive Summary ES-3
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Figure ES-2. General Funds Under Audit in FY 2016
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Figure ES-3. Working Capital Funds Under Audit in FY 2016, and Projected Under Audit in FY 2017 and FY 2018
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PLANNING FOR FY 2018 AUDITS

The audit of DoD’s FY 2018 Consolidated Financial Statements will
likely be the largest audit ever undertaken. The Department will
begin awarding FY 2018 audit contracts to IPA firms in early
FY 2017. The auditors need to be in place so they can learn the
Department’s business environments prior to testing.

Additionally, standalone audits will be conducted for:
e Military Services
o Material Defense Agencies and funds

e Components and funds that already have financial statement
audit opinions

o Defense Intelligence Agencies

The DoD OIG will oversee each of the audits.

WORK REMAINING

Many of the major impediments to auditability require the
Department to improve its way of doing business. Long-standing
business processes that have supported DoD missions are not always
sufficient for an audit and must be transformed. Change is always
hard for personnel, but changing a huge, global enterprise in a
resource constrained, dynamic national security environment is truly
a daunting task. Leaders across the Department are embracing a
better and more efficient way of doing business.

Over the next 16 months, the Department must continue to address
the problems highlighted by the initial audits and prepare its
remaining assets, liabilities, revenues, and costs for audit.

Continue Corrective Actions

The initial, limited-scope audits of the Military Departments resulted
in more than 700 combined auditor Notices of Findings and

Recommendations, or NFRs, related to business processes, controls,
and systems. The large number and redundancy of problems across
the Components suggest systemic issues. Through the corrective
action process, policies will be updated and new procedures put in
place. Work on corrective actions will continue as new audits begin
in subsequent years and new NFRs issued. The nature of this annual
audit regimen encourages the Components to address root causes and
sustain improvements from year to year.

Achieve Critical Capabilities and Prepare Remaining
Statements

The Department is taking a risk-based approach to preparing the
remaining financial statements for audit. Areas posing a high risk to
achieving full audit readiness, such as the ability to support journal
vouchers and the existence, completeness, and valuation of assets
reported on the Balance Sheet, have been designated as critical
capabilities. For each critical capability, the Department established
interim milestones and Department-wide dates by which those
milestones must be resolved.

The FIAR Governance Board closely monitors progress toward
critical capability milestones and is holding Components accountable
for meeting completion dates. Summary status charts and detailed
information on the critical capabilities, interim milestone completion
dates, accomplishments, and challenges are presented in the
respective Military Department and ODO sections of the report.

Universe of Transactions

Universe of transactions refers to the entirety of underlying,
individual, accounting transactions that support a financial statement
line or balance. The ability to provide the universe of transactions is
critical. Accounting transactions that support a financial statement
line or balance must reconcile to general ledgers and feeder systems.
Preparing the universe of transactions also includes establishing a
standard framework and process for the handling of classified and
unclassified documents and data during audit.

Executive Summary ES-6

May 2016



FIAR Plan Status Report

Auditors found that the Department is often missing either the
documentation to support the transaction or the documentation to
support the authority for the transaction. For example, an auditor test
of civilian pay could examine a sampling of new hire paperwork,
timesheets, leave requests, annual performance reviews, and
promotions. Each piece of documentation is checked for proper
signatures and approvals, timeliness, and so on. Auditors look to
confirm that policies and procedures are being followed and records
maintained, not just whether the proper amount was paid. Civilian
pay amounts to approximately $57 billion per year and is just one
example. Each day the Department completes hundreds of thousands
of transactions—from purchasing lightbulbs to deploying troops
worldwide. For each transaction, proper documentation must exist
and be available to auditors.

Fund Balance with Treasury—Balancing the DoD Checkbook

Each month, DoD records must be reconciled to records held by the
Department of the Treasury. The process is similar to a personal
checking account balance that must be increased for deposits
(appropriations and collections), decreased for expenditures, and
then balanced to a bank statement. Due to the size of the DoD
budget, the multitude of systems, and the enormous amount of funds
expended and collected, the number of accounting transactions that
must be reconciled between DoD accounts and the Treasury
Department is very large and the task complex. Auditors found that
the organization under audit often did not have a process to routinely
balance these accounts and resolve discrepancies.

Journal Vouchers and Manual Adjustments

Journal vouchers are used to record a manual adjustment to an
organization’s books. One audit cited 20,000 journal vouchers in one
month. Such corrections often lack supporting documentation to
justify the adjustment. Additionally, too many journal vouchers may
be an indicator of underlying problems, such as weak controls.

For an auditor, journal vouchers are a red-flag for transactions not
being captured, reported, or summarized correctly. Auditors must

judge whether the errors that triggered the correction are isolated or
systemic, leading them to select more transactions to test. If the
auditors cannot estimate the magnitude of the errors, they may not be
able to complete the audit or issue an opinion on the financial
statements.

Existence, Completeness, and Rights and Obligations of Assets

In August 2009, the Department established achieving existence and
completeness of mission-critical assets by June 30, 2016, as a
priority. When FIAR existence and completeness activity is
performed, rights and obligations are also validated because only
those assets to which a Component has the rights and obligations are
to be reported on the Component’s financial statements.

The Department’s extensive assets located worldwide make
completing existence, completeness, and rights and obligations audit
readiness challenging. Audit readiness ensures accurate information
exists and is essential to establishing a baseline of existing assets that
each Component must value for Balance Sheet reporting.

Valuation of Assets

The Department manages a huge inventory of assets, consisting of
more than several hundred thousand facilities located at more than
5,000 different sites. Assets also include inventories of supplies,
military equipment, and software. Completing an inventory of DoD
assets has been Department-wide priority, but for some categories of
property, it is still difficult to know with certainty that all assets have
been inventoried and how much the Department paid for them. This
is especially hard with historical assets, many of which were
acquired long ago. Sometimes the original documentation just does
not exist.

The Department has been working with the outside board that sets
federal accounting standards to develop an alternative for
establishing the value of an asset at the time it was acquired. The
Federal Accounting Standards Advisory Board (FASAB) is allowing
DoD to forgo the valuation of existing land and software. However,
FASAB has been very clear that these alternative methods for

Executive Summary ES-7
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valuing assets are a one-time exception to the rule. Going forward,
the Department must have the processes in place to manage and
value its assets correctly.

Environmental and Disposal Liabilities

Difficulties arise when identifying the wvast universe and
completeness of environmental and disposal liabilities in an
organization this large. Environmental liabilities are the probable
future expenditure of resources as of the reporting date for
environmental cleanup, closure, and disposal. The Department has
thousands of installations and hundreds of thousands of equipment
assets located worldwide that may become an environmental or
disposal liability. Time is needed to implement processes, controls,
and systems capable of producing auditable liability cost estimates.
This process requires reconciling the liabilities to the assets recorded
in the accountable property systems. In addition, each liability must
be properly valued and the estimated value must be fully
documented and available for auditor testing.

Information Technology (IT) Controls

The Department’s IT systems environment includes a mix of legacy
and modern systems. There are nearly 400 separate IT systems
relevant to audit. Most of the business legacy systems were designed
to support a particular function, such as property management. As a
result, a single transaction may be put through several different
systems as it moves through different functional areas. In addition to
being inefficient, multiple entries dramatically increase the
likelihood of human error. Further, auditors cannot trace dollars
when transactions move from one system to another. Because
systems were often not integrated when they were deployed, fixing
problems requires a lot of manual workarounds, stretching resources
even more thinly, and many of the legacy systems will still be in use
when the Department begins full financial statement audits in
FY 2018. Implementing integrated systems, along with making
policy and procedure changes, must be consistently supported by
management and will be a long-term evolving effort.

Reporting Sensitive Activities on Our Books

Sensitive and classified activities span the entire Department. All of
the same financial information that the Department is preparing for
audit in other areas must be reported and audited for sensitive
activities. Auditors with appropriate clearance are being brought in,
but providing sensitive documentation and accessing classified
systems takes extra time. Components are preparing now for auditing
sensitive activities, so they are ready when the auditors walk in the
door.

DOD AUDIT READINESS RESOURCES

Substantial resources have been programmed to support achieving
auditable financial statements. The Department will continue to
refine resource requirements as remaining audit readiness activities
are completed and audits continue.

The FIAR activities funded by the amounts in Figure ES-4 include:
Audit Readiness, Validations, and Audits

e Audit readiness management and oversight activities conducted
by the Office of the Under Secretary of Defense (Comptroller)
(OUSD(C)).

¢ Evaluation, discovery, and corrective actions of the Components
and their service providers.

e Validation of audit readiness after Components complete
corrective actions and prepare management assertions.

e Support for IPA audit readiness validations and financial
statement audits, including tools and data repositories.

e Statements on Standards for Attestation Engagements (SSAE)
No. 16, “Reporting on Controls at a Service Organization,”
examinations and financial statement audits conducted by IPAs.

Executive Summary ES-8
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Financial Systems

o Design, development, and deployment of audit-ready compliant
systems and changes to legacy systems that will be part of the
systems environment.

o Data conversion and verification and controls testing.

Although the resource amounts in Figure ES-4 are relatively
consistent from FY 2016 — FY 2020, the amount of resources for
audit readiness activities, such as testing and strengthening of
internal controls, are expected to decline in future years. Resources
for conducting IPA financial statement audits as well as supporting
those audits will likely increase for a few years after FY 2018 as
work to correct findings increases. As the Department addresses

Figure ES-4. DoD Audit Readiness Resources (Dollars in Millions)

findings, sustains improvements, and begins to achieve opinions,
audit costs should become more consistent and lower.

Because Enterprise Resource Planning (ERP) systems are being
deployed to modernize functional as well as financial processes, ERP
system deployment costs are not included in audit readiness
resources. ERP costs are reported in Section VII, Enterprise
Resource Planning Systems. Additionally, functional and financial
processes are continually being improved for operational efficiencies
and improving controls. The Department has not attempted to
capture the costs of process changes made solely for audit readiness,
and therefore, reported resources may not fully capture process
improvement costs.

FY 2015 FY 2016 FY 2017 FY 2018 FY 2019 FY 2020
Audit Readiness, Validations, and Audits 418 520 583 596 587 583
Financial Systems 105 102 101 93 89 86
Total Resources 523 622 684 689 676 669
Executive Summary ES-9 May 2016
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NEW FIAR REPORT LAYOUT

In past reports, audit readiness work was organized by financial
statement then delineated by assessable unit. Completion dates were
provided for important phases, such as discovery work and audit
readiness assertion. Completion dates were also provided for deal-
breakers, such as IT controls and journal vouchers. As audit
readiness work is being completed, and the Department is
concentrating on high-risk areas, the Department redesigned the
layout of the FIAR Plan Status Report to better align with critical
capabilities, audit findings, and work remaining.

The Military Department sections now each include an overview of
material weaknesses and NFRs, and the corrective actions being
taken. Assessable unit charts have been replaced with charts
addressing the critical capabilities for the General Fund and Working

Capital Fund. The charts include interim milestones, completion
dates, accomplishments, and challenges for each critical capability.
Because implementing effective IT general and application-level
controls is a critical capability, information on systems material to
audit has been moved to each Military Department’s section. More
information is also provided on the status of testing and correcting IT
controls.

The ODO section of the report has also been expanded, providing
critical capability charts for the three material ODOs working audit
readiness (Defense Health Program (DHP), U.S. Special Operations
Command (USSOCOM), and U.S. Transportation Command
(USTRANSCOM)) and their systems material to audit. Critical
capability charts and information on systems material to audit have
been consolidated for the remaining ODOs.

Executive Summary
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|. Enterprise-Wide Initiatives

The audit of the DoD full financial statements in FY 2018 will likely
be the largest consolidated financial statement audit ever undertaken.
Department leaders are committed to achieving full audit readiness
and are prioritizing and correcting audit findings, and closely
monitoring progress.

Many of the remaining audit readiness challenges cut across the
Components and require DoD-wide changes to policies, procedures,
and regulations. Such challenges include integrating service
providers, addressing remaining issues critical to the Balance Sheet,
and increasing the number of personnel qualified to help the
Department achieve and sustain audit readiness. To address these
challenges, the Department leads enterprise-wide initiatives that
support audit readiness or improve overall financial management.
AUDIT READINESS INITIATIVES

Enterprise-wide audit readiness initiatives include:

e Audit Ready IT Systems Environment

e Service Provider Integration

e Fund Balance with Treasury and Cash Accountability

o Balance Sheet Working Groups

e Funds Distribution of Defense-wide Appropriations

e Transportation of Things

e Intragovernmental Transactions

e Accruals

Audit Ready IT Systems Environment

To achieve and sustain audit readiness, the Department must develop
and maintain an audit-ready IT systems environment. The sheer
number of business and financial systems is staggering when
compared to other federal agencies, and the level of effort and cost of
ensuring all systems are audit ready is significant.

For systems that materially affect the financial statements, the
Department must evaluate and remediate controls. Systems material
to audit readiness include ERPs, custom-built legacy systems,
financial systems, and non-financial feeder systems. Figure I-1
shows the number of critical systems by financial statement.

Figure I-1. Number of Critical Systems by Financial Statement

. . Number of
Financial Statement
Systems

General Fund Statement of Budgetary Resources 140
General Fund Balance Sheet and Other Financial 119
Statements

Working Capital Fund Statement of Budgetary Resources 87
Working Capital Fund Balance Sheet and Other Financial 76

Statements

Note: Many systems are used by both General Fund and Working Capital
Fund activities; system numbers are not unique systems.

Systems also vary widely in technology and function. Financial
systems include budget, accounting, and business feeder systems,
such as personnel, logistics, and property systems, where many
financial transactions originate. Although some systems are being
replaced, many will still be in use after FY 2017, when the
Department is required to produce auditable financial statements.
While the Department continues to make progress in addressing IT
system audit readiness, a number of challenges remain.

Enterprise-Wide Initiatives
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Dependency on Legacy Systems

Most legacy systems were originally designed to address operational
or mission requirements. Additionally, many were built prior to the
Federal Financial Management Improvement Act (FFMIA) of 1996
(Public Law 104-208), which requires financial systems to comply
with the U.S. Standard General Ledger (USSGL) and Treasury
Financial Manual. As a result, these systems were not designed to
meet federal standards for financial systems. Data from these
systems are not standard and, therefore, difficult to reconcile to
financial statements. Systems also may not include automated
internal controls available in more modern systems. The Department
is working to expedite the retirement of legacy systems; however,
many will still be in use when audits begin. For legacy systems still
in use, the Department must strengthen automated controls or build
compensating manual controls that meet audit requirements.

Dependency on Service Provider Systems

The Components rarely control business and associated financial
transactions from the point of initiation to the point the transactions
are reported on a financial statement. Nor do the Components own
and operate all of the IT systems used to process their transactions.
To process and record contract pay, for example, the Components
depend on over a dozen systems owned and operated by service
providers. This complex level of interdependency increases the
difficulty of identifying the systems affecting audit readiness and
defining critical roles and responsibilities.

The migration to more modern systems and integration of business
processes, including ERPs, will ultimately yield a better control
environment and many operational benefits. However, transitioning
to these new systems while supporting audit readiness and audits is
time consuming and difficult. The Department is making changes to
legacy systems to support audit readiness and is deploying new
systems over many years and at locations worldwide.

IT Systems Enterprise Initiatives

The Department and system owners are working hard to develop a
sustainable audit ready systems environment and have:

e Required all Components to submit detailed information and
milestones for material 1T systems twice yearly to monitor and
track audit readiness progress.

e Conducted a series of workshops to improve reporting entities'
ability to use existing SSAE No. 16 examination reports and
identify complimentary user entity controls for which they are
responsible.

e Conducted working group meetings with service providers,
reporting entities, audit firms, the Government Accounting
Office (GAO), and the DoD OIG to discuss the status of SSAE
No. 16 examinations and solicit feedback from users of the
reports.

e Revised guidance to service providers for improving the content
of the SSAE No. 16 examination reports based on auditor
recommendations.

o Identified additional service provider processes and systems for
which SSAE No. 16 examinations would support overall audit
efficiency and worked with service providers to prioritize and
accelerate delivery of the SSAE No. 16 examination reports.

o Developed supplemental guidance to the new system
certification and accreditation process that defined supplemental
activities required to concurrently address audit readiness
requirements.

e Required all Components and service providers to undergo
Standard Financial Information Structure - Compliance
Assessments for accounting systems and service provider
systems.
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Service Provider Integration

A service provider is a DoD Component that performs a business
function or process on behalf of another Component, such as
accounting and finance operations by DFAS or real property
construction by the U.S. Army Corps of Engineers. Ten DoD
Components act as service providers. In order for service provider
customers—other DoD Components—to become audit ready, a
service provider’s audit readiness activities must be fully integrated
with their customers’ audit readiness activities. The Department is
working to ensure effective integration by:

e Issuing in February 2016 a service provider SSAE No. 16
examination policy memorandum requiring enhancements be
made to improve the reliance and usefulness of SSAE No. 16s.

e Conducting tri-annual service provider working group meetings
between service providers and their Component customers to
identify audit relevant dependencies, clarify roles and
responsibilities, and report audit readiness progress, deficiencies,
and corrective actions. Representatives of the DoD OIG, GAO,
and IPA firms provide perspective and lessons learned from
financial statement audits and examinations.

e Requiring service provider senior representatives to attend FIAR
Governance Board and FIAR Committee meetings, giving them
the opportunity to participate in discussions on issues affecting
them and their customers, and ensuring they are up to date on
FIAR progress and plans.

e Tracking progress and reporting audit readiness plans, status, and
challenges, including material IT systems relevant to audit
readiness and status, in the semi-annual FIAR Plan Status
Report.

e Requiring the directors of the four primary service providers to
prepare and sign a message for inclusion in the FIAR Plan Status
Report that states each director’s commitment to supporting their
customers’ audit readiness goals.

e Requiring service providers to test material systems’ interfaces
on transactions they perform for their DoD Component
customers to determine whether service provider data are
reaching customers accounting systems in the correct format.

Additionally, service providers that provide services to three or more
Component customers must undergo an examination in accordance
with SSAE No. 16, “Reporting on Controls at a Service
Organization.” Results of the SSAE No. 16 examinations can then be
used by Component customer financial statement auditors,
improving Department-wide efficiency, and saving time and money.
Because successful service provider SSAE No. 16 examinations are
essential to a Component customers’ success, the Department is
expanding service provider integration by:

e Convening meetings between service providers and Component
customers, when business processes are complex or involve
multiple service providers, to develop a thorough understanding
of the service provider processes and agree on the scope of the
SSAE No. 16 examinations. This has led to two new FY 2016
SSAE No. 16 examinations, Fund Balance with Treasury
(Transaction Distribution) and Military Service-Owned Items in
DLA Custody.

e Performing quality assurance reviews of service provider audit
readiness deliverables and assertions prior to the start of an
SSAE No. 16 examination. Vendor Pay SSAE No. 16 work
products are currently under review for an FY 2017 SSAE
No. 16 examination.

e Facilitating meetings where service providers identify and
explain to Component customers the complimentary user entity
controls expected to be included in the SSAE No. 16
examinations. The OUSD hosted eight SSAE No. 16 workshops
around complimentary user entity controls and provided standard
control attributes to help ODOs meet control objectives.
Additionally, the OUSD(C) is performing quality assurance
reviews on the controls identified by these entities.
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e Conducting IPA roundtable discussions to identify lessons
learned from audits and examinations to improve audit readiness
and make audits more efficient.

e Reviewing SSAE No. 16 examination reports to determine
whether the examination scope was sufficient or additional
SSAE No. 16 examinations are needed to have complete
coverage of audit relevant business processes and systems. The
reviews include feedback from auditors regarding potential gaps
in coverage and additional information that would improve the
usefulness of the SSAE No. 16 examination reports. Results
include a DFAS Vendor Pay SSAE No. 16 examination planned
for FY 2017.

e Obtaining findings and recommendations from SSAE No. 16
examinations with modified opinions and tracking service
provider corrective actions and testing to ensure the findings and
recommendations are remediated.

See Section VI, Service Providers Audit Readiness, for more detailed
information on the audit readiness plans and status of the service
providers.

Fund Balance with Treasury and Cash Accountability

The Department’s audit success is closely linked to cash traceability,
including proper management and accountability of all transactions
affecting Fund Balance with Treasury. Unsupported journal vouchers
and unresolved differences between the Defense Department and the
Treasury Department are material and jeopardize achieving audit
ready financial statements.

The Cash Accountability and Traceability Working Group endorsed
a target end-state for cash accountability and reconciliations that
delivers a single, auditable enterprise-wide Fund Balance with
Treasury solution. The Defense Department’s solution also aligns
with  Treasury Department’s modernization initiatives. The
standardized process was tested with select DoD accounts in

Quarters 3 and 4 of FY 2015. Results of those tests are being
evaluated, and the process will be refined.

Extensive work to develop data standards is currently underway and,
when implemented, will vastly improve data quality and auditability.
Plans to implement a standard line of accounting validation earlier in
the process are being developed.

Balance Sheet Working Groups

In FY 2015, the OUSD(C) formed five working groups to develop
solutions to long-standing Balance Sheet issues, for example, the
reporting of General Property, Plant, and Equipment. The working
groups are jointly led by the OUSD(C) and process owners
(OUSD(AT&L) and DoD Chief Information Officer (CIO)) and
include subject matter experts from the Components. Experienced
financial statement auditors participate in the working groups to
ensure solutions comply with accounting standards and pass auditor
testing.

The five working groups are:

e General Equipment Working Group

e Real Property Working Group

o Internal Use Software Working Group

e Inventory and Related Property Working Group

e Environmental and Disposal Liabilities Working Group

The goal of each working group is to identify audit readiness
impediments and develop practical and generally accepted
accounting principles (GAAP)-compliant solutions. Where policy
changes are needed, the groups work quickly to make the change.
Additionally, the Department has been working with FASAB to
clarify or modify accounting standards.

Figure 1-2 gives examples of impediments to audit readiness and
accomplishments for each working group.
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Figure I-2. Balance Sheet Working Groups

Working Group

Impediment Examples

Working Group Accomplishment Examples

Valuation of Equipment. DoD lacked a valuation
methodology to capture the full cost of equipment.

Developed a GAAP-compliant valuation methodology for allocating
costs to capitalized equipment. The methodology was issued in an
OUSD(C) policy memorandum in 03/2016.

General Equipment

Construction in Progress Opening Balance. General
Equipment (e.g., ships, aircraft) development and
production costs were not recorded in Construction
in Progress accounts and reported on the Balance
Sheet.

Developed a method for establishing Construction in Progress
opening balances, requiring identification of costs paid to vendors
and subtracting an estimated value of the assets delivered using
an approved deemed cost method. The method was issued in an
OUSD(C) policy memorandum in 03/2016.

Real Property

Financial Reporting Responsibilities. Real Property
assets were not properly reported on DoD Balance
Sheets due to policy that was not GAAP compliant.

Considering GAAP-compliant options, audit risk, and operational
perspectives, developed guidance establishing a simple two
criteria test to determine financial reporting responsibility. The
guidance was issued in an OUSD(C) policy memorandum in
09/2015.

Valuation of Existing Real Property Assets. Due to
the lack of historical cost supporting documentation,
a significant amount of real property asset values
could not be supported during an audit.

Based on discussions with FASAB, a methodology was developed
using plant replacement values to establish and support real
property opening balances. The methodology was issued in an
OUSD(C) policy memorandum in 01/2016.

Definition and Other Terminology. Component
Financial Management and CIO organizations
interpreted the Internal Use Software accounting
standard and DoD Financial Management Regulation
definitions differently.

Clarified Internal Use Software definitions using terms familiar to
the DoD IT environment, as well as providing answers to
frequently asked questions. The clarified guidance was issued in an
OUSD(C) memorandum in 09/2015.

Internal Use Software

Outdated Guidance. The federal accounting standard
for Internal Use Software was issued in 1998, and the
software development and use environment changed
significantly  since that time, resulting in
misinterpretation of the standards by the DoD IT
community.

Supported a FASAB task force in developing FASAB Technical
Release 16: “Implementation Guidance for Internal Use Software.”
Concurrently, the working group developed policy applying the
FASAB implementation guidance. The policy memorandum was
issued in an OUSD(C) memorandum in 09/2015.
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Working Group

Impediment Examples

Working Group Accomplishment Examples

Inventory and Related

Valuation of Existing Inventory and OM&S. Much of
DoD Inventory and OM&S was acquired prior to the
requirement to document and support historical cost,
or the supporting documentation was not retained.
Therefore, historical cost supporting documentation
is mostly nonexistent.

Worked with FASAB to establish a new accounting standard
allowing alternative valuation options. The group developed
guidance for implementing the new standard, which allows the
use of deemed cost estimates as a substitute for actual historical
cost. An OUSD(C) policy memorandum was issued in 08/2015.

Property

Definition of End User for OMA&S. Critical to
compliance with the OM&S accounting standards is
determining the end wuser, which has been
interpreted differently across the Department.

Developed criteria to evaluate whether OM&S stored in locations,
such as on ships or field units, can be expensed because it is in the
possession of the end user, or must be valued and reported on the
Balance Sheet. An OUSD(C) policy memorandum was issued in
09/2015.

Environmental and Disposal

Support for Cost Models. Cost models are used to
estimate the cost of environmental cleanup. A recent
DLA audit identified the need for clarification on how
cost models must be supported during an audit.

Reviewed DoD cost models and established procedures for
validating and documenting cost data sources, table updates, and
supporting documentation, as well as responsibilities for
supporting the audit. A joint OUSD(AT&L) and OUSD(C) policy
memorandum was issued in 09/2015.

Liabilities

Completeness of Environmental and Disposal
Liabilities. Environmental liabilities can exist outside
installation fence lines or in locations where the
Department has not operated in many years.

Developed several approaches for establishing a complete
universe of environmental liabilities, such as reconciling to APSRs,
fence-to-fence surveys, historical studies, and reconciling to other
authoritative listings (e.g., EPA listings). A joint OUSD(AT&L) and
OUSD(C) policy memorandum was issued in 09/2015.
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Funds Distribution of Defense-Wide Appropriations

Auditors must be able to track the distribution of funds from
Defense-wide appropriations to the final allotment holder.
Accounting transactions from the time appropriations are received
through final distribution must be identified and associated with each
transaction. Such transactions could include accounting for
continuing resolutions, transfers, or final rescissions.

The Enterprise Funds Distribution (EFD) system, Phase 2, will give
the Department that ability by providing direct interfaces between
EFD and Component accounting systems. EFD Phase 1 is already in
use for congressional reporting and data calls. The OUSD(C) and
DFAS are developing internal funds distribution guidance, and
system testing has been completed. In anticipation of EFD Phase 2
implementation, the OUSD(C) defined the coding to be used for
funds distribution and execution, and required systems to use a single
set of data defined in the Standard Financial Information Structure
(SFIS). SFIS status is described later in this section.

Transportation of Things

The Transportation Financial Auditability Working Group is
standardizing the Department’s freight and personal property
processes and procedures through policy and guidance, systems
integration, and training. The working group comprises
transportation and financial managers from the Military Services,
Joint Chiefs of Staff, U.S. Transportation Command, DLA, DFAS,
and Defense Contract Management Agency.

The working group first established an obligation methodology and
baseline for Components to use in developing and refining corrective
action plans for the FY 2015 SBA audits. Now, its focus is on
longer-term business process improvements, including standardizing
internal controls to support and sustain auditability in the three major
transportation business process areas:

e Third Party Payment System Freight

e Transportation Working Capital Fund Freight

e Household Goods and Non-Temporary Storage

A dedicated sub-working group was established for each business
process area to review policy, process improvement, system
integration, and billing and payment, and to identify best practices
across the Department. For example, developing a means to source,
retain, and retrieve supporting documentation to standardize proof of
delivery for transportation of things by service providers is a priority.

The working group is making good progress. A direct result is the
decision to migrate Components to a single system for shipping.
Adoption of a single system for shipping helps standardize account
code management, invoicing and bill payments, and supporting
documentation, such as proof of delivery. By FY 2018, the
Department also expects to have codified standardized third party
payment system and freight business rules. The working group is
developing solutions for the remaining transportation business
process areas.

Intragovernmental Transactions

One of the Department’s material weaknesses is the inability to
properly account for, reconcile, and eliminate intragovernmental
transactions and balances from the consolidated financial statements.
Intragovernmental transactions result when business is conducted
between two federal entities. Both entities must accurately record the
event so the buying and selling documentation can be matched.
Imbalances occur when the federal entities are unable to account for
and reconcile differences. These differences in recording the buying
and selling of goods and services from one another often lack proper
documentation.

Challenges

The Department identified six transaction

challenges:

intragovernmental

e Proper documentation not available for audit
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e Buyer and seller transactions and accounting out of balance and
not reconciled

e Proof of receipt and acceptance not always available

o Buyer and seller not in full agreement on terms and detail of
transactions

e Status of interagency agreements not clear, including remaining
period of performance, available funding, unfilled orders, and
paid orders

e Volume of transactions across multiple systems

In FY 2013, DoD intragovernmental transactions imbalances with
civilian agencies exceeded $102 billion; in FY 2014, imbalances
were $98 billion; and in FY 2015, intragovernmental transactions
imbalances were over $100 billion. To manage DoD
intragovernmental transactions buy and sell transactions, the Defense
Department is partnering with the Treasury Department to
implement the Treasury’s Invoice Processing Platform (IPP).

Accomplishments and Progress

The Defense Department mandated the use of IPP in FY 2015 to
broker and store the general terms and conditions for
intragovernmental transactions and established a goal of 50 percent
for new reimbursable work to be conducted using IPP. Although the
Department did not meet the goal, an FY 2016 goal of 75 percent of
reimbursable work was established for use of IPP and use of IPP is
intensifying.

During FY 2015, the IPP project team continued to drive systems
implementation and adoption across the Department focusing on
strategy, data requirements, metrics, and change management.
Targeted working groups were formed:

e Strategy and Policy Working Group — Developed a single,
standard process for buying and selling that includes policies,
guidance, and intragovernmental transactions controls.

e Data Requirements and Standards Working Group — Defined
required system and data exchanges, standardizing data
elements, and mapping business rules and data validations in the
DoD Global Exchange. The Treasury Department is considering
these standards for all federal intragovernmental adoption.

e Monitoring and Reporting Working Group - Reporting
intragovernmental transactions program status, generating
required financial reporting, and defining reports and metrics
needed for audit.

e Change Management Working Group - Managing
communication and training for new process and data standards.

In FY 2015, the Department developed standard intragovernmental
data exchange maps to be used by DoD financial systems, creating a
common intragovernmental financial transaction set. Additionally,
the Defense Department worked with the Treasury Department and
other federal agencies to create a government-wide data standard for
intragovernmental transactions. The standard is expected to be
published in FY 2016.

Accruals

The Department has a long standing challenge with recording
accruals. Although some audit readiness work has been performed to
remediate this weakness, considerable effort remains to remediate it
by the statutory deadline. The accruals working group is developing
common methodologies and best practices for potential Department-
wide implementation. The working group analyzed the existing
practices of the Military Services and ODOs and determined that
biggest impediment to Contact Pay and Vendor Pay is the lack of
adequate data to estimate accruals.

The working group is developing solutions to address the data gap in
invoice processing, entitlement, and accounting systems. It is also
defining a common methodology to estimate accruals for goods and
services received during a specified time period where definitive,
documentary evidence as to the actual liability is unavailable.
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FINANCIAL IMPROVEMENT INITIATIVES
Enterprise-wide financial improvement initiatives include:

e Standard Financial Information Structure

e Cost Management

¢ Financial Management Certification Program

Standard Financial Information Structure

SFIS is the Department’s common financial business language and
standardizes data elements and business rules. SFIS also aligns the
transaction posting logic used in DoD financial systems to the
USSGL and Treasury Financial Manual. To facilitate reconciliations
and achieve audit readiness, DoD systems must be brought into
compliance with SFIS data elements, as well as with the DoD
Standard Chart of Accounts (SCOA) and the DoD USSGL
transaction library.

The Components are implementing a single, standard line of
accounting (SLOA) accounting classification across all applicable
transactions with their trading partners. In time, the use of SLOA
will improve system interfaces and interoperability, and reduce the
number of interfaces. For the remaining interfaces, the SLOA data
exchange will improve controls and help financial managers and
auditors trace business transactions across multiple systems. Systems
owners may determine whether it is necessary to use a transaction
broker, such as the Global Exchange, for efficient exchange of
interface data.

In July 2014, the Department issued guidance for producing accurate
and reliable Component trial balances. The guidance directs the
Components and service providers to combine budgetary and
proprietary general ledgers to a self-balancing trial balance and
conduct validations (tie points) prior to reporting financial data. This
guidance enforces the USSGL transaction posting logic, which is
aligned to SCOA, by testing account relationships.

The Department developed a tie-points standard that aligns the
SCOA to each of the tie-point equations. Conducting the tie-point
validations will help prevent unsupported journal vouchers.

SFIS Compliance Assessment

Beginning in August 2014, the Joint Interoperability Test Command
(JITC) began independent verifications of the Department’s ERPs,
accounting systems, and service-providers’ main feeder systems.
JITC’s SFIS compliance assessments support FFMIA objectives that
require systems compliance with the USSGL at the transaction-level,
and the Federal Information System Controls Audit Manual
(FISCAM) general application and interface controls. The JITC SFIS
compliance assessments determine if the system complies with SFIS
data element configuration; the chart of account aligns to DoD
SCOA,; the USSGL transaction posting logic aligns to the DoD
USSGL Transaction Library; and the system’s trial balance align to
the DDRS trial balance. The compliance assessments also test tie-
point equations and trading-partner interface interoperability to SFIS
and SLOA standards. Results of JITC verification provides further
insight into the audit readiness status of DoD systems and highlight
areas that need additional remediation.

To date, JITC has tested five accounting systems and two service
provider systems. Initial findings suggest systems generally comply
with SCOA and transaction posting logic. However, SFIS data
element configuration in the accounting systems, alignment of
system trial balances to the DDRS trial balance, and interoperability
with trading partner interface interoperability to SFIS and SLOA
standards need improvement.

Cost Management

Cost management refers to the management of information used for
budgeting, estimating, forecasting, and monitoring costs. The
Department is developing a management accounting capability that
will improve its ability to predict expenditures, execute budgets, and
maximize resources. The ability to reduce and manage costs more
strategically is critical.
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Formal business process and systems reviews are underway, and the
Department is working to improve the access and fidelity of financial
data and to deliver cost management tools and capabilities.
Initiatives include developing a unifying framework for consistent
management information, development and application of cost
standards, and improved cost identification and reporting at the
enterprise-level. Additionally, the Department is working to improve
the accuracy and timeliness of cost information, increase cost
visibility, and enable decision-makers to track costs across the full
spectrum of DoD organizations and systems. As cost identification is
improved, the Department is addressing weaknesses in the Statement
of Net Costs to bridge federal financial reporting requirements and
performance reporting requirements under the Government
Performance and Results Modernization Act of 2010.

To achieve an enterprise-wide solution, the Department must
integrate a common set of data standards for cost identification that
expand on the existing standard financial information structure.
Additionally, the Department must overcome technical challenges
that make obtaining and managing very large volumes of data
difficult. Open source data solutions are helping the Department to
capture source business events, use financial and accounting data,
and apply the necessary business logic to data pools in order to
present not only raw data but useful and timely business information
so decision-makers can make accurate cost comparisons. The
Department previously developed a high-level cost management
framework. Current Enterprise Cost Management development will
apply the framework, incorporate work done at the Component-level,
and revise standards for financial information and accounting line
data. Specific business lines, product lines, and performing activities
will be able to array cost information across the DoD enterprise.

Financial Management Certification Program

Attracting and retaining qualified personnel to help the Department
achieve audit readiness and sustain an audit ready state has been an
ongoing challenge. Contractors with specialized skills have helped
fill in gaps in knowledge. Longer-term solutions, however, require

DoD personnel to have the skills needed to complete audit readiness
work, and prepare for and support audits.

Established in 2013, the DoD Financial Management Certification
Program is a course-based program designed to improve workforce
analytic capabilities and the audit readiness of the Department. The
Certification Program is mandatory for military and civilian
personnel who perform financial management work and are assigned
to financial management positions.

The certification program framework includes:
e Three levels of certification
e Position-based requirements

e Selected financial management competency and proficiency
level requirements at each level

o Leadership competency requirements at each level
e Broadening at all levels, including entry level

e Required courses at each level (e.g., DoD Financial Management
101 course modules, Audit Readiness, Ethics and Fiscal Law)

e Required DoD and financial management experience
e Two years to achieve certification

e Once certified, required continuing education and training

The Department met its goal of implementing the certification
program for civilian personnel and active duty Service members by
September 30, 2014. The goal for the Guard and Reserves was
accomplished six months ahead of schedule, on March 31, 2015.

With implementation complete, the certification program is now in
sustainment. Certification status of the financial management
workforce is being tracked and reported to DoD leadership, and
oversight and quality control continues. As of February 2016, 19,249
financial management members achieved certification.
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In addition to certification, the Department continues to align courses
to competencies and certification. Financial Management myLearn,
the e-catalogue of all financial management and leadership training
courses aligned to the program, contains over 2,800 courses to date.
The catalogue enables financial management members to identify
courses they may have taken in the past that fulfill their
requirements, as well as assists them with identifying training to
fulfill requirements. The Department also developed 73 web-based
courses designed to assist members in meeting certification
requirements. These courses are available at no cost to the DoD
financial management workforce. These 73 courses have been
completed successfully in over 280,000 instances, at a current rate
exceeding 4,000 per week. Additionally, the Department continues to
enhance the capabilities of the systems supporting the certification
program. Enhancements include the integrated Learning History
Worksheet, by which users can enter information that meets their
individual certification requirements into an Excel worksheet. This
information is transmitted into the FM Learning Management
System, saving multiple steps for the user. The second is the
academic search capability, which is an online search capability that
identifies specific academic courses from certain colleges and

universities, which have been aligned by the Department. This
capability provides users with current information on academic
course alignments and avoids duplicate submissions for courses
already aligned.

Finally, the certification program is also how the Department is
achieving the congressionally-mandated DoD Strategic Workforce
Plan, which requires the Department to continually develop and
refresh required competencies, assess the workforce’s capabilities,
identify gaps, and close the gaps.
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Message from the Department of the Army
Under Secretary and Chief Management Officer

Audit readiness is a top priority for the Army. This commitment is demonstrated through
continued progress toward meeting the September 30, 2017 deadline established by
Congress to achieve fully auditable financial statements. For example, the Army
completed its first Schedule of Budgetary Activity (SBA) audit by an independent public
accountant. This was the largest external validation of Army financial activity to date
with 100 percent of Army fiscal year (FY) 2015 appropriations under independent audit.
It involved more than 18,000 formal auditor requests, reflecting its unprecedented scope
and complexity. While the FY15 SBA audit resulted in a disclaimer of opinion, it
produced findings and recommendations that are driving accountability as the Army
strives for audit readiness. The Army is applying lessons learned as the FY16 SBA audit
begins.

The Army continues to strive toward auditability by executing corrective actions to resolve auditor-identified
deficiencies. These corrective actions are focused on improving deficiencies in business processes, systems, and data,
and leadership is engaged across the Army to deliver sustained improvements to the Army’s financial management
environment. Army leadership continues to monitor the execution of corrective actions and is holding organizations
accountable to achieve audit readiness by conducting biweekly synchronization calls with senior responsible officials
as well as bimonthly leadership meetings (e.g., the Army Audit Committee).

Building on the SBA audit, the Army has developed detailed plans to accomplish Balance Sheet critical path milestone
dates by establishing valuation methodologies, conducting training site visits, engaging key external stakeholders, and
continuing rigorous monitoring of asset accountability.

The Army appreciates the support of Congress and will need their continued support to obtain the proper resources in
personnel and funding to accomplish this crucial goal. Audit readiness is about more than just transforming the way
the Army conducts its business, but will also instill a culture of accountability across the Army, one that will positively
impact Army operations and enable us to more effectively support the warfighter in their critical mission.

Patrick J. Murphy,

Under Secretary and\Chief Mgnagement Offficer
Department of the Army
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Il. Army Audit Readiness

The Army continues to make progress toward the goal of
auditable financial statements by September 30, 2017. In
FY 2015, an IPA completed an audit of the Army General Fund
SBA. The SBA audit was completed as a result of the
dedication and hard work of leaders, soldiers, and civilians
across the Army, who prepared for and supported the audit.

The General Fund SBA audit is the first in a series of SBA
audits taking place from FY 2015 through FY 2017 as part of
the Army’s audit readiness strategy. The strategy focuses on
identifying and correcting deficiencies and managing change to
sustain improvements to the Army’s business infrastructure.

At the conclusion of the IPA FY 2015 General Fund SBA audit,
the IPA could not render an audit opinion and, instead, issued a
disclaimer of opinion. However, the IPA noted the Army
demonstrated a good understanding of what is expected in an
audit and had developed a sound infrastructure to prepare for
FY 2018 financial statements audit.

Progress Since the November 2015 FIAR Report

Other highlights of progress made since the last FIAR report
include:

e The Army is using the SBA auditor’s findings to develop
and execute corrective actions, strengthen internal controls,
develop standard processes, verify and retain readily
available supporting documentation, improve systems
compliance, and ensure service provider support.

e The Army increased the meeting frequency of existing
forums to further hold senior leadership accountable for
remediating deficiencies. For example, the Assistant
Secretary of the Army (Financial Management and
Comptroller) and Under Secretary of the Army increased
the frequency of the Army Audit Committee meetings to

Soldiers advance to their next firing position during a squad live-fire exercise at

Gaiziunai Training Area, Lithuania, Feb. 24, 2016. The soldiers are assigned to
3rd Squadron, 2nd Cavalry Regiment. (Army photo by Staff Sgt. Michael Behlin)

better monitor progress on corrective actions. The Army
also established biweekly corrective action synchronization
meetings to ensure responsible senior officials assigned to
oversee and implement corrective actions are making
progress.

e Using the results of DoD OIG examinations of Real

Property completed in September 2015 and Operating
Materials and Supplies completed in August 2015, the
Army refined its Balance Sheet remediation work. In
addition, strong partnerships between logistics and financial
management communities have been developed to conduct
asset valuation discovery and existence and completion
activities, including monthly testing. The Army also
developed a comprehensive valuation strategy to determine
and record the full cost of assets reported on the Balance
Sheet.
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e More than 25,000 soldiers and civilians have been trained
in audit readiness principles and are engaged in audit
readiness activities across many disciplines, including
supply, logistics, financial management, and human
resources.

Other accomplishments include improving the Army’s audit
support infrastructure, which responded to nearly 18,000 audit
samples and requests. The Army was able to reduce the amount
of time to provide population files from several months to three
weeks for three of its key financial systems. The Army also was
able to reconcile five general ledger systems to SBA transaction
detail, as well as provide supporting documentation for more
than $100 billion in formerly unsupported journal entries.

In addition, the Army incorporated all appropriations into its
Fund Balance with Treasury reconciliation process. Finally, the
Army was able to improve its ability to respond to auditor
requests by reducing the time needed and increasing the
accuracy of its responses to Military Pay transactions. All of
these successes derived from lessons learned from audit
readiness mock audits. Lessons learned from the FY 2015 SBA
audit are being applied as the Army begins the FY 2016 SBA
audit.

Challenges to Audit Readiness by September 30, 2017

While the Army has made substantial progress toward audit
readiness, significant challenges remain in meeting the
September 30, 2017, audit readiness goal. Challenges include
availability of personnel and resources, successful retirement of
legacy systems, the need to improve the internal control
environment, and the ability to timely provide supporting
documentation to auditors. Additionally, improvements are
needed for the Fund Balance with Treasury process, as well as
the ability to reduce the number and dollar value of journal
vouchers and adjustments. Additional challenges include:

o Standardizing business processes and IT controls.

o Reconciling universes of transactions to associated feeder
systems timely and at the transaction level.

o Implementing Generally Accepted Accounting Principles
(GAAP) compliant financial management practices to
properly record business and accounting events and
reconciliations.

e Implementing Triannual Reviews (Joint Reconciliation
Program) to support Army open obligations balances.

o Establishing and implementing strong internal controls
associated with physical inventories of assets.

e Valuing property, plant, and equipment.

e Providing complete and timely documentation from myriad
stakeholders in support of each entitlement.

¢ Relying on service providers to provide timely responses to
auditor samples and data requests.

General Fund Financial
Statements

FY 2015 was an historic year for the Army. The General Fund
SBA audit was the Army’s first financial audit conducted by an
IPA. The Army had previously completed three IPA mock
audits on Statement of Budgetary Resources processes and
systems; however, the scope of those audits was limited. The
FY 2015 SBA audit included evaluating the presentation of
current year budget activity in accordance with GAAP. The
audit also evaluated the IT controls over the Army’s general
ledgers in various systems.

The Army’s FY 2016 General Fund SBA is currently under
audit. The scope of this audit includes all FY 2016
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appropriation activity, as well as FY 2015 appropriation
transactions.

The FY 2015 SBA audit gave insight into business processes
across the Army and highlighted business processes that need
enhancing to ensure the Army is operating as effectively and
efficiently as possible. The Army and its service providers are
working to draft, develop, and implement corrective actions to
improve the control environment and remediate deficiencies
and material weaknesses. The SBA audit is a critical component
and important step on the path to achieving audit readiness.

Figure I1-1 identifies the dates corrective actions are planned to
be completed and the start dates for the audit of the Army’s full
General Fund financial statements.

Figure II-1. Army General Fund Financial Statements

Post-Validation
Corrective
Actions Complete

Financial Statements

Statement of Budgetary 09/2017 10/2017
Resources
Balance Sheet 09/2017 10/2017

STATEMENT OF BUDGETARY
RESOURCES

The Army is continuing to work toward a full scope audit of the
Statement of Budgetary Resources in FY 2018. Beginning
balances and no-year funding present audit readiness
challenges. The Army is working with its service providers to
develop a strategy to address these challenges. Although the
FY 2016 SBA audit is limited to FY 2015 beginning balances,
the Army has been able to develop closing processes and

procedures that support the other financial statements, including
the Balance Sheet, to meet the audit readiness milestones.

The Army is continuing to follow FIAR Guidance for Statement
of Budgetary Resources audit readiness:

SBR — Appropriations Received (Wave 1)

Corrective actions were completed in FY 2010, and audit
readiness validated by an IPA examination in FY 2011.

SBR - Schedule of Budgetary Activity (Wave 2)

In January 2016, an IPA issued the FY 2015 SBA audit report
and started the FY 2016 SBA audit.

SBR — Open Obligations and Fund Balance with Treasury
Reconciliation (Wave 2)

The Army is working to develop auditable open obligations in
preparation for the Statement of Budgetary Resources audit.
Preparations are also underway to enhance the Army’s Fund
Balance with Treasury reconciliation tool, which will be
validated in Quarter 3 of FY 2016.

FY 2015 - SBA Audit

Under the oversight of the DoD OIG, an IPA conducted the
Army’s FY 2015 SBA audit. The IPA identified serious process
and system deficiencies that must be fixed to achieve the goal
of producing auditable financial statements by FY 2018. The
Army is using this valuable feedback to conduct an enterprise-
wide effort to eliminate these deficiencies through corrective
actions that prevent reoccurrence and create long-lasting
remediation.

SBA Notices of Findings and Recommendations

The Army received 290 NFRs from the IPA that included 170
NFRs related to IT systems and 120 NFRs relating to financial
reporting and business processes. The Army anticipates well
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over 300 corrective action plans as NFRs had multiple
conditions affecting more than one Army command or program.
The magnitude of work to address the conditions is significant.
The corrective action plans address areas critical to audit
success, such as:

e Performing reconciliations for financial transactions
between systems and verifying internal controls for
transactions entered into systems.

e Timely providing documentation

transactions tested.

supporting  the

o Implementing sufficient and effective IT controls to provide
reliable financial data from ERPs and related feeder
systems.

The Army’s corrective action strategy includes prioritizing,
tracking, monitoring, and reporting progress. NFRs are
prioritized for corrective action plan development and
implementation based on direction and criteria outlined in the
FIAR guidance. The criteria include:

e Severity of deficiencies (material weakness or significant
deficiency)

o Designation as a FIAR deal breaker
e Documentation gaps
e Pervasive deficiencies across business processes

o Sensitivity (i.e., failure of good stewardship of government
resources)

The Army uses a database to track corrective action plan
development and implementation. The database is designed to
provide reports that show the status of corrective action plan
development and implementation milestones. In addition, high-
priority corrective actions are tracked through the use of
scorecards. Scorecards track, by corrective action plan owner,

the status of the corrective actions, upcoming milestones,
dependencies, and any issues or impediments to meeting the
milestone. Scorecards also track the status of DFAS corrective
actions.

Corrective actions are monitored using several different
methods. In addition to Audit Readiness Directorate (DASA-
FOA) review and approval, senior responsible officials review
and approve the corrective action and are responsible for
overseeing the steps required to implement the corrective
action. Senior responsible officials also brief the status of high-
priority corrective actions at biweekly synchronization meetings
chaired by the DASA-FO and at bimonthly audit committee
meetings. Briefings cover the status of corrective actions,
resourcing, and implementation; and the dependencies, risks,
and mitigation strategies.

Validation testing is planned and coordinated by DASA-FOA
and communicated to senior responsible officials. A
determination that a deficiency has been corrected will only be
made when sufficient corrective actions have been taken and
the desired results achieved.

Figure 11-2 identifies seven of nine material weaknesses and
NFRs, and the dates when the weaknesses and NFRs will be
corrected. Two additional material weaknesses have been
identified as critical capabilities and are included in Figure II-3.
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Figure II-2. Army Material Weaknesses and Notices of Findings and Recommendations (v' = Completed)

Material Weaknesses Corrective Actions Completion

Financial Reporting/Completeness

Internal control gaps to verify transactions entered into

Update guidance and refresher training (as needed) on the internal controls

12/2016
systems guiding the review documentation and resolution of error and variance reports. /
Incomplete balances due to ineffective cut-off and | Work with DFAS to update policies and procedures on cut-off and actions 12/2016
suspense transactions required to resolve suspense transactions.

Evidential Matter
. . . . Develop an approach to better link financial data to business processes to better
Evidential support that was not readily available could ) ) ) )
. . drive IPA testing efforts. Develop model audit packages to clearly illustrate the
not be linked to the transaction tested, and not . ] ) . o . . 01/2017
. . documentation required. Reinforcing existing or developing new guidance on
appropriately reviewed. . . . . . .
required supervisory review and documentation retention requirements.
Service Provider Oversight
Lack of policies and procedures to assess service . . . .
. . . Update service provider agreements as well specific guidance needed to execute
providers that host/manage financial systems that ) o 01/2017
key internal control activities.
support amounts on the Schedule
Accrual Estimation Methodologies
Lack of accrual estimation methodologies to verify | Assess needed accruals for material transactions and update guidance outlining 01/2017
Schedule balances are complete our estimation methodology.
Financial Management Improvements
Ineffective process to support documentation and | Conduct lessons learned with IPA, add resources to manage the process, and 01/2017
meeting requests implement a new audit support tool to help manage PBCs and sample requests.
IT Systems
Inadequate process for monitoring of separated and | Develop measures to remediate known gaps in the access control policies and 09/2017
transferred individuals procedure, and apply solution throughout the Army organizations and systems.
L Review existing user accounts with access to super user privileges, assign
Inadequate super user monitoring and management . ) . . .
. . minimum required level of access, and monitor on an ongoing basis the v
(i.e. elevated privilege users) . . . .
complete list of SAP-supplied super user profiles that must be restricted.
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Material Weaknesses Corrective Actions Completion

. . _ Identify and remove the sensitive user access from user roles in the system’s
Excessive privileges granted or managed within or . . L . .
production environment. Periodically monitor user accounts with access to v
amongst the systems . . - . .

execute sensitive transactions based on least privilege considerations.

Implement a process to prevent incompatible application access from being
. . assigned  within the system’s application during the approval
Inadequate segregation of duties management oo . . . v
process. Periodically monitor user accounts with access to execute sensitive

transactions based on least privilege considerations.

Periodic review of all users’ access privileges is not | Develop and implement formal processes and procedures to reaffirm command

v
conducted or not conducted consistently level end-users within the system application environment.
Update procedures for the application frequency of review and description of
Audit logging procedures surrounding access and/or | events to be logged. Assign an independent individual to review the audit 09/2016
activity are not formalized or are not performed logs. Implement a mechanism to ensure that individuals whose activity is in the
log will be prevented from being able to modify the log.
. . Perform appropriate testing for all configuration changes and begin tracking
Configuration change management processes and . " ) : .
. release documentation by utilizing a unique identification number, as well as a v
standards need improvement ) )
documentation tracking system.
Formally maintain evidence to support that patches applied to systems’
production operating systems and databases have been successfully tested, v

Inadequate patch management processes . . . .
including a documented test plan outlining the steps required to be performed

based on the type of patch and the corresponding results of these test steps.
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FY 2016 — Schedule of Budgetary Activity Audit

The Army welcomed its SBA auditors in January 2016 with an
entrance conference and discussed the plan for conducting site
walkthroughs and testing. To support the IPA, the Army is
implementing lessons learned identified during previous audits. The
lessons learned provide valuable insight and clarity to focus FIAR
activity. For example, the Army has reduced response time to within
10 days of auditor requests for transaction supporting documentation.
This was accomplished by assigning responsibility for providing
supporting documentation to specific commands and service
providers.

The Army is also enhancing the timeliness of legacy general ledger
transaction reconciliations to the financial statements. Additionally,
the Army is making a significant investment of time and resources
to:

e Accelerate the reconciliation of transaction populations to source
systems

e Improve Fund Balance with Treasury variance resolution
e Reduce the number of and increase support for journal vouchers

o Strengthen financial system controls

Risks to a Successful SBA Audit

Risks to a successful SBA audit along with the steps the Army is
taking to mitigate them include:

e The Army lacks complete or sufficient documentation to support
financial statement balances. To mitigate this risk, the Army
developed strong working relationships with its service providers
and is training functional process owners on the types of needed
supporting documentation. The Army is also implementing
corrective action plans to better understand root causes and
sharing best practices across the Army commands.

e The Army cannot adequately support or eliminate journal
vouchers. To mitigate this risk, the Army and DFAS established
a working group to identify and address both Army and DFAS
journal voucher root causes.

e The Army implemented many corrective actions to address
system deficiencies; however, challenges still exist within ERPs
and legacy systems. Challenges include the ability of these
systems to provide transaction-level detail to support auditor
sample requests. The dollar amounts in the legacy systems will
eventually be small in comparison to the Army’s total budget,
lessening the impact on future audits.

BALANCE SHEET

The Army continues to make progress in preparing an audit ready
General Fund Balance Sheet and has a plan for each critical and
noncritical asset and liability line items. Army will continue to
remediate and sustain asset and liability line items including
implementing a strategy for asset valuation. The Army has
implemented internal control testing of Balance Sheet line items as
part of ongoing discovery.

In FY 2015, the DoD OIG conducted examinations of mission-
critical assets, Real Property, and Operating Materials and Supplies,
and the Army is working to resolve auditor findings.

The Army is continuing to work with system administrators by
performing monthly testing of real property transactions posted in
accountable property systems of record to determine whether the
transactions are recorded in the system accurately and timely, and
that applicable documentation is available to support the
transactions.
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Progress Since the November 2015 FIAR Report

Highlights of Army progress since the November 2015 FIAR Report
include:

e Began valuation discovery for General Equipment and Real
Property to assess business processes and determine the need for
alternative valuation methodologies.

e Began discovery of Environmental and Disposal Liabilities
including Formerly Used Defense Sites, Assembled Chemical
Weapons Alternatives, and Chemical Material Agency.

e Continued monthly internal control testing of Balance Sheet
business processes.

e Continued Balance Sheet remediation with external entities, such
as USACE, DLA, and MEDCOM.
Challenges to Audit Readiness by September 30, 2017

While the Army has made progress toward audit readiness,
challenges remain, such as:

e Identifying available documentation supporting the acquisition
of Balance Sheet assets.

e Implementing alternative valuation approaches for a tremendous
guantity of assets due to lack of acquisition documentation.

o Identifying and reporting transaction-level details to support
Balance Sheet line items.

ARMY GENERAL FUND AUDIT
READINESS CRITICAL CAPABILITIES

The Army is focused on high-risk areas and critical capabilities
identified by the Department. The critical capabilities include:

e Universe of Transactions

o Fund Balance with Treasury

e Journal Vouchers

o Existence, Completeness, and Rights and Obligations of Assets
e Valuation of Assets

e Environmental and Disposal Liabilities

e IT Controls

In addition to the capabilities noted above, one of the most critical
capabilities the Army is addressing are system enhancements that
provide the capability to aggregate in a central repository numerous
data sets maintained in feeder systems, ERPs, and legacy general
ledger systems. A central repository will improve the availability of
the data sets and provide the Army with the ability to perform
advanced analytics. It will also increase the precision of accruals by
allowing the Army to look across multiple periods and fiscal years.

Figure 11-3 provides the Army General Fund completion dates for
each critical capability. Following Figure 11-3 are charts for each
critical capability except IT Controls, containing the dates for
achieving the capability, accomplishments, and challenges.
Information on IT Controls and systems material to audit begins on
page 11-43.
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Figure II-3. Army General Fund Audit Readiness Critical Capabilities (v = Completed)

Army - General Fund

Universe of Transactions

Statement of Budgetary Resources

Completion

Validation*

SBA Audits (FY 2015 — FY 2017)

Balance Sheet 06/2016 12/2016
Fund Balance with Treasury** 12/2016 06/2017
Journal Vouchers** 03/2017 06/2017

Real Property (including Construction in Progress) 09/2016 03/2017
Existence, Completeness, and General Equipment (including Military Equipment) 06/2016 03/2017
Rights and Obligations of Assets | |nternal Use Software 12/2016 03/2017

Inventory and Related Property 06/2016 03/2017

Real Property (including Construction in Progress) 09/2016 03/2017

General Equipment (including Military Equipment) 03/2017 06/2017
Valuation of Assets

Internal Use Software 12/2016 03/2017

Inventory and Related Property 12/2016 03/2017

DERP 06/2016 03/2017
Environmental Liabilities

Non-DERP 06/2016 03/2017
IT Controls 06/2017 09/2017

* The Army will conduct internal reviews of audit readiness work products to validate corrective actions have been implemented and deficiencies remediated.
** |dentified as a material weakness in FY 2015 SBA audit.
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Universe of Transactions — Schedule of Budgetary Activity (General Fund)

Critical Capability ’

A) Able to produce population of transaction details,

including sensitive activities, reconciled to each financial v

statement line item and accounting systems.

Accomplishments

Produced populations for the FY 2015 SBA reconciled to each
financial statement line.

Developed a process that allows the Army to produce a
population of sensitive activities that reconciles to the financial
statement line items.

Critical Capability

Completion

B) Able to reconcile population of transaction details to 06/2016
feeder, source, and originating systems.

Interim Milestones

Implement feeder systems reconciliations. ’ 06/2016

Accomplishments

Achieved ability to reconcile a number of high-risk feeder systems
including DIMS, DCPS, and PBAS.

Enhanced the data set in GFEBS to assist in readily identifying and
aligning transaction to feeder systems and business processes.

Challenges

Certain feeder systems were not designed with audit readiness in
mind and as a result lack the capability to produce the necessary
transactional data on a monthly or quarterly basis to reconcile to
the accounting system.

A majority of the feeder systems are decentralized and comprise
multiple instances that will require numerous data sets to be
generated, consolidated, and reconciled to one of the five general
ledgers.

Inability to identify and stratify the necessary feeder systems
interfaced to the accounting systems during the FY 2015 SBA. The
enhanced data sets noted in the second bullet under the
accomplishments should address this challenge moving forward
for FY 2016.
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Universe of Transactions — Statement of Budgetary Resources (General Fund)

Critical Capability ’

A) Able to produce population of transaction details,
including sensitive activities, reconciled to each financial v
statement line item and accounting systems.

Accomplishments

e Produced populations for the FY 2015 Statement of Budgetary
Activity reconciled to each financial statement line.

e Produced a population for the FY 2016 Statement of Budgetary
Activity including the incorporation of beginning balances.

o Worked with DFAS to gain an understanding of the closing logic
to recalculate the beginning balances in FY2016.

o Developed a process that allows the Army to produce a
population of sensitive activities which was also reconciled to the
financial statement line items.

Critical Capability

B) Able to reconcile population of transaction details to 06/2016
feeder, source, and originating systems.

Interim Milestones

Implement feeder systems reconciliations. ’ 06/2016

Accomplishments

e Achieved ability to reconcile a number of high-risk feeder systems
including DIJMS, DCPS, PBAS.

o Enhanced the data set in GFEBS to assist in readily identifying and
aligning transaction to feeder systems and business processes.

Challenges

e Certain feeder systems were not designed with audit readiness in
mind and as a result lack the capability to produce the necessary
transactional data on a monthly or quarterly basis to reconcile to
the accounting system.

e A majority of the feeder systems are decentralized and comprise
multiple instances that will require numerous data sets to be
generated, consolidated, and reconciled to one of the five general
ledgers.

e Inability to identify and stratify the necessary feeder systems
interfaced to the accounting systems during the FY 2015 SBA. The
enhanced data sets noted in the second bullet under the
accomplishments should address this challenge moving forward
for FY 2016.
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Universe of Transactions — Balance Sheet (General Fund)

Critical Capability Completion

A) Able to produce population of transaction details,
including sensitive activities, reconciled to each financial
statement line item and accounting system.

06/2016

Accomplishments

e Produced a population of general ledger account codes related to
the Balance Sheet for GFEBS and GCCS-A.

o Worked with DFAS to gain an understanding of the closing logic.

Challenges
o Current tie point disconnect between proprietary and budgetary.

e Reliance on journal vouchers to adjust accounts without
supporting details.

e Supporting beginning balances along with prior year and no-year
funding.

Critical Capability

B) Able to reconcile population of transaction details to
N 06/2016
feeder, source, and originating systems.
Interim Milestones
Implement feeder system reconciliations. ‘ 06/2016

Accomplishments

e Enhanced the data set in GFEBS to assist in readily identifying
and aligning transaction to feeder systems and business processes.

Challenges

o Certain feeder systems were not designed with audit readiness in
mind and as a result lack the capability to produce the necessary
transactional data on a monthly or quarterly basis to reconcile to
the accounting system.

e A majority of the feeder systems are decentralized comprise
multiple instances which would require numerous data sets to be
generated, consolidated, and reconciled to one of the five general
ledgers.

e Inability to identify and stratify the necessary feeder systems
interfaced to the accounting systems during the FY 2015 SBA.
The enhanced data sets noted in the second bullet under the
accomplishments should address this challenge moving forward
for FY 2016.

e Obtaining access to data maintained outside of Army (e.g.,
Construction in Progress).
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Fund Balance with Treasury (General Fund)

Critical Capability ’

Critical Capability

Completion

A) Process and tools to identify, age, and resolve B) Process and tools to identify, age, and resolve
differences between the general ledgers (proprietary and 12/2016 transactions posted to budget clearing accounts within 12/2016
budgetary) and Treasury (at voucher-level). 60 days (suspense accounts).
Interim Milestones
Accomplishments
P DFAS identify root cause and remediation. 06/2016

Developed the Army Fund Balance with Treasury Tool, which
identifies and ages differences between general ledgers and the
Treasury Department. The tool has the ability to aggregate data
from appropriations starting in FY 2013 and moving forward.

Successfully matched the January 2016 overall Fund Balance
with Treasury transaction-level detail (excluding variances aged
less than 1-60 days) at a rate of 92.2 percent (based on volume)
and 95.7 percent (based on dollars).

Challenges

Resolving differences between the general ledgers and the
Treasury Department in a timely manner due to the inability to
easily identify and resolve the root causes driving the variances.

The Army General Fund has a material weakness in this area.

Accomplishments

Began working with DFAS to coordinate the development and
implementation of a process to identify, age, and resolve
transactions posted to budget clearing accounts within 60 days.

Began incorporating budget clearing accounts into the Army Fund
Balance with Treasury Tool to assist with the identification and

aging.

Challenges

Identifying transactions across five separate accounting systems
can prove difficult to perform an overall aggregate identification,
aging, and resolution of budget clearing accounts within 60 days.
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Fund Balance with Treasury (General Fund)

Critical Capability ’

C) Process and tools to identify, age, and resolve
transactions reported on Treasury's statements of 12/2016
differences within 30 days.

Interim Milestones

Incorporate transactions on statement of differences into

o 06/2016
reconciliation process.

Accomplishments
e Began working with DFAS to coordinate the development and

implementation of a process to identify, age, and resolve

transactions reported on Treasury’s statements differences within
30 days.

e Began developing corrective action plan based on NFRs
identified in the FY 2015 SBA audit.

Challenges

e The number of DSSN’s spread across the Army, DFAS-IN and
DFAS-CL prove difficult to complete the identification, aging
and resolution of transactions reported on the Treasury’s
statement of differences within 30 days.

Critical Capability Completion

D) Perform aging analysis and apply reconciliations
. 12/2016
backwards to any years possible.
Interim Milestones
Perform reconciliation back to FY 2013. ’ 06/2016

Accomplishments

e Successfully performed aging analysis based on FY 2014 CARS
report. The analysis was performed over annual and multi-year
appropriations from FY 2006 to FY 2014.

Challenges

e Inherent issues with performing an aging analysis over no-year
appropriations and suspense accounts exist; however, Army’s
analysis suggests that these related amounts account for less than
1 percent of total authority, activities and ending balances within
the General Fund.
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Journal Vouchers (General Fund)

Critical Capability

Elimination Entries — Eliminate or support material
journal vouchers and other adjustments made to
financial transactions, trial balances, and financial
statements related to intra-component and intra-
departmental elimination entries.

03/2017

Interim Milestones

Implement GFEBS Trading Partner Crosswalk Table TP2

. 09/2016
attribute system change request.

Engage with GFEBS partner systems to identify a single
system of record which can centrally populate trading
partner data.

12/2016

Critical Capability

Completion ‘

All Other Journal Vouchers — Eliminate or support
material journal vouchers and other adjustments made
. . . . . . 03/2017
to financial transactions, trial balances, and financial
statements for all other journal vouchers.
Interim Milestones
Implement system change requests. 06/2016
C lete GFEBS posting logic validati d let
omp ete posting oglc'val ation and complete 09/2016
business process documentation.
Implement corrective action plans. 12/2016
Support material journal vouchers and complete
pport materiat) P 03/2017
corrective action plans.

Accomplishments

Developed short-term corrective action plan to revise the existing
Trading Partner Crosswalk Table within GFEBS to ensure that
the attribute is populated with accurate intragovernmental trading
partner data.

Challenges

Trading partner data is derived from multiple sources and partner
systems including Army Enterprise System Integration Program
(AESIP), Federal Logistics Information System (FLIS), Federal
Logistics Information System Portfolio Data Warehouse
(FPDW), System for Award Management (SAM), and Logistics
Support Agency (LOGSA). Thus, the identification of a single
system of record that can centrally populate trading partner data
will require significant coordination and analysis.

Accomplishments

Initiated phase-out of unsupportable ELECTRA adjustment
process in favor of supportable DDRS Multiple Organization Line
of Accounting journal voucher process.

The Journal Voucher Working Group and Tie-Point Analysis
Working Group identified the systemic root causes for several
categories of journal voucher adjustments and recommended
system changes within GFEBS, many of which have been
implemented.

A greater awareness of the need for adequate supporting
documentation for journal vouchers has been instilled through
training and enhanced guidance.

Challenges

The system changes within GFEBS needed to address the issues
that result in the creation of top-level journal vouchers are
dependent on competing priorities.
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Existence and Completeness — Real Property (General Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable existence and completeness 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2016

baseline. Interim Milestones

Interim Milestones Document and finalize process for reporting Land, Lease, 09/2016

Conduct business process walkthrough with the USACE v and Construction in Progress with the USACE.

for Land, Lease, and Construction in Progress. Finalize process for capturing and reporting assets owned 09/2016

Establish financial reporting responsibilities with DLA v and operated by DLA.

assets. Record ARCENT assets in APSR. 09/2016

Identify the universe of real property assets at ARCENT v

and other enduring sites. Accomplishments

_ o Identified and began reconciling the current universe of assets

Accomplishments recorded in REMIS (Land) and REMIS (Leases).

e Initiated business process walk-throughs with the USACE to
document the current business process for Land, Lease, and
Construction in Progress.

e Began reconciling against DoD listing of enduring sites.

e Continued to work with DLA to reconcile real property assets
at installations; currently performing reconciliations of assets
reported in the Army's accountable property system of record
and working to unbundle fuel assets.

e Continued to work with ARCENT to identify universe of real
property assets for reporting and to reconcile enduring asset
listing.
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Existence and Completeness — General Equipment (General Fund)

Critical Capability ’ Critical Capability Completion

A) Establish an auditable existence and completeness 06/2016 ’ B) Establish an auditable process for go-forward activity. ’ 06/2016 ‘

baseline.

Interim Milestones Accomplishments

Complete upload of Program Executive Office-Owned e ASA(ALT) and G_4 developed a go-forward_ strategy to account for

assets into DPAS. 06/2016 Government Furnished Property and have it reported to the Army

accountable property systems of record.

Establish monthly testing process for remaining focus 06/2016 property sy

aress. Challenges

g.omplem co”lf]ft“'e action p":"s o el 06/2016 « Business process updates are required to account for Government

D S e S 10 Gl - Furnished Property from the contract through delivery to a vendor.

Accomplishments o Data validation for assets being loaded into DPAS could affect the

e Inserted 3 of 11 Program Executive Offices into DPAS for
accountability reporting and began monthly testing of existence
and completeness and associated controls and supporting
documentation.

o Executed discovery assessment activities for the MEDCOM audit
readiness activities.

Challenges

e Remaining existence and completeness assertions for
Government Furnished Property, assets held at DLA, MEDCOM,
and DPAS assets require action from stakeholders within
ASA(ALT) and G4.

ability to complete the existence and completeness assertion
activities.
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Existence and Completeness — Internal Use Software (General Fund)

Critical Capability ’

ﬁ;f:ﬁizl_bh an auditable existence and completeness 12/2016
Interim Milestones

Identify Internal Use Software universe. 06/2016
Initiate testing. 09/2016
Establish go-forward activity. 12/2016

Accomplishments

e Conducted a high-level Internal Use Software audit remediation
strategy review with CIO/G-6 staff lead to seek concurrence on
approach and identify potential changes in strategy.

e Supporting initial efforts with the CIO/G-6 community for
existing assets and new acquisitions for individual licenses and
enterprise licenses.

Challenges

e Ability to identify complete universe of application systems
subject to Internal Use Software reporting based on information
maintained in existing databases.

e Incomplete or insufficient recorded data in application systems

o Inability to identify and classify Internal Use Software from non-
Internal Use Software licenses with existing business processes
and business systems.

Critical Capability Completion

B) Establish an auditable process for go-forward activity. ’ 12/2016
Interim Milestones

Identify Internal Use Software universe. 06/2016
Initiate testing. 09/2016
Establish go-forward activity. 12/2016

Accomplishments

o Establishing formal request for authority to proceed with CIO/G-6
concurrent pilot program to modify contract structure for internal
use software contracts sourced from Rock Island Contracting
Command.

Challenges

e ldentifying corrective action for deficiencies and weaknesses
identified by insufficient internal controls for existence and
completeness.
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Existence and Completeness — Inventory and Related Property (General Fund)

Critical Capability ’

A) Est.abllsh an auditable existence and completeness 06/2016
baseline.
Interim Milestones
Identify corrective actions based on monthly testing. 06/2016
R ile exist let tofi ial

econcile existence and completeness to financia 06/2016
statements.
Complete corrective actions. 06/2016

Accomplishments
o Developed corrective action plans for AAA findings related to
PM-owned assets.

e Completed quarterly reconciliations from the Operating Materials
and Supplies asset posture to the financial statements.

e Developed a RIC/OP code policy for coordination through
DAG4 implementation.

Challenges

e Policy updates for ownership codes need to be published and
implemented at the field level.

e SSAE No. 16 on Army’s controls as Single Manager of
Conventional Ammunition must be conducted to support audit
readiness requirements.

Critical Capability Completion

B) Establish an auditable process for go-forward activity. ‘ 06/2016
Interim Milestones

Identify corrective actions based on monthly testing. 06/2016
Complete corrective actions. 06/2016

Accomplishments

e Completed discovery on remaining focus areas, such as Material in
Transit, OP-9, and Spares and Repair Parts, to determine next steps
for audit readiness assertion.

Challenges

e Supporting documentation and controls may not be put into place
in time to support all audit readiness activities.
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Valuation — Real Property (General Fund)

Critical Capability ’

Critical Capability Completion

A) Establish an auditable valuation baseline. ‘ 09/2016 B) Establish an auditable process for go-forward activity. ’ 09/2016
Interim Milestones Interim Milestones

Implement corrective action plans. 06/2016 Implement corrective action plans. 06/2016
Perform testing. 09/2016 Perform testing. 09/2016
Establish baseline. 09/2016 Document and establish go-forward process. 09/2016

Accomplishments

e Initiated valuation discovery testing in Quarter3 of FY 2015, to
determine the availability of historical cost documentation in
order to determine the need and impact of using alternate
valuation methodologies.

e Issued joint memorandum from OASA(FM&C) and OACSIM to
the field on performing data element reconciliations of data
elements affecting the plant replacement value calculation.

e Initiated Phase 2 of valuation testing to determine the availability
of historical cost documentation for assets with placed-in-service
dates from FY 2013 going forward.

Challenges

e Awaiting guidance from OSD surrounding useful life thresholds
from real property assets.

e Awaiting final determination from FASAB surrounding
establishing initial baseline values for Real Property including
Land.

Accomplishments

e Initiated business process walk-throughs with USACE
document the Construction in Progress business process.

to

e Reconciling against current transactions and project-level detail
reported in CEFMS for Military Construction projects.

Challenges

e Obtaining available supporting documentation for
construction projects.

Military

e Ensuring system enhancements are performed to capture reporting
and improvements to real property assets.
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Valuation — General Equipment (General Fund)

[crmcrcapaity | completion|
A) Establish an auditable valuation baseline. ‘ 03/2017 B) Establish an auditable process for go-forward activity. ’ 12/2016
Interim Milestones Interim Milestones
Complete baseline valuation. 12/2016 Implement full cost valuation for new acquisitions. ‘ 06/2016
Conduct internal assessment. 03/2017

Accomplishments

Developed valuation guidance using alternative valuation
methods to clean up the existing population of General
Equipment assets.

Conducted a pilot program with select Program Executive
Offices to assess the alternative valuation procedures and develop
training.

Challenges

Primary stakeholders and their roles and responsibilities for
updating asset values have not been fully defined.

Complete asset listings must be obtained from each program to
reconcile to the existing population of assets.

Multiple systems changes and business process updates are
required to account for the full cost of capital assets for the
baseline.

Accomplishments

Developed valuation guidance to address the go-forward strategy
to value assets using alternative valuation approaches in
compliance with accounting standards.

Challenges

Accounting standards could change requiring transactional-based
expenditures for all new acquisitions. This will not be in line with
the existing Army valuation strategy.

Systems and supporting business processes are not set up to
support valuation of General Equipment in accordance with
accounting standards.

Acquisition policy and procedures, including contract writing,
must be modified to identify capital costs of assets prior to asset
construction and delivery.
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Critical Capability ’

Valuation — Internal Use Software (General Fund)

A) Establish an auditable valuation baseline. ‘ 12/2016

Critical Capability Completion
B) Establish an auditable process for go-forward activity. ’ 12/2016

Interim Milestones

Interim Milestones

Identify Internal Use Software universe of systems to

201
support existence and completeness. /AL

Accomplishments

Supported review and public discussions surrounding DoD
Implementation Guidance Request - Tab C1 to FASAB Board,
dated December 4, 2014; Prospective application of SFFAS 10,
by either:

(@) Exclude all Internal Use Software, inclusive of that under
development at the opening balance date, from the opening
balance.

(b) Exclude Internal Use Software in service from the opening
balance but include amounts related to Internal Use Software
under development at the opening balance date using an
alternative valuation method.

Challenges

Awaiting final approval from FASAB on DoD implementation
guidance request.

Establish process for go-forward activity. ‘ 12/2016

Accomplishments

Conducted high-level Internal Use Software audit remediation
strategy review with CIO/G-6 staff lead to seek concurrence on
approach and identify potential changes in strategy.

Establishing formal request for authority to proceed with CIO/G-6
concurrent pilot program to modify contract structure for Internal
Use Software contracts sourced from Rock Island Contracting
Command.

Challenges

Identifying corrective action for deficiencies and weaknesses
identified by insufficient internal controls for valuation.

Identify mitigating controls and substantive procedures to support
valuation assertions of implemented corrective actions.

Ability to identify complete universe of application systems
subject to Internal Use Software reporting based on information
maintained in existing databases.

Existing systems cannot provide information necessary for
producing GAAP-based financial statements without use of an
alternative valuation method.
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Valuation — Inventory and Related Property (General Fund)

Critical Capability ’

Completion

Critical Capability

Accomplishments

e Developed Operating Materials and Supplies alternative
valuation strategy to clean up existing asset population.

¢ Rolled-Out valuation strategy to the PEO/PMO community.

e Established a metric to track the progress of asset valuation
cleanup.

Challenges

e Primary stakeholders and their roles and responsibilities for
updating asset values have not been fully defined.

e Policy for ownership of Operating Materials and Supplies must
be completed and published through G4 and implemented at the
field level.

A) Establish an auditable valuation baseline. ‘ 12/2016 B) Establish an auditable process for go-forward activity. ‘ 12/2016

Interim Milestones Interim Milestones

Establish an auditable baseline. ‘ 09/2016 Establish a go-forward activity methodology. 09/2016
Implement full cost valuation. 09/2016

Accomplishments
o Developed Operating Materials and Supplies valuation strategy for
future acquisitions in accordance with accounting standards.

e Implemented a training program to brief the PEO community on
the valuation requirements and roles moving forward.

Challenges

e Asserting on all of Operating Materials and Supplies, including
existence, completeness, rights and obligations, presentation and
disclosure, and valuation.
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Environmental and Disposal Liabilities (General Fund)

Critical Capability ’

A) Establish an auditable process for estimating

(identifying and valuing) and recording environmental 06/2016
and disposal liabilities.

Interim Milestones

Perform testing. 06/2016
Implement corrective actions. 06/2016
Establish baseline. 06/2016

Accomplishments

Performed testing of DERP and BRAC cost to complete
estimated developed in FY 2015.

Initiated business process walk-throughs for remaining programs
including Formerly Used Defense Sites and Chemical Weapons
Disposal Program.

Challenges

Awaiting deployment of new system to track and manage the
Army's environmental liabilities scheduled for deployment in
Quarter 3 of FY 2016; in the meantime, existing legacy systems
will continue be used.

Awaiting final determination on the financial statement
presentation of the following Army Note 14 line items: Formerly
Used Defense Sites, Assembled Chemical Weapons Alternatives,
Chemical Materials Agency.

Capturing the cost of environmental liabilities associated with
equipment.
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Working Capital Fund Financial
Statements

The Army Working Capital Fund is undergoing an IPA audit of
elements of selected lines of the Working Capital Fund financial
statements. The IPA audit complements Army’s audit readiness
activities and validates completed corrective actions. The Army is
continuing corrective actions in FY 2016 that are necessary for a full
financial statement audit in FY 2017. Figure 11-4 provides the dates
the Army Working Capital Fund plans to complete validation of
corrective actions and begin a full financial statement audit.

Figure IlI-4. Army Working Capital Fund Financial Statements

Post-Validation
Corrective
Actions Complete

Financial Statements

Statement of Budgetary 09/2016 10/2017
Resources
Balance Sheet 09/2017 10/2017

Statement of Budgetary Resources

The Army Working Capital Fund is undergoing an audit of elements
of the Statement of Budgetary Resources line items, including
Creation or Modification of an Obligation, Delivered Orders —
Obligations Paid, and Customer Orders Received. While the audit is
being conducted, the Army is developing and implementing
additional corrective actions needed to undergo a full Statement of
Budgetary Resources audit. The Army is also continuing to perform
quarterly internal control testing of business and financial processes.

FY 2016 — Working Capital Fund Audit of Selected
Financial Statement Line ltems

The Army Working Capital Fund is undergoing an audit of elements
of selected lines of the Working Capital Fund financial statements,
including elements of the Statement of Budgetary Resources. The
scope of the audit is FY 2016 activity through March 31, 2016. The
Army will continue corrective actions during the audit in FY 2016 to
address audit identified deficiencies.

Balance Sheet

The Army Working Capital Fund is undergoing an audit of Balance
Sheet line items at specific locations—Inventory, Real Property, and
General Equipment. The Army will continue corrective actions
during the audit in FY 2016 to address auditor-identified
deficiencies.

Progress Since the November 2015 FIAR Report

Since the last FIAR report, the Army made progress in several areas:

e Counted, and ahead of schedule, all required materials based on
the physical inventory count methodology developed for
industrial operations activities.

e Made significant progress improving data elements used to
identify the owner of materiel recorded in LMP.

e Implemented the Plant Replacement
methodology for Real Property at one location.

Value valuation
Challenges to Audit Readiness by September 30, 2017

While the Army has made progress toward audit readiness,
challenges remain:

e Reconciliation of contract data between LMP and feeder systems
(PADDS and SPS).
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e Reconciliations of Inventory balances between LMP and feeder
systems (DSS and GCSS-A).

e Implementation of FIAR Guidance for the Real Property rights
assertion.

ARMY WORKING CAPITAL FUND
AUDIT READINESS CRITICAL
CAPABILITIES

Army is focused on high-risk areas and critical capabilities identified
by the Department. The critical capabilities include:

e Universe of Transactions
e Fund Balance with Treasury
e Journal Vouchers

e Open Obligations

e Existence, Completeness, and Rights and Obligations of Assets
e Valuation of Assets

e IT Controls

Figure 11-5 provides the Army Working Capital Fund completion
dates for each critical capability. Following Figure 11-5 are charts for
each critical capability, except IT Controls, containing the dates for
achieving the capability, accomplishments, and challenges.
Information on IT Controls and systems material to audit begins on
page 11-43.
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Figure II-5. Army Working Capital Fund Audit Readiness Critical Capabilities (v' = Completed)

Statement of Budgetary Resources 08/2016 09/2016
Universe of Transactions
Balance Sheet 06/2017 09/2017
Fund Balance with Treasury 12/2016 12/2016
Journal Vouchers 06/2017 09/2017
Real Property (including Construction in Progress) 06/2016 09/2016
Existence, Completeness, and General Equipment (including Military Equipment) 06/2016 09/2016
Rights and Obligations of Assets | |nternal Use Software 06/2017 09/2017
Inventory and Related Property 09/2017 09/2017
Real Property (including Construction in Progress) 09/2016 03/2017
General Equipment 09/2016 03/2017
Valuation of Assets
Internal Use Software 06/2017 09/2017
Inventory and Related Property 09/2017 09/2017
DERP N/A N/A
Environmental Liabilities
Non-DERP N/A N/A
IT Controls 06/2017 09/2017
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Universe of Transactions — Statement of Budgetary Resources (Working Capital Fund)

Critical Capability ’

A) Able to produce population of transaction details,
including sensitive activities, reconciled to each financial
statement line item and accounting system.

08/2016

Interim Milestones

Define data elements needed to be included in the
universe of transactions for the Statement of Budgetary
Resources.

Obtain hardware and server space to store the
population data.

06/2016

Export populations of transaction details to the server.

08/2016

Accomplishments

e Developed the detailed requirements for the populations of

transaction details.

Critical Capability

Completion

B) Able to reconcile population of transaction details to

R 08/2016
feeder, source, and originating systems.
Interim Milestones
Reconcile PADDS obligation data to LMP obligation data. 06/2016
Reconcile SPS obligation data to LMP obligation data. 06/2016

Accomplishments

reconciliations with PADDS and SPS.

Challenges

obligation data.

e Coordinated to develop a common solution for the Army for all

e Lack of reporting capabilities in PADDS and SPS to obtain
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Universe of Transactions — Balance Sheet (Working Capital Fund)

Critical Capability ’

A) Able to produce population of transaction details,
including sensitive activities, reconciled to each financial
statement line item and accounting system.

06/2016

Interim Milestones

Define data elements needed to be included in the

v
universe of transactions for the Balance Sheet.

Obtain hardware and server space to store the

population data. 06/2016

Export populations of transaction details to the server. 06/2016

Completion

06/2017

Critical Capability

B) Able to reconcile population of transaction details to
feeder, source, and originating systems.

Interim Milestones

Improve reconciliations from GFEBS to LMP for real

property. 06/2016

Improve reconciliations from WebDPAS to LMP for

general equipment. 06/2016

Reconcile GCSS-Army, DSS, and contractor systems to

LMP for inventory. 06/2017

Accomplishments

e Developed the detailed requirements for the populations of
transaction details.

Challenges

o Developing a plan to store and access large volumes of data
needed for the population of transaction details.

Accomplishments
o Developed a long-term solution for reconciling GCSS-Army and
LMP inventory data.

o Worked with the sites to improve reconciliations.

Challenges

e Manual reconciliations will be needed between GCSS-Army and
LMP until the modernized long-term solution can be put in place.
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Fund Balance with Treasury (Working Capital Fund)

Critical Capability ’

A) Process and tools to identify, age, and resolve
differences between the general ledgers (proprietary and 09/2016
budgetary) and Treasury (at voucher-level).

Critical Capability Completion

B) Process and tools to identify, age, and resolve
transactions posted to budget clearing accounts within 12/2016
60 days (suspense accounts).

Interim Milestones

Interim Milestones

Identify personnel to perform research and resolve v
differences identified by DRRT.

Develop procedures to reconcile to data directly from

Treasury. 06/2016

DFAS audit readiness assertion for the planned SSAE

No. 16 for DRRT. 09/2016

Accomplishments
e DRRT was implemented in March 2015.

Challenges
e Research and resolution of differences identified by DRRT.

e Resolution of logic issues with the DRRT reports.

e Implementation of procedures to reconcile to data directly from
the Treasury Department.

Identify root cause and perform remediation. ’ 06/2016

Accomplishments

e Began working with DFAS to coordinate the development and
implementation of a process to identify, age, and resolve
transactions posted to budget clearing accounts.

Challenges

o Difficult to perform an overall aggregate identification, aging, and
resolution of budget clearing accounts within 60 days.
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Fund Balance with Treasury (Working Capital Fund)

Critical Capability ’ Critical Capability Completion

C) Process and tools to identify, age, and resolve D) Perform aging analysis and apply reconciliations 12/2016
transactions reported on Treasury's statements of 12/2016 backwards to any years possible.

differences within 30 days. Interim Milestones

Interim Milestones Perform reconciliation for FY 2014 and earlier outside of 06/2016
Incorporate transactions on statement of differences into 06/2016 DRRT.

reconciliation process.

Accomplishments

Accomplishments o Identified FY 2015 differences using DRRT.

e Began working with DFAS to coordinate the development and
implementation of a process to identify, age, and resolve Challenges

transactions reported on Treasury Department’s statement of | o Pperforming the reconciliation for FY 2014 and earlier outside of
differences within 30 days. DRRT.

Challenges

e The number of DSSNs makes it difficult to complete the
identification, aging, and resolution of transactions reported on
the Treasury Department’s statement of differences within 30
days.
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Journal Vouchers (Working Capital Fund)

Critical Capability ’

Elimination Entries — Eliminate or support material
journal vouchers and other adjustments made to
financial transactions, trial balances, and financial
statements related to intra-component and intra-
departmental elimination entries.

06/2017

Accomplishments
e None

Challenges

e Trading partners do not use standard lines of accounting, so
Army Working Capital Fund is unable to match buyer and seller
balances such as accounts receivable to reciprocal accounts
payable.

e Reciprocal buyer and seller systems are not real time.

e Centralized agreements and systems relative to reciprocal
amounts and accounts do not exist. Required seller side
adjustments cannot be validated, leading to internal control
weaknesses and unsupportable adjustments.

Critical Capability Completion

All Other Journal Vouchers — Eliminate or support
material journal vouchers and other adjustments made

. . . . . X 09/2016
to financial transactions, trial balances, and financial
statements for all other journal vouchers.
Interim Milestones
Clean up the historical internal work performed

. P 09/2016

transactions.
Implement process to report internal work performed

plement b P P 09/2016
transactions to Treasury.

Accomplishments

e Implemented new contract authority posting logic to balance
between GLAC 4134 and GLAC 4131.

e Beginning budgetary balances for disbursements, collections,
appropriations, cash transfers, contract authority and unobligated
authority have been identified for the source system Army
Working Capital Fund ERP and have been tested. Final
adjustments and reconciliation to DDRS is scheduled before the
end of FY 2016.

Challenges

e Budgetary and Proprietary adjustments continue until internal
work performed transactions are reported to the Treasury
Department.
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Existence and Completeness — Real Property (Working Capital Fund)

Critical Capability ’

Critical Capability Completion

Accomplishments

e Received positive results from the DoD OIG examination of the
existence and completeness of Real Property.

Challenges
e Lack of OUSD(C) guidance on what constitutes a base asset.

e Coordination with the other Services to implement the OUSD(C)
policy related to the rights assertion

A) Est.ablish an auditable existence and completeness 06/2016 B) Establish an auditable process for go-forward activity. ‘ 06/2016

baseline. Interim Milestones

Interim Milestones Ensure controls over acceptance of assets are in place for 06/2016

Implement OUSD(C) policy related to the rights assertion. 06/2016 new real property assets.

Develpp and implement internal guidance on what 06/2016 Improve reconciliations between GFEBS and LMP. 06/2016

constitutes a base asset for Real Property. Ensure control over disposal of real property assets are in 06/2016
place.

Accomplishments

e Performed quarterly testing of internal controls related to existence
and completeness of real property.

Challenges

e Obtaining supporting documentation from service providers in a
timely manner.
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Existence and Completeness — General Equipment (Working Capital Fund)

Critical Capability Completion

Critical Capability Completion

A) Establish an auditable existence and completeness 06/2016 B) Establish an auditable process for go-forward activity. ‘ 06/2016
baseline. Interim Milestones
Interim Milestones Ensure controls over acceptance of assets are in place for 06/2016
Improve reconciliations between WebDPAS and LMP. ‘ 06/2016 new general equipment assets.
) Ensure control over disposal of general equipment assets 06/2016
Accomp“ShmentS are in place.
e Performed quarterly testing of General Equipment

reconciliations.

Challenges
e Timely input of transactions.

Accomplishments

o Performed quarterly testing of internal controls related to existence
and completeness of General Equipment.

Challenges
e Timely input of transactions.
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Existence and Completeness — Internal Use Software (Working Capital Fund)

Critical Capability ’

A) Establish an auditable existence and completeness

) Est & 09/2016
baseline.
Interim Milestones
Identify Internal Use Software universe of systems to 07/2016
support existence and completeness.

Accomplishments

e Supported review and public discussions surrounding DoD
implementation guidance request to FASAB; Prospective
application of SFFAS 10, by either:

(d) Exclude all Internal Use Software, inclusive of that under
development at the opening balance date, from the opening
balance.

(b) Exclude Internal Use Software in service from the opening
balance but include amounts related to Internal Use Software
under development at the opening balance date using an
alternative valuation method.

Challenges

o Ability to identify complete universe of application systems
subject to Internal Use Software reporting based on information
maintained in existing databases.

e Incomplete or insufficient recorded data in application systems.

Critical Capability Completion

B) Establish an auditable process for go-forward activity. ’ 09/2017
Interim Milestones
Review contracts to determine appropriate treatment for

. 06/2016
Internal Use Software (capital versus expense costs).
Impl tint | trol th i f
mplement internal controls over the recording o 09/2017
Internal Use Software.

Accomplishments

Assessed the current Internal Use Software population.

Challenges

Completeness of the application and software population.

Commingled costs on contracts that have been procured without a

mechanism to segregate the capital and expense costs.
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Existence and Completeness — Inventory and Related Property (Working Capital Fund)

Critical Capability ’

Critical Capability Completion

Accomplishments
o Implemented corrective actions to perform physical inventory
counts at industrial operations depots.

e Performed data cleanup and developed monitoring controls for
inventory rights.

Challenges
e Reconciliations between LMP and feeder systems (DSS, GCSS-
A, and warehouse management systems).

e Validating existence and completeness for
Contractor Possessed.

Inventory —

A) Establish an auditable existence and completeness 09/2017 B) Establish an auditable process for go-forward activity. ’ 09/2017
baseline. Interim Milestones
Interim Milestones Implement policy and continue performing monitoring
Achieve physical count of 95% of inventory balance (by 09/2016 procedures to ensure the owner of assets recorded in 09/2016
value) at industrial operations sites. LMP is accurate.
Implement procedures to reconcile inventory held by 09/2017 Monitor physical inventory procedures at the industrial
contractors to LMP. operations sites to ensure all required counts are 09/2016
Implement changes to GCSS-A to LMP interface to 09/2017 completed.
improve accuracy of on-hand balances. Perform reconciliations between inventory APSRs and

LMP 09/2017

Accomplishments

o Drafted policy related to receipt of inventory to ensure appropriate
ownership of assets is reported in LMP.

Challenges

e System changes are needed to allow for reconciliations between
Inventory accountable property systems of records and LMP.
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Valuation — Real Property (Working Capital Fund)

Critical Capability Completion

Critical Capability Completion

A) Establish an auditable valuation baseline. ‘ 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2016
Interim Milestones Interim Milestones
Clean-up data elements that will be used in the valuation 06/2016 Implement Processes to maintain supporting 09/2016
methodology. documentation for all new real property assets.
Implement the Plant Rep?lacement Value valuation 09/2016 Implement internal controls to ensure that accurate 09/2016
methodology at all locations. values are recorded for all new real property assets.

Accomplishments Accomplishments

e Implemented the Plant Replacement Value valuation e Performed quarterly testing of internal controls related to real

methodology at one location.

Challenges

e Auditor concerns
methodology.

about the Plant Replacement Value

property valuation.

Challenges

e Obtaining supporting documentation from service providers in a
timely manner.
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Valuation — General Equipment (Working Capital Fund)

Critical Capability Completion

Critical Capability Completion

A) Establish an auditable valuation baseline. ‘ 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2016
Interim Milestones Interim Milestones
Assess the results of the current audit of general Continue testing supporting documentation for valuation

; : 8 06/2016 § SUPPOTHNg 09/2016
equipment at one location. of all new general equipment assets.
Implement corrective actions resulting from the audit. 09/2016 Implement internal controls to ensure values are

recorded for all new general equipment assets accurately 09/2016
Accomplishments and timely.

e Undergoing an audit of the General Equipment balance at one
location.

Challenges

e Supporting the valuation of assets procured as part of a large
contract and individual asset costs are not provided from the
vendor.

Accomplishments

e Performed quarterly testing of internal controls related to General
Equipment valuation.

Challenges

e Supporting the valuation of assets procured as part of a large
contract and individual asset costs are not provided from the
vendor.
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Valuation — Internal Use Software (Working Capital Fund)

Critical Capability ’ Critical Capability Completion

A) Establish an auditable valuation baseline. ‘ 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2017
Interim Milestones Interim Milestones

Identify Internal Use Software universe of systems to 07/2016 Review contracts to determine appropriate treatment for 06/2016
support existence and completeness. Internal Use Software (capital versus expense costs).

Implement internal controls over the recording of
Accomplishments Internal Use Software. 09/2017
e Supported review and public discussions surrounding DoD
implementation guidance request to FASAB; Prospective Accomplishments
application of SFFAS 10, by either:

(a) Exclude all Internal Use Software, inclusive of that under
development at the opening balance date, from the opening | Challenges

o Assessed the current Internal Use Software population.

balance. o Completeness of the application and software population.
(b) Exclude Internal Use Software in service from the opening e Commingled costs on contracts that have been procured without a
balance but include amounts related to internal use software mechanism to segregate the capital and expense costs.

under development at the opening balance date using an
alternative valuation method.

Challenges

e Awaiting final approval from FASAB on DoD implementation
guidance request.
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Valuation — Inventory and Related Property (Working Capital Fund)

Critical Capability ’

Critical Capability Completion

A) Establish an auditable valuation baseline. ‘ 09/2017 B) Establish an auditable process for go-forward activity. ‘ 09/2017

Interim Milestones Interim Milestones

Develop inventory valuation monitoring control. 06/2016 Implement the inventory valuation monitoring control. 09/2016

Develop and implement corrective actions for root Implement system controls to prevent manual entry of

causes of inaccurate Moving Average Cost values within 09/2017 specific transactions that negatively affect Moving 09/2017

Army Working Capital Fund operations. Average Cost values.

Implement system-based process to recognize excess 09/2017 If baseline for Moving Average Cost valuation is unable to

inventory at net realizable value. be established due to lack of support for current Moving 09/2017

Average Cost values, implement SFFAS No. 48 for

Accomplishments opening balance for inventory.

e Identified primary root causes for Moving Average Cost
valuation issues.

Challenges

e Excess inventory is not recognized as such at the time of
identification.

Accomplishments

o Identified system changes necessary to prevent the manual entry of
specific transaction that negatively affect Moving Average Cost
values.

Challenges

e Service provider inputs have significant effects on Moving
Average Cost calculations.
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IT Systems Critical to Audit

During the FY 2015 SBA audit, the IPA performed IT general and
application-level controls testing on select ERPs and feeder systems
materially impacting financial statements. These systems include:

e ERPs: GFEBS, GCSS-Army, LMP

e Army Feeder Systems: FCM, SIDPERS, AFCOS, MUP,
PADDS, SPS/PD2, ATAAPS, eMILPO, RLAS

e DFAS Feeder Systems: DCAS, DDS,
ELECTRA, SOMARDS, STANFINS

There were significant challenges during the SBA audit, because
most Army’s systems were designed to serve a business need (e.g.,
procurement, property management, or logistics) and were not
designed to support auditable financial statements. The Army is
working to address the NFRs pertaining to systems and issuing
guidance and training to better support the FY 2016 SBA audit.

IPAC, HQARS,

Army IT system work includes analyzing NFR root causes,
implementing corrective actions to prevent repetitive findings, and
testing internal control in accordance with FISCAM. Control testing
includes key interfaces and business processes. In addition, the Army
is developing and delivering training to address knowledge gaps and
establishing recurring meetings with various high-level system
commands to enforce accountability, measure progress of corrective
actions, and address challenges to audit readiness.

Status of Critical Systems

Achieving an audit ready systems environment requires extensive
discovery, and coordination among stakeholders and user
communities. Activities include identifying systemic vulnerabilities
and control weaknesses with coordination from multiple Army
stakeholder communities including the entity-wide CIlO/G6
Command, testing controls over the IT systems environment,

performing corrective actions, and developing new system
documentation, including policies and procedures.

Since completion of the FY 2015 SBA audit, the ERP program
management offices have made progress remediating deficiencies
and material weaknesses. Progress examples include the following:

e General Fund Enterprise Business System (GFEBS) — Develops,
acquires, integrates, deploys, and sustains Army enterprise-wide
financial and procurement management capabilities to support
current and future missions. GFEBS is critical to the audit ready
systems environment. In the FY 2015 SBA audit, the IPA issued
19 IT general controls NFRs; 4 were remediated and validated.
The remaining NFRs will be corrected by Quarter 1 of FY 2017.

e Global Combat Support System — Army (GCSS-A) — Provides a
critical data exchange of financial information for the Army and
has a material impact on Army financial statements. During the
FY 2015 SBA audit, the IPA issued 23 NFRs based on IT
general controls testing; 7 have been remediated and validated.

o Army feeder systems pass along critical data to core Army ERP
systems. There were 16 feeder systems in scope for the FY 2015
SBA audit. During the FY 2015 SBA audit, the IPA issued 93
NFRs based on IT general controls testing; 17 have been
remediated. The majority of the remaining NFRs will be
remediated by Quarter 1 of FY 2017.

e Logistics Modernization Program (LMP) — LMP provides
critical data exchange of financial information and materially
impacts Army financial statements. In the FY 2015 SBA audit,
the auditor issued 29 NFRs, based on its IT general controls
testing, of which seven are now remediated and validated.

IT Systems Status

An IT controls critical capabilities chart follows, providing dates for
achieving the capability, accomplishments, and challenges. Figure
11-6 presents more information on the status of material systems.
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Information Technology

General Fund

Critical Capability ’

Working Capital Fund

Critical Capability Completion

A) Implement critical information technology general and A) Implement critical information technology general and
application controls for material, financially- relevant 06/2017 application controls for material, financially- relevant 06/2017
systems. systems.
Interim Milestones Interim Milestones
ERP and feeder. sys?tems to implement corrective actions 12/2016 Identify material, financially-relevant systems undergoing 06/2017
related to IPA findings. an SSAE No. 16 and assess the results.
FM&C to complete IT application and business process 03/2017 Perform testing and implement necessary corrective
controls testing for ERPs and validate control areas. actions for systems that are not undergoing an SSAE 06/2017
FM&C to implement corrective actions related to No. 16.
complementary user entity controls and test Army 06/2017 Remediate high-risk findings from the FY 2015 SBA audit. 06/2017
entity-level controls (IT general controls) in coordination
with CIO/Gé. Accomplishments
, e Completed testing of LMP and AESIP Hub.
Accomplishments lobed ] ) diate deficiencies identified
o Remediated a combined 24 out of 90 corrective actions (26 * aet\éit(i)r?e corrective actions to remediate deficiencies identitie
percent), for ERPs and feeder systems since the start of the g
FY 2015 SBA audit.
Challenges
*  Established recurring high-level meetings with participation from | o | jmited resources to remediate IT general controls and

senior responsible officials across multiple, critical IT financial
feeder systems to address challenges and communicate guidance
to support remediation of IPA findings.

Challenges

e ERP management’s (GFEBS, GCSS-Army, LMP) ability to
remediate NFRs due to resource constraints and timing of the
FY 2016 SBA audit.

e Coordination related to the remediation of entity-wide control
weaknesses that involve multiple stakeholders across Army.

application-level controls for high-risk findings from the FY 2015
SBA audit.
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Figure II-6. Systems Material to Army Audit Readiness (v' = Completed)

Assessable Unit

Hosting
Organization

Information Technology General and Application-Level Controls

System Owner

Hosting Organization

Statement of Budgetary Resources — Army Systems
AFCOS Military Pay Army Army v 07/2016 v 07/2016 v 07/2016
DISA® DISA N/A N/A v 4 03/2017 09/2017
ATAAPS Civilian Pay 1
Army Army 03/2017 | 09/2017 | 03/2017 | 09/2017 | 03/2017 | 09/2017
CEFMS Lcjz,:sctili'ucci:ii;r\]/\/orks / Army Military PGy PGy v N/A v v v v
eMILPO Military Pay Army Army N/A N/A N/A N/A v 09/2017
FCcMm? Contractual Services & Acquisition of Assets Army Army N/A N/A v v v v
Supplies(MILSTRIP); Fund Balance with
GCSS-A ;reiis,:j?é 2‘1’&??5::';52\3?\25”;;‘2;';’:;I Army Army 03/2017 | 09/2017 | 03/2017 | 09/2017 | 03/2017 | 09/2017
Reporting
GFEBS All Army Army v v v v v 4
JUSTIS Military Pay Army Army v 09/2017 N/A N/A v 09/2017
Contractual Services & Acquisition of Assets;
LMP Reimbursable Work Orders - Army; Army Army Army 4 v v v v v
Working capital Fund — All Assessable Units
MyUnitPay Military Pay Army Army v 10/2016 N/A 10/2016 v 10/2016
PADDS Contractual Services & Acquisition of Assets Army Army N/A N/A v 11/2016 v 11/2016
SIDPERS Military Pay Army Army v 10/2016 v 10/2016 v 10/2016
SPS? /PD2 Contractual Services & Acquisition of Assets Army Army N/A N/A v 07/2016 v 07/2016
RLAS Military Pay Army Army v 03/2018 v 03/2018 4 03/2018
TAPDB-A Military Pay Army Army N/A N/A N/A N/A v 09/2017
TAPDB-R Military Pay Army Army N/A N/A N/A N/A v 09/2017
TAPDB-G Military Pay Army Army N/A N/A N/A N/A v 09/2017
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Assessable Unit

Hosting

Organization

Information Technology General and Application-Level Controls

Army

Corrected

\ I

Mission-Critical Assets Existence and Completeness — Army Systems

APPMS USAC Civil Works — Personal Property Army Army v v v v v

GCSS-A General Equipment; Inventory; Operating Army Army v 09/2017 v 09/2017 v 09/2017
Materials and Supplies

GFEBS Real Property Army Army v 4 4 4 v 4

LMP Inventory; Operating M:.:\terlals and Supplies; Army Army v v v v v v
Property, Plant and Equipment

PBUSE> Military Equipment/ General Equipment Army Army N/A N/A N/A N/A N/A N/A

Army Army
PRIDE’ Real Property National National N/A N/A 03/2017 09/2017 03/2017 09/2017
Guard Guard

REMIS Real Property — Land Army Army v 4 4 v v v

SAAS-MOD Operating Materials and Supplies Army Army 4 v N/A N/A 4 4

WARS-NT Operating Materials and Supplies Army Army 03/2017 09/2017 03/2017 09/2017 03/2017 09/2017

Balance Sheet — Army Systems

LMP ArrT1y Working Capital Fund - All Assessable P P v v v v v v
Units

GFEBS All Assessable Units Army Army v v v v 4 4

Statement of Budgetary Resources — Service Provider Systems (SSAE No. 16 Examinations)

ADS Disbursing DFAS DISA v 4 4 v 09/2017 09/2017

ADS IPAC Reimbursable Work Orders - Grantor;

Wizard (new Relmbursa‘ble Work Ordgrs - AFceptgr; Fulnd DEAS DEAS v v v v v v

system Balance with Treasury; Disbursing; Financial

environment) Reporting; Balance Sheet

BAM Contract and Vendor Pay Improper

. Payments for: One Pay; CAPSW; IAPS; EBS & DFAS DFAS v v v v 03/2017 09/2017

(Insourcing)
MOCAS

BEIS:DDRS-AFS Financial Reporting DFAS DISA v 4 4 v 03/2017 09/2017

BEIS: DDRS-B Financial Reporting; Military Pay DFAS DISA v v v v 03/2017 09/2017
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System

Assessable Unit

Hosting
Organization

Information Technology General and Application-Level Controls

System Owner

Hosting Organization

v v v

EEII\S/I DDRS- Financial Reporting; Balance Sheet DFAS DISA v 03/2017 09/2017
DAAS/GEX Co.r?tractual Services & Acquisition of Assets; DLA DLA v v v v 03/2017 09/2017
Military Pay
DCPDS Civilian Pay DCPAS Army v v 03/2017 09/2017 03/2017 09/2017
DCPS Civilian Pay DFAS DISA v v v v 03/2017 09/2017
DJMS-AC/RC Military Pay DFAS DISA v v v v v 09/2017
DMO°® (Web) Military Pay DFAS DISA v v v v 03/2017 09/2017
DTS ContractuaI.Serwces & Acquisition of Assets; DMDC Commercial v v v v v v
Transportation of People Vendor
EAS Contractual Services & Acquisition of Assets DFAS DISA v v v v 03/2017 09/2017
EUD
i isiti v v v v
(APVM/PPVM) Contractual Services & Acquisition of Assets DFAS DISA 03/2017 09/2017
iRAPT Contractual Services & Acquisition of Assets DLA DISA v v v v 03/2017 09/2017
) - DCMA v v v v 03/2017 | 09/2017
MOCAS Contractual Services & Acquisition of Assets DISA
DFAS v v v v 03/2017 09/2017
SCRT Contractual Services and Acquisition of DEAS DISA v v v v 03/2017 09/2017
Assets
Syncada® Contractual Services & Acquisition of Assets | commercial | Commercial 10010 | 095017 | 03/2017 | 09/2017 | 03/2017 | 09/2017
Vendor Vendor
Statement of Budgetary Resources — Service Provider Systems (Non-SSAE No. 16 Examinations)
il
C\/cgt?l ine PR Vendor Pay Army Army 03/2017 09/2017 03/2017 09/2017 03/2017 09/2017
AFT Fund Balance with Treasury DFAS DFAS v v v v 03/2017 09/2017
AXOL C(_)ntrac.tual Services & Acquisition of Assets: Commercial Commercial 03/2017 09/2017 03/2017 09/2017 03/2017 09/2017
Disbursing Vendor Vendor
BEIS: DCAS Net Outlays - Net Outlays; Fund Balance with DEAS DISA v v v v v 12/2016
Treasury; Balance Sheet
BSM-E / FAS® Contractual Services & Acquisition of Assets DLA DISA N/A N/A v v 03/2017 09/2017
CAPS-W Accounts Payable DFAS DFAS v 4 4 v 03/2017 09/2017
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Assessable Unit

Hosting

Organization

Information Technology General and Application-Level Controls

v

05 Contractual Services & Acquisition of Assets DFAS Army v v v v 06/2016
Disbursing; Military Pay; Balance Sheet DFAS DFAS v v v v v 06/2016
DRRT Fund Balance with Treasury; Balance Sheet DFAS DFAS v v v v 03/2017 09/2017
EFD Funds Receipt and Distribution Management DFAS DoD CDC v v v v 03/2017 09/2017
GAFS - (DTS) Transportation of People; Balance Sheet DFAS DISA 4 v v 4 03/2017 09/2017
HQARS Financial Reporting; Balance Sheet DFAS DISA v v v v v 06/2016
DFAS Army 4 v 03/2017 09/2017 03/2017 09/2017
IATS Transportation of People; Balance Sheet
DFAS DFAS 4 v v 4 03/2017 09/2017
(ALL) Contractual Services & Acquisition of
s jesmiteete oms o v ¢ < omw o
Inbound; Balance Sheet
SOMARDS* Financial Reporting / Multiple; Balance Sheet DFAS DISA 4 v v 4 v 10/2017
STANFINS* Military Pay; Balance Sheet DFAS DISA v 4 4 v v v
Mission-Critical Assets Existence and Completeness — Service Provider Systems (SSAE No. 16 Examinations)
DAAS/GEX Inventory DLA DLA v v v v 03/2017 09/2017
DPAS g’ii;;ilzeu?:ﬂec:tmp|6teness = Military / AT&L DISA v v v v 03/2017 09/2017
DSS I_n\sls:f:;'y; Operating Materials and Supplies DLA DISA v v v v 03/2017 09/2017

Note: For Army-owned feeder systems, the IT general and application-level controls dates (tested and corrected) are associated auditor testing during the FY 2015 SBA audit.

! DFAS retains custody of the enterprise copy of the software and completes the associated certification and accreditation.

’To be subsumed by GCSS-A (SARSS — FY 2015; PBUSE, FCM — FY 2017).

*The Syncada SSAE No. 16 Examination report is a Type 1 opinion (on the design of controls only and not tests of operating effectiveness).

*To be subsumed by GFEBS (SOMARDS — FY 2015, STANFINS — FY2017).

®To be subsumed by Enterprise Business System Energy Convergence.

® Scheduled to convert to centralized DISA-hosted DMO solution from self-hosted instances in 2014.
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ARMY AUDIT READINESS RESOURCES

Despite a challenging budget environment, substantial resources
have been programmed to support achieving auditable financial
statements. The FIAR activities funded by the amounts in Figure 11-7
include:

Audit Readiness, Validations, and Audits

e Completing evaluation, discovery, and corrective actions of the
commands and their service providers (e.g., DFAS).

e Testing or verifying audit readiness after completing corrective
actions and preparing management assertions.

e Supporting audit infrastructure to sustain audit readiness and to
support IPA audits, including tools and data repositories.

Figure II-7. Army Audit Readiness Resources (Dollars in Millions)

Financial Systems

o Designing, developing, and deploying audit-ready compliant
systems as well as cost-effective changes to legacy systems that
will be part of the systems environment.

e Converting and validating data, implementing and testing
controls, and documenting systems and processes.

Because ERPs are being deployed to modernize functional as well as
financial processes, ERP system deployment costs are not included
in audit readiness resources. ERP costs are reported in Section VII,
Enterprise Resource Planning Systems. Additionally, changes and
improvements to functional and financial processes are continually
being made for operational efficiencies and improving controls. The
Department has not attempted to capture the costs of process changes
made solely for audit readiness, and therefore, resources reported
below may not fully capture process improvement costs.

Audlt Readiness, Validations, and Audits

Financial Systems 8 6 6 4 4 2
Total Resources 83 81 72 78 80 81
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Message from the Department of the Navy
Chief Management Officer

The Department of the Navy (DON) remains committed to full accountability for business
and financial operations by preparing for and undergoing financial statement audits. The
FY 2015 Schedule of Budgetary Activity (SBA) audit marked the first time the Department
was required to demonstrate its compliance with accounting standards. The audit
underscored the continued need to improve internal controls governing business processes
and IT systems. The result of the audit — a disclaimer of opinion — resulted from
deficiencies in these controls and also those over financial reporting.

Senior DON leaders and managers — as well as those employed by our service providers —
are aggressively implementing corrective actions to address identified deficiencies. These
remedies will make our business environment more compliant with standards of
accountability. To ensure success, we will put in place effective, enduring solutions.

In FY 2016, we will continue as planned with audits for both Navy and Marine Corps, while simultaneously correcting prior-
year audit deficiencies. In addition, DON will move toward a FY 2017 beginning balance audit for the Statement of Budgetary
Resources and a full financial statement audit in FY 2018. To achieve these objectives, DON has adopted a two-prong
strategy, consistent with guidance from DoD, focusing on establishing accurate beginning balances that are sustained through
improved controls over business processes and IT systems.

As we move into 2016, DON is well-positioned to achieve positive results through our audit-related improvement efforts. I am
confident that through continued hard work and determination by our leaders and managers, we will modernize our business
processes, increase accountability and demonstrate sound stewardship over the resources entrusted to us.

NN N

Janine A. Davidson
Under Secretary of the Navy
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lll. Navy Audit Readiness

The Department of the Navy (DON) audit readiness plan consists of
the individual plans of the Navy and the Marine Corps. This section
begins with the progress and status of the Navy’s plans followed by
the plans of the Marine Corps.

The Navy completed its first IPA audit of its FY 2015 SBA. The
SBA reports current-year budget execution, allowing for IPA testing
of the Navy’s audit support infrastructure, systems reliability, and
process controls. The IPA issued a disclaimer of opinion but found
the Navy to be well prepared and had a good understanding of what
is expected in a financial audit. SBA audits will continue through
FY 2017, expanding in scope until FY 2018, when the DON full
financial statement audits will begin.

Being under audit, regardless of the opinion, allows the Navy to
focus on improving business discipline and the quality of financial
information. Continual IPA audits and auditor scrutiny provides
valuable insight for further improvement and helps the Navy
measure progress and improve efficiency. The Navy remains
committed to the FY 2018 financial audit goals. As Secretary Carter
has stated, the American taxpayer and our men and women in
uniform deserve nothing less.

To support full financial statement audit readiness, the Navy is
building beginning balances through aggressive assessments of
Balance Sheet lines and the Statement of Budgetary Resources lines,
as well as learning from SBA audit results. In January 2016, the
Navy began its impartial verification and validation process, that is,
testing to identify deficiencies and root causes so that it can
implement corrective actions by September 2016 for material
Balance Sheet and SBR lines.

The Navy’s FY 2016 SBA audit will include FY 2015 appropriation
activity in FY 2016 and ending balances for FY 2015 appropriations.
The FY 2016 SBA audit will also include FY 2016 appropriation
transaction activity. Marine Corps transactions will be excluded from

testing. A separate process will be used to test the Navy Systems
Management Activity transactions because of their classified nature.

General Fund Financial
Statements

As part of its full audit readiness strategy, the Navy is building
beginning balances to support audit readiness of the General Fund
financial statements. Through assessments of Balance Sheet lines
and Statement of Budgetary Resources lines, as well as the learning
from SBA audit results, the Navy is conducting full General Fund
financial statement assessments. In January 2016, the Navy began
testing to identify deficiencies and root causes so that it can
implement corrective actions by September 2016 for material
Balance Sheet and Statement of Budgetary Resources lines.

The aircraft carrier USS John C. Stennis sails through the Philippine Sea, Feb. 22,
2016. (U.S. Navy photo by Seaman Cole C. Pielop)
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Figure 111-1 provides a summary of the Navy’s audit readiness plans
for the General Fund financial statements. The remainder of this
section provides detailed information on the Navy’s audit readiness
plans.

Figure llI-1. Navy General Fund Financial Statements

Post-Validation

Financial Statements Corrective Audit Start

Actions Complete

Statement of Budgetary

09/2017 10/2017
Resources
Balance Sheet 09/2017 10/2017

STATEMENT OF BUDGETARY
RESOURCES

The DoD OIG served as the Contracting Officer Representative and
oversaw the IPA audit of the Navy FY 2015 SBA. The SBA included
the Navy’s FY 2015 appropriations received and associated budget
activity. During the audit, the IPA tested the Navy’s audit support
infrastructure, systems reliability, and process controls. First year
audits, particularly audits of entities as large and complex as the
Navy, often do not result in unmodified opinions. The outcome and
results of the Navy FY 2015 SBA audit were similar to the results of
first year audits of the other federal agencies. The auditors issued a
disclaimer of opinion but found the Navy to be well prepared with a
good understanding of what is expected in a financial statement
audit. The SBA audits will continue through FY 2017, expanding in
scope until FY 2018, when the DON financial audits will begin.

Being under audit, regardless of the audit opinion, allows the Navy
to focus on improving business discipline and the quality of financial
information. Consistent audit scrutiny will provide valuable insight

for further improvement, and will help the Navy measure progress
and improve efficiency.

FY 2015 SBA Audit

The audit of the FY 2015 SBA resulted in a disclaimer of opinion.
The disclaimer was based on the TPA’s assessment that the overall
risk of material misstatement in the SBA was high. The IPA’s
assessment was based, in part, on pervasive and significant
deficiencies in IT system controls and deficiencies in internal
controls over the completeness of the transaction universe. These
assessments precluded the auditors from relying on IT controls,
obtaining sufficient evidence to reasonably conclude on the
completeness of the transaction universe, and determining whether
certain transactions were properly authorized and accurately
recorded.

SBA Notices of Findings and Recommendations

The Navy received 220 NFRs across its business processes and IT
systems environment. The Office of Financial Operations (FMO)
developed and implemented a process to review the NFRs and
designate an Office of Primary Responsibility (OPR) to lead
remediation efforts of each finding. OPRs drive accountability and
urgency to ensure effective corrective actions are implemented
through policy, process, and system corrective actions. In addition,
the Navy worked with OUSD(C) to help identify DoD-wide issues
that affect other Military Departments and, therefore, require a
centralized solution.

The Navy implemented a risk-based prioritization methodology to
balance remediation of the NFRs with the actions needed for full
financial statement auditability. The prioritization methodology is
driven by quantitative and qualitative factors, including materiality,
analysis of critical path areas, evaluation of compensating controls,
and audit deal-breaker assessments in accordance with FIAR
Guidance.

Department of the Navy
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Figure 111-2 identifies high-priority NFRs that have resulted in established regular reporting requirements with OPRs. Navy
material weaknesses for Navy business processes and IT systems. leadership is fully engaged in ensuring the OPRs have the expertise,
The Navy is aggressively implementing corrective actions to address resources, and support necessary to eliminate roadblocks to financial
the root cause of the deficiencies and improve Navy’s financial statement auditability.

Mmanagement processes.

The Assistant Secretary of the Navy (Financial Management and
Comptroller) (ASN(FM&C)) and the director of Navy staff are
closely monitoring the status of corrective actions and have

Figure IlI-2. Navy Material Weaknesses and Notices of Findings and Recommendation (v' = Completed)

Material Weaknesses Corrective Actions Completion ‘

Financial Reporting: Ineffective Controls over Financial Reporting

Navy FMO developed and disseminated guidance to establish ownership of
Controls to ensure the completeness and accuracy of | system reconciliations for financial data flowing to the Navy’s GLAS. In
the Navy’s transactions and account balances in the | addition, there is a centrally managed validation process supported by policy 12/2016
GLAS are not in place or are not operating effectively. and standard operating procedures to review system reconciliations and
evaluate the completeness of data elements being reported.

Navy FMO data and accounting/reporting teams have developed and drafted
detailed SBA and single point transaction universe process documents (e.g.,
Controls over the preparation of the SBA and the | standard operating procedures, checklists, workflows) to guide and govern the
supporting transactional detail, including the Navy’s | preparation, review, and approval of the SBA produced from the single point 06/2016
controls over its service provider, are not effective. transaction universe. Navy FMO will finalize process documents, finalize and
implement internal control procedures, and establish internal roles and
responsibilities documents to support DFAS and Navy FMO team activities.

Navy FMO established a monthly journal voucher log review and reporting
process that supports quarterly Command-level quality and compliance review
procedures and FMO independent verification reviews. Navy FMO drafted test
Controls over journal vouchers need improvement. procedures, workbooks, and training materials to support these activities, 08/2016
which will be socialized with stakeholders and finalized. Once implemented,
the independent verification review will transition to a sustainment testing
team.
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Material Weaknesses Corrective Actions Completion ‘

During the FY 2016 walkthrough, DFAS will review journal vouchers with the
IPA to discuss specific issues pertaining to previously tested journal voucher
posting logic, journal voucher package documentation, and transactional
support. In addition, DFAS will discuss with the IPA the journal voucher
approval process and the relation between the USMC journal vouchers to the
Navy SBA and the undistributed calculation process.

Workgroups are researching unsupported journal vouchers from the SSAE
No. 16 examination to identify root causes and long-term solutions. Training
will be provided to journal voucher preparers to emphasize how the journal
voucher package needs to follow what is being documented within the
whitepaper or how it needs to be documented when deviation occurs.

Controls over Fund Balance with Treasury reporting and
reconciliations, including the Navy’s related controls

Navy FMO and DFAS defined roles and responsibilities and are implementing a
process for the monthly Fund Balance with Treasury reconciliation of field-level
GLAS activity, account balances, and account amounts reported to the
Treasury. Policies and procedures will include steps to ensure relationships

06/2016
over its third-party service provider, need | between budgetary and proprietary outlays and collections are appropriate, /
improvement. documented, and differences are timely resolved. In addition, Navy FMO
implemented oversight processes to support the timely review and approval of
Fund Balance with Treasury reports and reconciliations from DFAS.

Financial Reporting: Ineffective Transactional Controls
Commands are being directed to follow requirements for documenting
activities and improving processes and policies. In addition, DON is

Lack of documentation to substantiate the existence of coordinating with stakeholders (e.g., workshops, site visits) to review and

S . N . analyze existing DON policies and assess whether revisions are needed. Policies
obligations and recording of obligations prior to the
. . will be revised, as needed, and published across DON. This includes a 06/2016

approval of the obligating document or at incorrect
combination of monitoring, spot checks, site visits, and reconciliations.

amounts.
The Navy will restrict Command travel spending until it has been affirmed they
have a central repository of travel documentation. The central repository will
also be automated in order to reduce the possibility of human error.
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Material Weaknesses Corrective Actions Completion ‘

Lack of proper approval or evidence that the approver
possessed proper authorization for collections and
outlays related to civilian payroll, travel, and other non-
payroll delivered orders.

Commands are being directed to follow approval requirements and improve
their processes, where needed. Actions include retaining appropriate financial
documents, establishing standardized document retrieval processes, ensuring
proper forms are created and maintained for all relevant approvers, and self-
testing. Spot-check testing will be done at Command locations. Additional
actions audit
requirements, and developing training and standard operating procedures to

include assessing whether policies sufficiently address

clarify the policies.

06/2016

Improperly recorded budgetary transactions, including

those related to expenditure transfers, cost

reclassifications, outlays, and advance payments.

Commands are being directed to follow requirements for documenting
activities and improving processes and policies, where needed. In addition,
there will be coordination with stakeholders (e.g., workshops, site visits) to
review and analyze existing DON policies to assess whether revisions are
needed to meet audit requirements. Policies will be revised, as needed, and
published across DON. This includes a combination of monitoring, spot checks,
site visits, and reconciliations.

Navy FMO will work with the Navy ERP PMO to identify changes needed to
facilitate recording of budgetary transactions in accordance with GAAP and
USSGL guidelines. Navy FMO will also collaborate with BSOs and FMP to
develop policies, procedures, and processes to support post-entry validation,
develop and provide training, and track corrective actions to closure.

DON will restrict Command travel spending until it has been affirmed they
have a central repository of all travel documentation. Once affirmed, the
restriction will be lifted. The central repository will also be automated to
reduce the possibility of human error.

DON will develop and submit system change requests for system notifications

regarding voucher submission and approval to curtail late voucher

submissions.

DON will discontinue business processes of providing advance payments, and
implement a weekly payment process based upon services delivered in order
to be in accordance with USSGL guidelines.

09/2016
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Material Weaknesses Corrective Actions Completion ‘

Lack of proper recording for certain transactions in a
timely manner or in the proper period.

Commands are being directed to follow requirements for timely documenting
and improving processes, where needed. In addition, there will be
coordination with stakeholders (e.g., workshops, site visits) to review and
analyze existing DON policies to assess whether revisions are needed to meet
audit requirements. Policies will be revised, as needed, and published across
DON. This includes a combination of monitoring, spot checks, site visits, and

reconciliations.

06/2016

Insufficient controls for transactions involving

intragovernmental orders, including lack of evidence for
receipt and acceptance activities.

Commands are being directed to follow requirements for documenting receipt
and acceptance activities and improving processes, where needed. Actions
include retaining appropriate financial documents, establishing standardized
document retrieval processes, ensuring proper forms are created and
maintained for all relevant approvers, and implementing self-testing. Spot-
check testing will be done at Command locations. Additional actions include
assessing whether policies sufficiently address audit requirements, and
developing training and standard operating procedures to clarify the policies.

Navy FMO will work with the Navy ERP PMO to identify technical changes
needed to facilitate recording of budgetary transactions in accordance with
GAAP and USSGL guidelines. FMO will also collaborate with BSOs and FMP to
develop policies, procedures, and processes to support post-entry validation,
develop and provide training, and track corrective actions to closure.

09/2016

Lack of
transactions to support the nature of the accounting

supporting documentation for sampled

event; substantiate recorded unfilled orders,

collections, delivered orders, and outlays; and evidence
whether transactions were recorded in the correct fund
or period.

Commands are being directed to follow requirements for documenting
activities and improving processes and policies, where needed. In addition,
there will be coordination with stakeholders (e.g. workshops, site visits) to
review and analyze existing DON policies to assess whether revisions are
needed to meet audit requirements. Policies will be revised, as needed, and
published across DON. This includes a combination of monitoring, spot checks,
site visits, and reconciliations.

Navy FMO will work with the Navy ERP PMO to identify technical changes
needed to facilitate recording of budgetary transactions in accordance with
GAAP and USSGL guidelines. FMO will also collaborate with BSOs and FMP to

09/2016
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111-8

May 2016




FIAR Plan Status Report

Material Weaknesses Corrective Actions Completion ‘

develop policies, procedures, and processes to support post-entry validation,
develop and provide training, and track corrective actions to closure.

Navy FMO will establish a detail-to-summary reconciliation process that
identifies details to summary lines so appropriate personnel can retrieve more
accurate documentation. Navy FMO will also enhance existing supporting
document requirements and ensure more oversight of policies and procedures
regarding the retention of supporting documentation.

Inconsistent monitoring procedures to assess whether
recorded obligations, unpaid delivered orders, unfilled
customer orders, and filled customer orders unpaid

Navy FMO will establish a universe of transactions that is available to

responsible parties. Navy FMO will implement and document policies,
. - . 03/2016
guidance, and training at the Command-level to ensure all transactions are

were valid and accurately recorded.
Y accurately recorded.

IT Systems: Ineffective Controls over Information Technology

Navy CIO is identifying an enterprise-wide solution for security management
software to automate the management of security controls across the Navy IT
Lack of effective security controls. environment. In the interim, Navy management will centrally perform IT 11/2017
security training to ensure supporting documentation is retained, background
checks performed, and system access regularly monitored.

DON will develop and implement more rigorous account management
processes and controls addressing the full user lifecycle for functional users, as
well as system software administration, and other privileged access roles. DON
will update account management policies, system functionality, and processes
to communicate requirements for the following account management

Insufficient access controls for financial system users. processes and controls: 08/2016

e Prevent users from accessing unauthorized resources
e Enforce standard documentation of user account actions

e Retain adequate evidence of user account administration activities until at
least one year after account termination

e Revoke or remove user roles and accounts due to account inactivity,
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Material Weaknesses Corrective Actions Completion

change in job responsibilities, or user separation
e Periodically recertify and update user account roles
e Suspend user accounts after unsuccessful login attempts
® lLog and monitor sensitive transactions and system events

e Control physical access to computing resources

DON will implement more stringent controls related to the Access Risk Analysis
tool to update each system’s segregation of duty matrix and execute periodic
reviews of user accounts to identify individuals with incompatible roles.
Policies and procedures will be updated to:

. . e Provide guidance for the administration, assignment, and review and
Ineffective segregation of duty controls at database, o o .
. L monitoring of user and administrative access 10/2017
operating system, and application level.
e Ensure management grants users compatible roles for valid business
purposes
e Redesign privileged role matrix, where applicable
e Enforce system administration capabilities to assess user administration

roles

DON will develop and implement policies and procedures to:

e Enforce interface monitoring and error resolution based on FY 2015 SBA
audit findings

Lack of configuration management controls. 08/2016
e Document interface error message handling processes and audit trails
through tracking and logging to evidence timely error correction
e |Implement automated solutions through edit and validation checks
DON will develop and implement policies and procedures to:
e Enforce interface monitoring and error resolution based on FY 2015 SBA
audit findings
Need for consistent interface controls. g 04/2018

e Document interface error message handling processes and audit trails
through tracking and logging to evidence timely error correction

e Implement automated solutions through edit and validation checks
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Material Weaknesses Corrective Actions Completion ‘

Lack of controls of third party systems.

DON will develop, document, and implement a policy and procedure to ensure
contracts, Service Level Agreements or MOUs are in place with third-party
service providers that clearly outline security roles and responsibilities. Navy
ClO will implement a process to formally review third-party reports and track 12/2016
remediation required by third parties. In addition, Navy management will
document and execute complimentary user entity controls and periodically
assess operating effectiveness.

FY 2016 SBA Audit

The audit of the FY 2016 SBA will include budgetary activity for
FY 2015 appropriations having activity in FY 2016 and ending
balances for FY 2015 appropriations. The FY 2016 SBA audit will
also include FY 2016 appropriation transaction activity. Marine
Corps transactions will be excluded from testing. A separate process
will be used to test the Navy Systems Management Activity
transactions because of their classified nature.

The FY 2016 audit timeline will be compressed from a 15-month
schedule to a 10-month schedule. The testing sample size is expected
to be larger, and the single point transaction universe is expected to
remain unchanged with five data elements delivered to the auditors.
The Navy expects to be more efficient in its communication and
collaboration with the auditors, because lessons have been learned
and changes implemented on both sides.

Risks to a Successful FY 2016 SBA Audit

e FY 2015 ending balances included in the FY 2016 SBA.
During the FY 2015 SBA audit, the IPA concluded internal
controls could not be relied on to detect or mitigate errors or
misstatements in SBA balances. The ending balances are also
included in the FY 2016 SBA. The Navy is working to identify

alternative or modified audit procedures to compensate for
potential beginning balance testing issues.

Feeder system reconciliations and completeness of the
transaction universe. The Navy is reducing the number of
crosswalks used in preparing feeder system trial balances and is
pursuing an aggressive corrective actions timeline to enable
feeder systems to reconcile the GLAS to BTS. Corrective actions
are required to be completely implemented by December 31,
2016.

Adequacy of source documentation. The FY 2015 SBA
auditors reported Navy was unable to provide documentation to
substantiate its transactions. The Navy is working to ensure
documentation submitted to the auditors is timely and accurate.
Validation of the Navy’s financial business operations through
submission of proper documentation will provide the auditors
with greater confidence that processes are both sustainable and
repeatable.

Department of the Navy
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BALANCE SHEET

As the Navy approaches the FY 2018 full financial statement audit
goal, it is focused on the Balance Sheet. To achieve Balance Sheet
auditability, the Navy has adopted a strategy with two validation
workstreams:

e Beginning Balances

e Sustainment of the Balances

The Navy will concurrently identify and remediate deficiencies in
audit evidence, while accumulating sufficient audit evidence to
substantiate Balance Sheet beginning balances. Audit readiness
efforts for the Balance Sheet also include data mining,
reconciliations, risk assessments, business process standardization

and documentation reviews, gap analyses, command questionnaires,
walkthroughs, testing, and reporting of deficiencies.

There are 16 lines on the General Fund Balance Sheet, and the Navy
is focused on 8 of the most significant Balance Sheet lines:

e Fund Balance with Treasury

e Accounts Receivable

e Other Assets

e General Property, Plant, and Equipment
e Inventory and Related Property

e Accounts Payable

e Other Liabilities

e Environmental and Disposal Liabilities

Progress Since the November 2015 FIAR Report

Highlights of Navy progress since the November 2015 FIAR Report
include:

e Implemented beginning balance validation strategy and began
identifying deficiencies.

e Implemented an approach for processing deficiencies and
coordinating an effective and efficient response.

e Conducted command and service provider site visits as part of
the beginning balance validation strategy.

e Completed a reorganization to align financial management and
operations with business needs, including audit readiness.

e Completed all discovery efforts and documented the statement to
process analysis, business process narrative, business process
diagram, control supporting documentation and testing matrixes,
risk matrixes, systems listing, process cycle memorandum, and
the related scope strategy document.

Challenges to Audit Readiness by September 30, 2017

While the Navy has made progress toward audit readiness,
challenges remain, such as:

e Availability of command personnel to participate in audit
readiness activities while also responding to SBA audit requests.

o A complex systems environment that includes both legacy and
ERP systems. Many systems require changes that may not be
complete when the Navy asserts its full financial statements in
FY 2017. The Navy is addressing the changes most critical to
audit readiness first and mitigating the remaining systems
changes, as necessary.

e Availability of supporting documentation and development of a
complete universe of transactions for all financial statements and
funds including beginning balances and supporting transactions.

e Reconciliations to confirm the existence and completeness of
underlying supporting documentation and to validate the
accuracy of General Ledger balances have not been identified.
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e Navy reliance on service providers and the effect service
provider audit readiness has on Navy processes.

e Insufficient time for corrective actions to be institutionalized and
validated. Resource constraints due to the high volume of
ongoing audit readiness and audit activity, as well as other
primary job responsibilities. Such constraints may lead to
commands not being able to support audit readiness activities in
the timeframe required. The Navy is working with its commands
and budget offices to ensure adequate resources are available to
support audit readiness and audit activities.

NAVY GENERAL FUND AUDIT
READINESS CRITICAL CAPABILITIES

Navy is focused on high-risk areas and critical capabilities identified
by the Department. The critical capabilities include:

e Universe of Transactions

e Fund Balance with Treasury

e Journal Vouchers

e Existence, Completeness, and Rights and Obligations of Assets

e Valuation of Assets

e Environmental and Disposal Liabilities

e IT Controls

Figure I11-3 provides the Navy General Fund completion dates for
each critical capability. Following Figure 111-3 are charts for each
critical capability, except IT Controls, containing the dates for
achieving the capability, accomplishments, and challenges.

Information on IT Controls and systems material to audit begins on
page 111-49.
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Figure IlI-3. Navy General Fund Audit Readiness Critical Capabilities (v' = Completed)

Statement of Budgetary Resources 12/2016 12/2016
Universe of Transactions

Balance Sheet 12/2016 12/2016
Fund Balance with Treasury 12/2016 06/2017
Journal Vouchers 09/2017 09/2017

Real Property (including Construction in Progress) 06/2016 06/2016
Existence, Completeness, and General Equipment (including Military Equipment) 03/2017 03/2017
Rights and Obligations of Assets | |nternal Use Software 09/2016 03/2017

Inventory and Related Property 06/2016 06/2016

Real Property (including Construction in Progress) 03/2017 03/2017

General Equipment (including Military Equipment) 03/2017 03/2017
Valuation of Assets

Internal Use Software 03/2017 03/2017

Inventory and Related Property 09/2017 09/2017
Environmental Liabilities (DERP and Non-DERP) 09/2016 12/2016
IT Controls 04/2019 04/2019

* The Navy will conduct concurrent impartial verification and validation to confirm audit readiness.
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Universe of Transactions — Schedule of Budgetary Activity (General Fund)

Critical Capability

Completion

A) Able to produce population of transaction details,

\ I

including sensitive activities, reconciled to each financial
statement line item and accounting systems.

Accomplishments

e Produced a population of transaction details, including sensitive
activities that reconcile to the FY 2015 SBA for each quarter of
the fiscal year.

o Reconciled data from all four Navy General Fund accounting
systems for beginning FY 2015 lines of accounting.

o Developed detailed audit response procedures designed to
support tests of financial reporting objectives and tests of
supporting documentation.

Challenges
e None

Critical Capability

Completion

B) Able to reconcile population of transaction details to 12/2016
feeder, source, and originating systems.
Interim Milestones
Execute interface control agreement or memorandum of v
agreement.
Define requirements for data reconciliations. 06/2016
Develop data reconciliations. 09/2016
Achieve ability to complete interface reconciliations

12/2016
monthly.

Accomplishments

The ASN(FM&C) issued a memorandum, “System Owner
Compliance with Interface Reconciliations,” directing stakeholders
to comply with reconciliation requirements.

Collected stakeholder plans to comply with the ASN(FM&C)
memorandum.

Challenges

Determining the year of origination for no-year funding based on
incomplete data elements necessary to identify the year of funding.

Developing reconciliations of transaction details back to source
systems is difficult due to the complex systems environment of
four general ledger systems and numerous feeder systems.

Many systems require changes that may not be in place when the
Navy asserts its full financial statements in FY 2017.
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Universe of Transactions — Statement of Budgetary Resources (General Fund)

Critical Capability Completion

A) Able to produce population of transaction and

beginning balance details, including sensitive activities,
. i k . 12/2016

reconciled to each financial statement line item and

accounting systems.

Interim Milestones

Develop population data requirements request. v

Accomplishments

e Produced population of transaction details, including sensitive
activities that reconcile to the FY 2015 SBA for each quarter of
the fiscal year.

o Reconciled data from all four Navy General Fund accounting
systems for beginning FY 2015 lines of accounting.

o Developed detailed audit response procedures designed to
support tests of financial reporting objectives and tests of
supporting documentation.

Challenges

e Transactions for lines of accounting with beginning fiscal years
prior to 2015 or for multi- or no-year appropriations due to
incomplete data elements necessary to identify the year of
funding and data availability.

e Transaction data retention periods are not the same for all
systems.

e For some systems, transactions are posted at the summary level,
and detailed information is difficult to reconcile to the summary-
level postings.

Critical Capability

B) Able to reconcile population of transaction and
beginning balance details to feeder/source/originating 12/2016
systems.
Interim Milestones
Execute interface control agreement or memorandum of v
agreement.
Define requirements for data reconciliations. 06/2016
Develop data reconciliations. 09/2016
Achieve ability to complete interface reconciliations

12/2016
monthly.

Accomplishments

The ASN(FM&C) issued a memorandum, “System Owner
Compliance with Interface Reconciliations,” directing stakeholders
to comply with reconciliation requirements.

Collected stakeholder plans to comply with the ASN(FM&C)
memorandum.

Challenges

Determining the year of origination for no-year funding based on
incomplete data elements necessary to identify the year of funding.

Developing reconciliations of transaction details back to source
systems is difficult due to the complex systems environment of
four general ledger systems and numerous feeder systems

Many systems require changes that may not be in place when the
Navy asserts its financial statements in FY 2017.
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Universe of Transactions — Balance Sheet (General Fund)

Critical Capability Completion

A) Able to produce population of transaction and
beginning balance details, including sensitive activities,
reconciled to each financial statement line item and
accounting systems.

12/2016

Interim Milestones

Identify line item beginning balances. 06/2016

Accomplishments

Produced population of transaction details, including sensitive
activities that reconcile to the FY 2015 adjusted trial balance for
each quarter of the fiscal year.

Reconciled data from all four Navy General Fund accounting
systems for beginning FY 2015 lines of accounting.

Developed detailed audit response procedures designed to
support tests of financial reporting objectives and tests of
supporting documentation.

Challenges

Transactions for lines of accounting with beginning fiscal years
prior to 2015 or for multi- or no-year appropriations due to
incomplete data elements necessary to identify the year of
funding and data availability.

Transaction data retention periods are not the same for all
systems.

For some systems, transactions are posted at the summary level,
and detail information is difficult to reconcile to the summary-
level postings.

Critical Capability Completion

B) Able to reconcile population of transaction and
beginning balance details to feeder/source/originating 12/2016
systems.

Interim Milestones

Execute interface control agreement or memorandum of

v
agreement.
Define requirements for data reconciliations. 06/2016
Develop data reconciliations. 09/2016
Achieve ability to complete monthly interface
12/2016

reconciliations.

Accomplishments

The ASN(FM&C) issued a memorandum, “System Owner
Compliance with Interface Reconciliations,” directing stakeholders
to comply with reconciliation requirements.

Collected stakeholder plans to comply with the ASN(FM&C)
memorandum.

Challenges

Determining the year of origination for no-year funding based on
incomplete data elements necessary to identify the year of funding.

Developing reconciliations of transaction details back to source
systems is difficult due to the complex systems environment of
four general ledger systems and numerous feeder systems

Many systems require changes that may not be in place when the
Navy asserts its financial statements in FY 2017.
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Fund Balance with Treasury (General Fund)

Critical Capability Critical Capability Completion

A) Process and tools to identify, age, and resolve B) Process and tools to identify, age, and resolve
differences between the general ledgers (proprietary and 12/2016 transactions posted to budget clearing accounts within 09/2016
budgetary) and Treasury (at voucher-level). 60 days (suspense accounts).
Interim Milestones Interim Milestones
Release DCAS systems changes. v Auditors issue suspense account audit report. 06/2016
Update Fund Balance with Treasury recurring 06/2016 Complete and sign service level agreement with DFAS. 06/2016
reconciliations. Implement agreed on service level agreement structures 09/2016
Go live for Navy Fund Balance Tool. 12/2016 and Fund Balance with Treasury DFAS SSAE No. 16.

Accomplishments Accomplishments

e Implemented DCAS SCR for January 2016 business. e Completed an initial evaluation and assessment of DFAS-CL

suspense account reconciliations.
Challenges
o Remediation of overage transactions affects the ability to obtain Challenges
documentation and other support necessary to determine e Remediation of overage transactions affects the ability to obtain
appropriate corrective action. documentation and other support necessary to determine
appropriate corrective action.
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Fund Balance with Treasury (General Fund)

Critical Capability Completion

Critical Capability Completion

C) Process and tools to identify, age, and resolve D) Perform aging analysis and apply reconciliations 12/2016
transactions reported on Treasury's statements of 09/2016 backwards to any years possible.
differences within 30 days. Interim Milestones
Interim Milestones Draft aging analysis for beginning balances. v
Complete and sign service level agreement with DFAS. 06/2016 Implement recommendations from aging analysis. 09/2016
Implement agreed on service level agreement structures 09/2016
and Fund Balance with Treasury DFAS SSAE No. 16. Accomplishments
o Drafted aging analysis for beginning balances.
Accomplishments
o Prepared first draft of a service level agreement. Challenges
e None
Challenges
o Remediation of overage transactions affects the ability to obtain
documentation and other support necessary to determine
appropriate corrective action.
Department of the Navy 111-19 May 2016



FIAR Plan Status Report

Journal Vouchers (General Fund)

Critical Capability ’ Critical Capability Completion

Elimination Entries — Eliminate or support material All Other Journal Vouchers — Eliminate or support

journal vouchers and other adjustments made to material journal vouchers and other adjustments made 09/2016

financial transactions, trial balances, and financial 09/2017 to financial transactions, trial balances, and financial

statements related to intra-component and intra- statements for all other journal vouchers.

departmental elimination entries. Interim Milestones

Interim Milestones Complete manual journal voucher review for v

Identify root causes to documentation deficiencies. v supportability and issue identification.

OSD delivers data standards and GEX translation 06/2016 Implement monitoring and compliance processes for v

capabilities. DDRS journal vouchers.

Develop, implement, and recommend corrective actions 09/2016 Identify root causes for manual DDRS journal vouchers. 06/2016

for supporting documentation. Develop and implement corrective actions. 09/2016

Navy ERP Budget Submitting Office, Department of the

Navy Assistant for Administration, and USMC begin 09/2016 Accomplishments

implementing IPP. e Implemented, in coordination with FMB and DFAS, a PBIS file

Remaining budget submitting offices begin implementing change that W'I_I d_ecrea_se approximately 40 p_ercent of PBIS-

. 09/2017 related reclassification journal vouchers (136 journal vouchers
totaling $8.18 billion based on the FY 2015 population).

Accomplishments

Established a working group to assess issues, requirements, and
recommendations to improve elimination entries.

Began assessing policy, process, and system limitations to
properly support eliminations.

Navy ERP accepted engineering change proposal to receive and
process general terms and conditions data from IPP.

Challenges

Dependencies with external organizations (i.e., other DoD

Reviewed FY 2015 manual DDRS journal vouchers totaling over
$1 billion (492 journal vouchers) for supportability and established
a baseline to support a governance and approval process.

Implemented a monitoring and compliance process for DDRS
journal vouchers (DDRS journal vouchers MOU signed in 12/2015
by FMO, FMB, and DFAS).

Developed monitoring and compliance process for journal
vouchers that includes a quarterly command quality and
compliance review and an FMO independent verification of
command compliance review.

Department of the Navy

111-20

May 2016



FIAR Plan Status Report

organizations and federal agencies) to finalize data standards,

GEX translation and interfaces, and policies and regulations Challenggs . . i
governing IGTs. o Capturing the complexity of the journal voucher universe.

« Auvailable time and resources to revise and deploy training | ¢ ©Obtainingacomplete population of journal vouchers.

programs to align with new policies and processes for IPP « Competing priorities across FMO and DON.
implementation.

e Clearly identifying population of journal vouchers outside of the
IPP scope.

o Systems limitations for both short- and long-term solutions.
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Existence and Completeness — Real Property (General Fund)

Critical Capability

A) Establish an auditable existence and completeness
_ 06/2016
baseline.
Interim Milestones
Complete Phase Il testing. v

Accomplishments

e Completed Round I, Phase I (Acquisition Lifecycle) existence
and completeness sustainment testing and Round Il internal
controls testing.

e Completed Phase Il testing of capital improvements,

Critical Capability Completion

B) Establish an auditable process for go-forward activity. 06/2016
Interim Milestones
Complete Phase Il testing. v

Accomplishments
e Performed a GAAP analysis and risk assessment of the asset life
cycle.

e Updated processes and implemented system enhancements to
incorporate new and updated internal controls.

Construction in Progress), and financial reporting corrective | Challenges
actions. e None
Challenges
e None
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Existence and Completeness — General Equipment (General Fund)

Critical Capability Completion

A) Establish an auditable existence and completeness

. 03/2017
baseline.
Interim Milestones
Initiate financial reporting testing. v
Implement corrective action plans. 06/2016
Implement interim process for Construction in Progress. 09/2016
Validate interim process for Construction in Progress. 12/2016

Accomplishments
o Mapped financial reporting processes and systems.

Challenges
e None

Critical Capability Completion

B) Establish an auditable process for go-forward activity. 03/2017
Interim Milestones

Initiate financial reporting testing. v
Implement corrective action plans. 06/2016
Implement interim process for Construction in Progress. 09/2016
Validate interim process for Construction in Progress. 12/2016

Accomplishments
e Completed internal control testing for Aircraft existence and
completeness.

e Implemented corrective actions for Aircraft existence and
completeness.

Challenges
e Supporting documentation is incomplete and inconsistent.
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Existence and Completeness — Internal Use Software (General Fund)

Critical Capability

A) Establish an auditable existence and completeness

. 09/2016
baseline.
Interim Milestones
Establish DON working group. v
Develop Internal Use Software strategy. v
Identify projects currently under development that need 06/2016
to be capitalized after September 30, 2016.
Accumulate and report software in development. 09/2016

Critical Capability Completion

B) Establish an auditable process for go-forward activity. 09/2016
Interim Milestones
Establish DON working group. v
Develop Internal Use Software strategy. 4
Identify projects currently under development that need 06/2016
to be capitalized after September 30, 2016.
Accumulate and report software in development

L 09/2016
(Construction in Progress).

Accomplishments
o Completed Internal Use Software lifecycle discovery.

e Developed Internal Use Software strategy to validate lifecycle
actions for accountability and financial reporting.

Challenges

o No established process for Internal Use Software Construction in
Progress (Software in Development).

e A complete asset universe has not been identified for Internal
Use Software capital assets.

e A system has not been identified and selected to be the
accountable property system of record for Internal Use Software
assets.

Accomplishments
e Initiated to-be lifecycle development.

o Established a DON Internal Use Software Instruction.

Challenges
e DoD Internal Use Software Instruction not yet released.
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Existence and Completeness — Inventory and Related Property (General Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable existence and completeness 06/2016 B) Establish an auditable process for go-forward activity. 06/2016

baseline. Interim Milestones

Interim Milestones Complete physical inventory for Operating Materials and

Complete physical inventory for Operating Materials and v Supplies testing and identify corrective actions. Y
Supplies testing and identify corrective actions. Complete Operating Materials and Supplies existence v
Complete Operating Materials and Supplies existence v and completeness corrective actions.
and completeness corrective actions.
Accomplishments
Accomplishments e Incorporated a physical inventory process for Uninstalled Aircraft
e Validated that existence and completeness corrective actions are Engines into sustainment activities.

consistent with audit readiness objectives. « Completed Round Il testing on the universe of Operating Materials

Challenges and Supplies.

e Completeness of data in accountable property systems of record Challenges

to support an auditable baseline. e Reporting lags caused by timing of transferring data into

o A comprehensive universe of Operating Materials and Supplies accountable property systems of record.

assets cannot currently be compiled. e Lack of attention to detail resulting in failure to apply basic supply

management procedures.

Department of the Navy 111-25 May 2016



FIAR Plan Status Report

Valuation — Real Property (General Fund)

Critical Capability

Critical Capability

Completion

A) Establish an auditable valuation baseline. 03/2017 B) Establish an auditable process for go-forward activity. 03/2017
Interim Milestones Interim Milestones
Run plant replacement value model for assets placed in 06/2016 Complete operations and maintenance capital v
service prior to FY 2014. improvement testing.
Validate plant replacement value model. 09/2016 Implement operations and maintenance capital 06/2016
Update plant replacement value assets. 12/2016 improvements corrective action plans.
Validate book values. 03/2017 Validate Military Construction valuation. 06/2016

Validate operations and maintenance corrective actions. 12/2016

Accomplishments

Conducted Placed in Service testing and analysis to determine
confidence in system dates to support a deemed cost.

Conducted asset and system data analysis to validate Plant
Replacement Value calculation data elements.

Challenges

Corrective actions must be implemented and tested prior to
implementing alternative valuation methodology.

Reliance on OUSD(C) to confirm auditability of the Plant
Replacement Value valuation model and related data elements.

Using Plant Replacement Value under the alternative valuation
methodology increases the number of capitalized assets,
increasing existence and completeness and valuation testing
requirements.

Accomplishments

Completed Operations and Maintenance Appropriation (Non-
Military Construction Appropriation) capital improvement testing.

Performed sustainment testing of valuation internal controls.

Developed new processes and system enhancements to incorporate
new internal controls environment.

Challenges

Non-Military Construction Appropriation capital improvement
solution requires additional coordination with customers.

Current useful life and capitalization threshold policies are being
evaluated for compliance with GAAP and may need to be updated.
Changes to these data elements may complicate Plant Replacement
Value implementation.
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Valuation — General Equipment (General Fund)

A) Establish an auditable valuation baseline. 09/2016 B) Establish an auditable process for go-forward activity. 03/2017
Interim Milestones Interim Milestones
Establish baseline. v Initiate Construction in Progress automated solution v
Initiate financial reporting testing. v Working Group.
Research for historical value (Aircraft). v Put Construction in Progress methodology in place. 06/2016
Conduct valuation testing of General Equipment. v Test and validate Construction in Progress methodology. 08/2016
Update APSR (Aircraft, Vessels, and other General — Implement interim process for Construction in Progress. 09/2016
Equipment) to capture current baseline values. Determine Government Furnished Equipment go- 09/2016
Verify baseline for all General Equipment assets. 08/2016 forward methodology.
Define Construction in Progress automated requirements 09/2016
Accomplishments from post working group.
o Established baseline for all General Equipment. Achieve interim SFFAS No. 35 compliance. 12/2016

Mapped financial reporting processes and systems.
Established historical values for Aircraft.

Challenges

Lack of existing documentation to support historical cost.
Alternative valuation methodologies must be considered.

Multiple systems use manual reporting processes to report
financial data to DFAS.

Accomplishments

Developed Construction in Progress valuation approach.

Designed engineering change proposals for Navy ERP to capture
Construction in Progress values.

Challenges

Navy ERP does not currently accumulate Construction in Progress
for assets. This deficiency makes it difficult to track accumulated
costs and accurately report Construction in Progress on the
Balance Sheet and the automated solution is complex.

Capital improvements are not captured for all capital assets.
Values and depreciation must be adjusted in multiple accountable
property systems of record to prevent risk of understating balances.
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Valuation — Internal Use Software (General Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable valuation baseline. 03/2017 B) Establish an auditable process for go-forward activity. 03/2017
Interim Milestones Interim Milestones

Establish DON working group. v Establish DON working group. v
Develop Internal Use Software strategy. v Develop Internal Use Software strategy. 4
Identify projects currently under development that need 09/2016 Identify projects currently under development that need 09/2016
to be capitalized after September 30, 2016. to be capitalized after September 30, 2016.

Accumulate and report software in development 12/2016 Accumulate and report in development. 12/2016
(Construction in Progress).

Accomplishments

Accomplishments e Initiated to-be lifecycle development.

» Completed Internal Use Software lifecycle discovery. e Established a DON Internal Use Software Instruction.

e Developed Internal Use Software strategy to validate lifecycle
actions for accountability and financial reporting. Challenges

e DoD Internal Use Software Instruction not yet released.

Challenges

o No established process for Internal Use Software Construction in
Progress (Software in Development).

e A system has not been identified and selected to be the
accountable property system of record for Internal Use Software
assets.
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Valuation — Inventory and Related Property (General Fund)

A) Establish an auditable valuation baseline. 09/2017 B) Establish an auditable process for go-forward activity. 09/2017
Interim Milestones Interim Milestones

Deve-lc?p. national item. identification number to latest 03/2017 Turn on Moving Average Cost functionality. 09/2017
acquisition cost mapping strategy.

Finalize deemed cost approach (latest acquisition cost). 03/2017 Accomp_”_Shments o _ o _

[ —————— ooy | | * Wentified GAAPdeficiencics n existing systems for valuing

Accomplishments

o Identified valuation methodologies for Inventory and Operating
Materials and Supplies accountable property systems of record.

Challenges
e Completeness of existing source data.

e Acquisition cost data availability to accurately calculate Moving
Average Cost.

e Complexity of revaluing all Operating Materials and Supplies on
a given date given the size of the population in existing systems.

e Multiple systems use manual reporting processes to report
financial data to DFAS.

Challenges

e System and process changes required to ensure Inventory and
Related Property is valued using GAAP-compliant methods.
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Environmental and Disposal Liabilities (General Fund)

Critical Capability

A) Establish an auditable process for estimating
(identifying and valuing) and recording environmental 09/2016
and disposal liabilities.

Interim Milestones

Conduct environmental and disposal liabilities stress

) v
testing.
Complete internal validation. 06/2016
Validate estimation methodologies. 09/2016

Accomplishments
o Validated methodologies and assumptions.

o Developed and began to implement corrective actions.
Challenges

e Contingent liabilities rely on complex assumptions that are
subject to intense scrutiny during validation.

e Assumptions and inputs used to calculate liabilities for separate
classes of naval vessels are reliant upon dated source data.

e Process changes must be implemented, which will increase
reliance on the accountable property system of record to establish
the baseline of existence and completeness for reportable
liabilities.
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Working Capital Fund Financial
Statements

Similar to the General Fund, the Navy Working Capital Fund audit
readiness strategy follows a two-phased approach. The first phase of
the approach is to establish and validate the auditability of Working
Capital Fund beginning balances. This is being accomplished by
conducting reviews of material financial statement lines to determine
the Navy’s ability to quickly respond to audit requests.

During the first phase, the Navy will accumulate documentation
necessary to support beginning balances. The Working Capital Fund
has provided supporting documentation to the Navy’s impartial
verification and validation team for material Balance Sheet line
items, and the team is conducting substantive mock audit procedures.
After testing, the team will issue NFRs, and the Navy will develop
and implement corrective actions to address gaps.

The second phase of the audit readiness approach is to design and
perform complimentary sustainment activities to support audits of
Working Capital Fund financial statements. Activities in this phase
include:

e Conducting FIAR activities that document, improve, test, and
correct internal controls, financial processes, and information
systems.

e Ensuring reliable and repeatable processes that accumulate and
report auditable balances.

e Ensuring required IT system reconciliations that link with the
Navy’s transaction universe are in place and being performed
effectively and timely.

The Working Capital Fund has identified the performance of
Beginning Balance build activities as its top audit readiness priority
while concurrently conducting financial statement sustainment
activities.

Figure I11-4 provides a summary of the Navy’s audit readiness plans
for the Working Capital Fund Financial Statements. The remainder
of this section of the report provides detailed information on the
Navy’s audit readiness plans.

Figure lll-4. Navy Working Capital Fund Financial Statements

Post-Validation

Financial Statements Corrective

Actions Complete

Statement of Budgetary

09/2017 10/2017
Resources
Balance Sheet 09/2017 10/2017

Statement of Budgetary Resources

As previously described, the Navy is following a two-phased process
to achieve audit readiness of its Statement of Budgetary Resources
by September 30, 2017. This two-phased process includes testing
and corrective actions to ensure beginning balances are valid and
supportable. This includes the Navy’s ability to produce detailed,
reconcilable transactions that support beginning balances. The two
phases also include sustainment activities and other goals.

Balance Sheet

The Navy will use the impartial verification and validation effort to
build its September 30, 2017, Balance Sheet through the
accumulation of sufficient audit evidence. Audit readiness work on
the Balance Sheet also includes data mining, reconciliations, risk
assessments, business process standardization and documentation
reviews, gap analyses, command questionnaires, walkthroughs,
testing, and reporting of deficiencies. There are 15 lines on the
Working Capital Fund Balance Sheet, and the Navy is focusing on
14 of the lines, with the exception of Cash and Other Monetary
Assets.
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Progress Since the November 2015 FIAR Report

Highlights of Navy progress since the November 2015 FIAR Report
include:

e Implemented a beginning balance validation strategy that is
identifying deficiencies.

e Implemented a sustainment strategy, including testing the
processes and internal controls related for revenue processes.

e Completed Contract and Vendor Pay testing.

o Developed initial corrective actions for the findings from
Contract and Vendor Pay testing.

e Developed an internal control assessment and supporting
documentation matrix for Working Capital Fund processes and
financial statement line items.

e Continued development work to complete a transaction universe
to include beginning balances.

Challenges to Audit Readiness by September 30, 2017

While the Navy has made progress toward audit readiness,
challenges remain:

e Ensuring availability of supporting documentation and
developing a universe of transactions for all financial statements
that includes beginning balances and supporting transactions.

e Completing operational and functional system changes to Navy
ERP and legacy systems before the Navy asserts its full financial
statements in FY 2017. The Navy is addressing the changes most
critical to audit readiness first and mitigating remaining
challenges, as necessary.

e Having enough time to institutionalize and validate corrective
actions prior to September 30, 2017.

NAVY WORKING CAPITAL FUND AUDIT
READINESS CRITICAL CAPABILITIES

Navy is focused on high-risk areas and critical capabilities identified
by the Department. The critical capabilities include:

e Universe of Transactions

e Fund Balance with Treasury

e Journal Vouchers

e Existence, Completeness, and Rights and Obligations of Assets
e Valuation of Assets

e Environmental and Disposal Liabilities

e IT Controls

Figure 111-5 provides the Navy Working Capital Fund completion
dates for each critical capability. Following Figure I11-5 are charts
for each critical capability, except IT Controls, containing the dates
for achieving the capability, accomplishments, and challenges.
Information on IT Controls and systems material to audit begins on
page 111-49.
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Figure llI-5. Navy Working Capital Fund Audit Readiness Critical Capabilities (v = Completed)

Universe of Transactions 06/2016 12/2016
Fund Balance with Treasury 12/2016 06/2017
Journal Vouchers 09/2017 09/2017
Real Property (including Construction in Progress) 06/2016 06/2016
Existence, Completeness, and General Equipment (including Military Equipment) 03/2017 06/2016
Rights and Obligations of Assets | |\torna| Use Software 09/2016 09/2016
Inventory and Related Property v 06/2016
Real Property (including Construction in Progress) 03/2017 03/2017
General Equipment (including Military Equipment) 03/2017 03/2017
Valuation of Assets
Internal Use Software 03/2017 03/2017
Inventory and Related Property 03/2017 03/2017
IT Controls 04/2019 04/2019

* The Navy will conduct concurrent impartial verification and validation to confirm audit readiness.
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Critical Capability

Universe of Transactions — Statement of Budgetary Resources (Working Capital Fund)

A) Able to produce population of transaction details,
including sensitive activities, reconciled to each financial 12/2016
statement line item and accounting system.
Interim Milestones
Define requirements for data reconciliations. 06/2016
Develop data reconciliations. 09/2016
Define requirements for data reconciliations. 12/2016

Critical Capability

Completion

B) Able to reconcile population of transaction details to 12/2016
feeder, source, and originating systems.
Interim Milestones
Define requirements for data reconciliations. 06/2016
Develop data reconciliations. 09/2016
Achieve ability to complete interface reconciliations

12/2016
monthly.

Accomplishments

Reconciled data from four of six Navy Working Capital Fund
accounting systems for FY 2016 transactions.

Challenges

Transactions for lines of accounting for fiscal years prior to
FY 2015 are based on incomplete data elements that are
necessary to identify the year of funding, and the data is not
available.

Transaction data retention periods are not the same for all
systems.

For some systems, transactions are posted at the summary level,
and detailed information is difficult to reconcile to the summary-
level postings.

Accomplishments

The ASN(FM&C) issued a memorandum,
Compliance with Interface Reconciliations,”
to comply with reconciliation requirements.

“System Owner

directing stakeholders

Collected stakeholder plans to comply with the ASN(FM&C)

memorandum.

Challenges

Determining the year of origination for no-year funding based on
incomplete data elements necessary to identify the year of funding.

Developing reconciliations of transaction details back to source
systems is difficult due to the complex systems environment of
four general ledger systems and numerous feeder systems.

Many systems require changes that may not be in place when the
Navy asserts its financial statements in FY 2017.
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Universe of Transactions — Balance Sheet (Working Capital Fund)

Critical Capability

A) Able to produce population of transaction details,
including sensitive activities, reconciled to each financial 12/2016
statement line item and accounting system.
Interim Milestones
Define requirements for data reconciliations. 06/2016
Develop data reconciliations. 09/2016
Define requirements for data reconciliations. 12/2016

Critical Capability

Completion

B) Able to reconcile population of transaction details to 12/2016
feeder, source, and originating systems.
Interim Milestones
Define requirements for data reconciliations. 06/2016
Develop data reconciliations. 09/2016
Achieve ability to complete interface reconciliations

12/2016
monthly.

Accomplishments

Reconciled data from four of six Navy Working Capital Fund
accounting systems for FY 2016 transactions.

Challenges

Transactions for lines of accounting for fiscal years prior to
FY 2015 are based on incomplete data elements that are
necessary to identify the year of funding, and the data is not
available.

Transaction data retention periods are not the same for all
systems.

For some systems, transactions are posted at the summary level,
and detailed information is difficult to reconcile to the summary-
level postings.

Accomplishments

The ASN(FM&C) issued a memorandum, “System Owner
Compliance with Interface Reconciliations,” directing stakeholders
to comply with reconciliation requirements.

Collected stakeholder plans to comply with the ASN(FM&C)
memorandum.

Challenges

Determining the year of origination for no-year funding based on
incomplete data elements necessary to identify the year of funding.

Developing reconciliations of transaction details back to source
systems is difficult due to the complex systems environment of
four general ledger systems and numerous feeder systems

Many systems require changes that may not be in place when the
Navy asserts its financial statements in FY 2017.
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Fund Balance with Treasury (Working Capital Fund)

Critical Capability

Critical Capability Completion

A) Process and tools to identify, age, and resolve B) Process and tools to identify, age, and resolve

differences between the general ledgers (proprietary and 12/2016 transactions posted to budget clearing accounts within 10/2016
budgetary) and Treasury (at voucher-level). 60 days (suspense accounts).

Interim Milestones Interim Milestones

Release DCAS systems changes. v Auditors issue suspense account audit report. 06/2016
Update Fund Balance with Treasury recurring 06/2016 Complete and sign service level agreement with DFAS. 06/2016
reconciliations. Implement agreed on service level agreement structures 10/2016
Go live for Navy Fund Balance Tool. 12/2016 and Fund Balance with Treasury DFAS SSAE No. 16.

Accomplishments
e Implemented DCAS SCR for January 2016 business.

Challenges

o Remediation of overage transactions affects the ability to obtain
documentation and other support necessary to determine
appropriate corrective action.

Accomplishments

e Completed initial evaluation and assessment of DFAS-CL
suspense account reconciliations.

Challenges

o Remediation of overage transactions affects the ability to obtain
documentation and other support necessary to determine
appropriate corrective action.
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Fund Balance with Treasury (Working Capital Fund)

Critical Capability Completion

C) Process and tools to identify, age, and resolve

Balance with Treasury DFAS SSAE No. 16.

transactions reported on Treasury's statements of 9/2016
differences within 30 days.
Interim Milestones
Complete and sign service level agreement with DFAS. 06/2016
Implement service level agreement structures and Fund

09/2016

Accomplishments

Critical Capability Completion

D) Perform aging analysis and apply reconciliations

b;ckwards togangy yea:/s possiblep.p ' 12/2016
Interim Milestones

Draft aging analysis for beginning balances. 4
Implement recommendations from aging analysis. 09/2016

Accomplishments

Drafted aging analysis for beginning balances.

o Prepared first draft of a service level agreement. Challenges
e None
Challenges
o Remediation of overage transactions affects the ability to obtain
documentation and other support necessary to determine
appropriate corrective action.
Department of the Navy 11-37 May 2016



FIAR Plan Status Report

Journal Vouchers (Working Capital Fund)

Critical Capability ’ Critical Capability Completion
Elimination Entries — Eliminate or support material All Other Journal Vouchers — Eliminate or support

journal vouchers and other adjustments made to material journal vouchers and other adjustments made 09/2016
financial transactions, trial balances, and financial 09/2017 to financial transactions, trial balances, and financial

statements related to intra-component and intra- statements for all other journal vouchers.

departmental elimination entries. Interim Milestones

Interim Milestones Complete manual journal voucher review for v
Identify root causes to documentation deficiencies. v supportability and issue identification.

OSD delivers data standards and GEX translation 06/2016 Implement monitoring and compliance processes for v
capabilities. DDRS journal vouchers.

Develop, implement, and recommend corrective actions 09/2016 Identify root causes for manual DDRS journal vouchers. 06/2016

for supporting documentation. Develop and implement corrective actions. 09/2016
Navy ERP Budget Submitting Office, Department of the

Navy Assistant for Administration, and USMC begin 09/2016 Accomplishments

implementing IPP. e Reviewed FY 2015 manual DDRS journal vouchers for over
Remaining budget submitting offices begin implementing $1 bl!llon (34 Journ_al vouchers) for supportability and established
. 09/2017 baseline to support journal voucher governance and approval.

Accomplishments

Established a working group to assess issues, requirements, and
recommendations to improve elimination entries.

Began assessing of policy, process, and system limitations to
properly support eliminations.

Navy ERP accepted an engineering change proposal to receive
and process general terms and conditions data from IPP.

Challenges

Dependencies with external organizations (i.e., other DoD

Implemented a monitoring and compliance process for DDRS

journal vouchers.

Developed monitoring and compliance process
vouchers that includes a quarterly command

command compliance review.

Challenges
Capturing the complexity of the universe of journal vouchers.

Obtaining a complete population of journal vouchers.

for journal
quality and
compliance review and an FMO independent verification of
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organizations and federal agencies) to finalize data standards, e Competing audit readiness priorities across the FMO and DON.
GEX translation and interfaces, and policies and regulations
governing intragovernmental transactions.

e Auvailable time and resources to revise and deploy training
programs to align with new policies and processes for IPP
implementation.

e Clearly identifying population of journal vouchers outside of the
IPP scope.

o Systems limitations for both short- and long-term solutions.
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Existence and Completeness — Real Property (Working Capital Fund)

Critical Capability

A) Establish an auditable existence and completeness
_ 06/2016
baseline.
Interim Milestones
Complete Phase Il testing. v

Accomplishments

e Completed Round I, Phase I (Acquisition Lifecycle) existence
and completeness sustainment testing and Round Il internal
controls testing.

B) Establish an auditable process for go-forward activity. 06/2016

Critical Capability Completion

Interim Milestones

Complete Phase Il testing. v

Accomplishments

Performed GAAP analysis and risk assessment of the asset life
cycle.

Updated processes and implemented system enhancements to
incorporate new and updated internal controls.

e Completed Phase Il testing for capital improvements,
Construction in Progress, and financial reporting corrective | Challenges
actions. e None
Challenges
e None
Department of the Navy 111-40 May 2016



FIAR Plan Status Report

Existence and Completeness — General Equipment (Working Capital Fund)

Critical Capability Completion

A) Establish an auditable existence and completeness

baseline. 03/2017
Interim Milestones

Initiate financial reporting testing. v
Implement corrective action plans. 06/2016

Accomplishments

e Mapped financial reporting processes and systems.

Challenges
e None

Critical Capability Completion
B) Establish an auditable process for go-forward activity. 03/2017
Interim Milestones

Initiate financial reporting testing. v
Implement corrective action plans. 06/2016

Accomplishments

None

Challenges

None
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Existence and Completeness — Internal Use Software (Working Capital Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable existence and completeness 09/2016 B) Establish an auditable process for go-forward activity. 09/2016
baseline. Interim Milestones

Interim Milestones Establish DON working group. v
Establish DON working group. v Develop Internal Use Software strategy. v

Develop Internal Use Software strategy. v Identify projects currently under development that need

06/2016
Identify projects currently under development that need 06/2016 to be capitalized after September 30, 2016. /
to be capitalized after September 30, 2016. Accumulate and report software in development. 09/2016
Accumulate and report software in development. 09/2016
Accomplishments
Accomplishments e Initiated to-be lifecycle development.
e Established a DON working group to validate stakeholders and «  Established a DON Internal Use Software Instruction
processes for Internal Use Software.
« Identified strategy to validate lifecycle actions for accountability | Challenges
and financial reporting. e DoD Internal Use Software Instruction not yet released.

Challenges

e No established process for Internal Use Software Construction in
Progress (Software in Development).

e A complete asset universe has not been identified for Internal
Use Software capital assets.

e A system has not been identified or selected to be the
accountable property system of record for Internal Use Software
assets.
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Existence and Completeness — Inventory and Related Property (Working Capital Fund)

Critical Capability Completion

Critical Capability Completion
A) Establish an auditable existence and completeness
baseline.

v B) Establish an auditable process for go-forward activity. 4

Accomplishments

Accomplishments o Implemented a process for Navy ERP to create an asset listing to
o Asserted Inventory existence and completeness in 09/2014. support quarterly balances.

Challenges Challenges

e DLA maintains a large portion of Navy Inventory and is e None
undergoing an SSAE No. 16 examination that may not be
completed before 09/2016.
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Valuation — Real Property (Working Capital Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable valuation baseline. 03/2017 B) Establish an auditable process for go-forward activity. 03/2017
Interim Milestones Interim Milestones
Run plant replacement value model for assets placed in 06/2016 Complete operations and maintenance capital v
service prior to FY 2014. improvement testing.
Validate plant replacement value model. 09/2016 Implement operations and maintenance capital 06/2016
Update plant replacement value assets. 12/2016 improvements corrective action plans.
Validate book values. 03/2017 Validate Military Construction valuation. 06/2016

Validate operations and maintenance corrective action
. 12/2016
Accomplishments plans.

Conducted Placed in Service testing and analysis to determine
confidence in system dates to support a deemed cost.

Conducted asset and system data analysis to validate Plant
Replacement Value calculation data elements.

Challenges

Corrective actions must be implemented and tested prior to
implementing alternative valuation methodology.

Reliance on OUSD(C) to confirm auditability of the Plant
Replacement Value valuation model and related data elements.

Using Plant Replacement Value under the alternative valuation
methodology increases the number of capitalized assets,
increasing existence and completeness and valuation testing
requirements.

Accomplishments

Performed sustainment testing of valuation internal controls

Developed new processes and system enhancements to incorporate
new internal controls environment.

Challenges

Non-Military Construction capital improvement solution requires
additional coordination.

Useful-life and capitalization threshold policies are being
evaluated for compliance with GAAP and may need to be updated.
Changes to these data elements may complicate Plant Replacement
Value implementation.
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Valuation — General Equipment (Working Capital Fund)

Critical Capability Completion
A) Establish an auditable valuation baseline. 09/2016 B) Establish an auditable process for go-forward activity. 03/2017
Interim Milestones Interim Milestones
Establish baseline. v Determine Government Furnished Equipment go- 09/2016
Initiate financial reporting testing. v forward methodology.

Verify baseline for all General Equipment assets. 09/2016 Achieve SFFAS No. 6 compliance. 12/2016

Accomplishments
o Established baseline for all General Equipment.

o Mapped financial reporting processes and systems.

Challenges
o Lack of existing documentation to support historical cost.

o Alternative valuation methodologies must be considered.

e Multiple systems using manual reporting processes to report
financial data to DFAS.

Accomplishments
e None

Challenges

e  Capital improvements are not currently captured for all capital
assets. Values and depreciation must be adjusted in multiple
accountable property systems of record to prevent risk of
understating asset balances.
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Valuation — Internal Use Software (Working Capital Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable valuation baseline. 03/2017 B) Establish an auditable process for go-forward activity. 03/2017
Interim Milestones Interim Milestones
Establish DON working group. v Establish DON working group. v
Develop Internal Use Software strategy. v Develop Internal Use Software strategy. 4
Identify p.rojf.ects currently under development that need 09/2016 Identify p'rojfects currently under development that need 09/2016
to be capitalized after September 30, 2016. to be capitalized after September 30, 2016.
Accumulate and report software in development. 12/2016 Accumulate and report software in development. 12/2016
Accomplishments Accomplishments
e Completed Internal Use Software lifecycle discovery. o Initiated to-be lifecycle development.

o Developed Internal Use Software strategy to validate lifecycle o Established a DON Internal Use Software Instruction.
actions for accountability and financial reporting.
Challenges

Challenges o DoD Internal Use Software Instruction not yet released.
e No established process for Internal Use Software Construction in
Progress (Software in Development).

e A system has not yet been identified or selected to be the
accountable property system of record for Internal Use Software
assets.
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Valuation — Inventory and Related Property (Working Capital Fund)

Critical Capability Completion Critical Capability Completion
A) Establish an auditable valuation baseline. v B) Establish an auditable process for go-forward activity. 03/2017
) Interim Milestones
Accomplishments
. . . Develop corrective action plans. 07/2016
e Mapped financial reporting processes and systems.
. . . . . . Implement corrective action plans. 12/2016
o Designed engineering change proposals to correct deficiencies
within Navy ERP data extractions. Validate moving average cost calculation. 03/2017

Challenges
e None

Accomplishments
e Mapped financial reporting processes and systems.

o Designed engineering change proposals to correct identified
deficiencies within Navy ERP data extractions.

Challenges

e Lack of accounting and financial reporting standard operating
procedures.

e Reporting approach for performance-based logistics contracts
accrued expenses.

e Multiple systems refine  valuation

methodology.

changes required to
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IT Systems Critical to Audit

The Navy IT systems environment includes numerous legacy
systems supporting business operations across multiple Budget
Submitting Offices and Echelon 1l Commands. Navy efforts to
ensure audit readiness for financial systems include both short- and
long-term approaches.

The Navy is continuing to consolidate data center operations to
reduce IT control assessment requirements at the database and
operating-system levels. Simultaneously, the DON continues to find
opportunities to reduce the number of legacy systems to consolidate
application controls. To achieve this goal, the DON oversees the
initiation, reduction, consolidation, migration, and retirement of IT
systems impacting audit readiness. The DON has created a financial
information system working group to involve stakeholders in the
decision process and ensure cooperation and collaboration between
IT and financial management.

Since 2012, the Navy has worked aggressively to identify control
deficiencies across all material financial systems. The goal is to
employ a risk-based approach to immediately assess the audit
readiness of key systems and develop corrective action plans to
remediate control deficiencies. Outside assessment teams led by
experienced IT audit professionals assessed critical IT general and
application-level controls. The teams identified 696 IT control
deficiencies across the 32 systems identified as critical; 276 (40
percent) have been remediated and closed. 80 percent have been
remediated but not yet closed; and the Navy projects 95 percent
completion by September 30, 2016.

Additionally, the DON has instituted efforts to synchronize the
transition from DIACAP to the risk management framework with
audit readiness goals. To accomplish this goal, the DON CIO and
ASN(FM&C) jointly developed enterprise IT control standards
covering all 18 control families (National Institute of Standards and
Technology Special Publication 800-53). These IT control
supplemental guidance publications outline for system owners a set
of standards for effective IT control activities for financially-relevant
systems and provide the overall framework for designing,
implementing, and operating effective systems controls. This
initiative focuses on critical IT controls that system owners need to
implement to sufficiently mitigate risks in their operating
environments and satisfy audit requirements identified in the
FY 2015 SBA IT NFRs. In addition, the Navy is implementing a
monitoring program to provide oversight of this process and ensure
an audit-ready IT control environment.

IT Systems Status

Immediately following are critical capabilities charts for IT Controls
containing the dates for achieving the capability, accomplishments,
and challenges. Figure V-6 presents more information on the status
of systems material to Navy audit readiness.
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General Fund

Information Technology

Working Capital Fund

Critical Capability Completion Critical Capability Completion
A) Implement critical information technology general and A) Implement critical information technology general and
application controls for material, financially- relevant 04/2019 application controls for material, financially- relevant 04/2019
systems. systems.
Interim Milestones Interim Milestones
Deliver 100% of deal breaker documentation for all Deliver 100% of deal breaker documentation for all
material, financially- relevant General Fund and Working v material, financially- relevant General Fund and Working v
Capital Fund systems. Capital Fund systems.
Implement critical IT general and application-level Implement critical IT general and application-level
controls across the IT portfolio culminating in 2019 with 04/2019 controls across the IT portfolio culminating in 2019 with 04/2019
complete implementation of the risk management complete implementation of the risk management
framework: framework:
Implement corrective actions for 50% of the FY 2015 Implement corrective actions for 50% of the FY 2015
SBA IT NFRs. 06/2016 SBA IT NFRs. 06/2016
Implement corrective actions for 75% of the FY 2015 Implement corrective actions for 75% of the FY 2015
SBA IT NFRs. 12/2016 SBA IT NFRs. 12/2016
Implement corrective actions for 85% of the FY 2015 Implement corrective actions for 85% of the FY 2015
SBA IT NFRs. 05/2017 SBA IT NFRs. 05/2017
Implement corrective actions for 95% of the FY 2015 Implement corrective actions for 95% of the FY 2015
SBA IT NFRs. 06/2018 SBA IT NFRs. 06/2018
Implement corrective actions for 100% of the Implement corrective actions for 100% of the
FY 2015 SBA IT NFRs. 04/2019 FY 2015 SBA IT NFRs. 04/2013

Accomplishments

e Identified 29 material, financially-relevant systems key to the
Statement of Budgetary Resources and mission-critical assets
existence and completeness for the General Fund. (Note: 6 of
these systems are used by the Working Capital Fund).

Accomplishments

e Identified 8 material, financially-relevant systems key to the
Statement of Budgetary Resources and mission-critical assets
existence and completeness for the Working Capital Fund. (Note:
6 of these systems are also relevant to General Fund).
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Identified 696 total corrective actions for all material, financially-
relevant systems for Working Capital Fund, General Fund, or
both. 675 of these corrective actions apply to General Fund
systems.

Remediated and closed 275 of 675 General Fund corrective
actions for General Fund systems.

Delivered 100 percent of the FIAR Guidance deal breakers to the
OUSD(C) for all Working Capital Fund and General Fund
systems.

Developed DON enterprise IT controls standards covering all 18
control families (National Institute of Standards and Technology
Special Publication 800-53).

Developed a monitoring strategy to sustain IT control
improvements and synchronize future efforts with the transition
from DIACAP to the risk management framework.

Challenges

Identifying resources to support the identification of IT control
deficiencies and implement corrective actions for a large number
of legacy systems.

Educating and training the IT system program management
workforce on the FISCAM control standard methodology.

Identified 696 corrective actions for all material, financially-
relevant systems for Working Capital Fund, General Fund, or both.
232 of the corrective actions apply to Working Capital Fund
systems.

Remediated and closed 80 of 232 Working Capital Fund corrective
actions for financially-relevant Working Capital Fund systems.

Delivered 100 percent of the OUSD(C) deal breakers to OUSD(C)
for all Working Capital Fund and General Fund systems.

Developed DON enterprise IT controls standards covering all 18
control families (National Institute of Standards and Technology
Special Publication 800-53).

Developed a monitoring strategy to sustain IT control
improvements and synchronize future efforts with the transition
from DIACAP to the risk management framework.

Challenges

Identifying resources to support the identification of IT control
deficiencies and implement corrective actions for a large number
of legacy systems.

Educating and training the IT system program management
workforce on the FISCAM control standard methodology.
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Figure IlI-6. Systems Material to Navy Audit Readiness (v = Completed)

Information Technology General and Application-Level Controls

i . o e D t t of th
Hos.tlng. System Owner Hosting Organization epartment of the
Organization \E\Y

Assessable Unit

Statement of Budgetary Resources — Department of the Navy Systems

CFMS-CNIC

Contract Vendor Pay; Financial Statement
Compilation and Reporting; Funds Receipt
and Disbursement; Financial Statement
Compilation and Reporting; Military
Standard Requisition Issue Procedure;
Reimbursable Work Orders

Navy

Navy

CFMS-FFC

Financial Statement Compilation and
Reporting; Funds Receipt and Disbursement;
Military Standard Requisition Issue
Procedure; Reimbursable Work Orders

Navy

Navy

CFMS-PACFLT

Funds Receipt and Disbursement; Military
Standard Requisition Issue Procedure;
Reimbursable Work Orders; Transportation
of People

Navy

Navy

v 12/2016

12/2016

12/2016

CIRCUITS

Contract Vendor Pay

Navy

Navy

FASTDATA

Contract Vendor Pay; Financial Statement
Compilation and Reporting; Funds Receipt
and Disbursement; Military Standard
Requisition Issue Procedure; Reimbursable
Work Orders

Navy

Navy

FIS2.0

Contract Vendor Pay; Financial Statement
Compilation and Reporting; Funds Receipt
and Disbursement; Reimbursable Work
Orders

Navy

DISA

v 09/2016

09/2016

FMS-NG

Civilian Pay; Contract Vendor Pay; Fund
Balance with Treasury; Funds Receipt and
Disbursement; Financial Statement
Compilation and Reporting; Military
Standard Requisition Issue Procedure;
Reimbursable Work Orders

Navy

Navy
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Information Technology General and Application-Level Controls

Assessable Unit I System Owner Hosting Organization LRI GE
Organization \EYY
v v

Fund Balance with Treasury; Funds Receipt
’ v
IMPS and Disbursement; Transportation of People Navy Navy 12/2016 12/2016 12/2016
MAJIC Military Pay Navy Navy v 4 4 4 v v
Civilian Pay; Contract Vendor Pay; Fund
Balance with Treasury; Financial Statement
Compilation and Reporting; Funds Receipt
Navy ERP and Disbursement; Military Standard Navy Navy v 12/2017 v v v 12/2017
Requisition Issue Procedure; Reimbursable
Work Orders; Transportation of Things;
Transportation of People
NES Military Pay Navy DISA v v v v v v
NROWS Transportation of People Navy Navy 4 08/2016 v v v 08/2016
NSIPS Military Pay Navy Navy 4 v v v 4 4
OPINS Military Pay Navy DISA v v v v v v
Fund Balance with Treasury; Funds Receipt
PBIS and Disbursement; Financial Statement Navy Navy v 4 4 4 4 4
Compilation and Reporting
RHS Military Pay Navy Navy v v 4 v v v
RIMS-FM Military Pay Navy Navy v v v v v v
RSUPPLY Military Standard Requisition Issue Navy Navy v 12/2016 v v v 12/2016
Procedure
SEAPORT Contract Vendor Pay Navy Navy v v v v v v
SLDCADA Civilian Pay Navy DISA 4 06/2016 v v v 06/2016
sps™? Contract Vendor Pay Navy Navy v v v v v v
SYMIS-COST
v v v v v v
(COST MF) 4 Contract Vendor Pay Navy Navy
Mission-Critical Assets Existence and Completeness — Department of the Navy Systems
CMLS Gener.al Equment;.lnventory; Operating Navy Navy v v v v6 v v
Materials and Supplies
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Information Technology General and Application-Level Controls

Assessable Unit I System Owner Hosting Organization LRI GE
Organization \EYY
v v

DECKPLATE Opgratlng Materials and Supplies; General Navy Navy 09/2016 v v 09/2016
Equipment
EXMIS General Equipment; Operating Materials and NE NE v 09/2016 v v v 09/2016
Supplies
FIS 2.0 Real Property; Construction in Progress Navy DISA 4 09/2016 v v v 09/2016
General Equipment; Real Property;
IMP ! ! N DISA v 12/201 v 12/201 v 12/201
> Operating Materials and Supplies avy > PG PG /A
INFADS Real Property; Construction in Progress Navy Navy 4 06/2016 v v v 06/2016
MATMF Operating Materials and Supplies Navy Navy v 09/2016 v 09/2016 v 09/2016
MAXIMO General Equipment Navy Navy v 06/2016 v v v 06/2016
General Equipment; Inventory; Operating
v v v v
Navy ERP Materials and Supplies; Real Property Navy Navy 1ty 130ty
oIS Operating Materials and Supplies Navy DISA 4 06/2016 4 4 4 06/2016
RSUPPLY Inventory; Operating Materials and Supplies Navy Navy 4 12/2016 v v 4 12/2016
SEMS-SERMIS | General Equipment Navy Navy v 12/2016 4 v 4 12/2016
SWALIS General Equipment Navy Navy v 09/2016 v 09/2016 v 09/2016
Statement of Budgetary Resources — Service Provider Systems (SSAE No. 16 Examinations)
Civilian Pay; Contract Vendor Pay; Military
ADS Pay; Permanent Change of Station; DEAS DISA v v v v 09/2017 09/2017
Reimbursable Work Orders; Transportation
of People; Transportation of Things
BAM Contract and Vendor Pay Improper
(Insourcing) Payments for: One Pay; CAPSW; IAPS; EBS & DFAS DFAS v 4 4 4 09/2017 09/2017
€ MOCAS; Reimbursable Work Orders
BEIS: DDRS- Fund Balance with Treasury; Financial
0 v v v v
AFS? Statement Compilation and Reporting DFAS DISA Teivly Teivly
Fund Balance with Treasury; Funds Receipt
BEIS: DDRS-B? and Disbursement; Financial Statement DFAS DISA v v v v 09/2017 09/2017
Compilation and Reporting
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Information Technology General and Application-Level Controls

Assessable Unit I System Owner Hosting Organization LRI GE
Organization \EYY
v v

BEIS:ZDDRS- Flnanu_al Statement Compilation and DEAS DISA v v 09/2017 09/2017
DCM Reporting
DAAS/GEX Contractu_all Services and Acquisition of DLA DLA v v v v TBD TBD

Assets; Military Pay
DCPDS Civilian Pay DCPAS Commercial v v v v TBD TBD

Vendor

DCPS Civilian Payf Financial Statement Compilation DEAS DISA v v v v 09/2017 09/2017

and Reporting
DJMS-AC Military Pay DFAS DISA v v v v 09/2017 09/2017
DJMS-RC Military Pay DFAS DISA v v v v 09/2017 09/2017
DMO (Web) Military Pay DFAS DISA v v v v 09/2017 09/2017
DSS Transportation of Things DLA DISA v v v v 09/2017 09/2017
DTS Transportation of People DMDC C°\Z':§;°r'a' v v v v 09/2017 | 09/2017
EAS Contractual Services & Acquisition of Assets DFAS DISA v 4 4 4 09/2017 09/2017
eTOOLS Contractual Services & Acquisition of Assets: DCMA DCMA v v v v 09/2017 09/2017
EUD

i isiti v v v v

(APVM/PPVM) Contractual Services & Acquisition of Assets DFAS DISA 09/2017 09/2017
GEX Contract Vendor Pay; Transportation of DLA DLA v v v v 09/2017 09/2017

People
iRAPT Co.ntract Vendor Pay; Transportation of DLA DISA v v v v v v

Things

DCMA v 4 4 4 09/2017 09/2017
MOCAS Contractual Services& Acquisition of Assets DISA
DFAS v v v v 09/2017 09/2017

SCRT ic:srlet:sactual Services and Acquisition of DEAS DISA v v v v 09/2017 09/2017
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Information Technology General and Application-Level Controls

Assessable Unit I System Owner Hosting Organization LRI GE
Organization \EYY

Statement of Budgetary Resources — Service Provider Systems (Non-SSAE No. 16 Examinations)

Contract and Vendor Pay Improper
BAM Payments for: One Pay; CAPSW; IAPS; EBS & DFAS DFAS v v v v 09/2017 09/2017
MOCAS; Balance Sheet

Civilian Pay; Contract Vendor Pay; Fund
Balance with Treasury; Financial Statement
Compilation and Reporting; Military Pay;
Military Standard Requisition Issue

: v v v v v
BEIS: DCAS Procedure; Permanent Change of Station; DFAS DISA 07/2016
Reimbursable Work Orders; Transportation
of People; Transportation of Things; Balance
Sheet
DOD EMALL Military Standard Requisition Issue DLA DISA v v v v 09/2017 09/2017

Procedure

Command Close and Adjustments; Contract
and Vendor Pay; Funds Receipt and
Disbursement; Financial Statement
Compilation and Reporting; Fund Balance
DWAS with Treasury; Military Standard DFAS DISA v 4 4 4 09/2017 09/2017
Requisitioning Issue Procedures;
Reimbursable Work Orders; and
Transportation of People and Transportation

of Things

EBS Military Standard Requisition Issue DLA DISA v v v v 09/2017 09/2017
Procedure

EDA Contract Vendor Pay DLA DISA v 4 4 4 09/2017 09/2017

EMD Military Standard Requisition Issue DLA DISA v v v v 09/2017 09/2017
Procedure

GAFS-DTS Transportation of People; Balance Sheet DFAS DISA v v v v 09/2017 09/2017

Military Standard Requisition Issue
One Pay Procedure; Permanent Change of Station; DFAS DISA v v v v 09/2017 09/2017
Transportation of People; Transportation of
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Assessable Unit

Things; Balance Sheet

Hosting

Organization

Information Technology General and Application-Level Controls

Civilian Pay; Contract Vendor Pay; Fund
Balance with Treasury; Funds Receipt and
Disbursement; Financial Statement
Compilation and Reporting; Military

- v v
STARS-FL Standard Requisition Issue Procedure; DFAS DISA 05/2017 05/2017
Military Pay; Permanent Change of Station;
Reimbursable Work Orders; Transportation
of People; Transportation of Things
Civilian Pay; Contract Vendor Pay; Fund
Balance with Treasury; Funds Receipt and
Disbursement; Financial Statement
- Z v v
STARS-HCM Gompilationiand Reporting- MILSTRIP: DFAS DISA 09/2017 09/2017
Reimbursable Work Orders; Transportation
of People
STORES Military Standard Requisition Issue DLA DISA v v 09/2017 09/2017
Procedure
VISTA Military Standard ReqU|5|t|or.1 Issue DEAS DISA v v 09/2017 09/2017
Procedure; Funds Balance with Treasury
Mission-Critical Assets Existence and Completeness — Service Provider Systems (SSAE No. 16 Examinations)
DAAS/GEX Generél Eqmpment;.lnventory; Operating DLA DLA v v 09/2017 09/2017
Materials and Supplies
DPAS Military Equipment; General Equipment AT&L DISA 4 v 09/2017 09/2017
DSS Inventory; Operating Materials and Supplies DLA DISA v v 09/2017 09/2017
Mission-Critical Assets Existence and Completeness — Service Provider Systems (Non-SSAE No. 16 Examinations)
Contractual Services and Acquisition of
v v
LMP Assets; Reimbursable Work Orders - Army Army Army ne L
1SPSis a DLA system used independently by Navy Commands.
> DDRS System owned by DLA; audit readiness owned by DFAS.
3 SPS has 5 user instances in scope: SPS NAVAIR, SPS NAVFAC, SPS NAVSEA, SPS SPAWAR, and SPS NAVSUP. Data center and DITPR ID listed are for SPS NAVSEA.
* SYMIS COST has 4 material instances at Naval Shipyards in Hawaii, Maine, Virginia, and Washington.
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NAVY AUDIT READINESS RESOURCES

Despite challenging budget times, substantial resources have been
programmed to support achieving auditable financial statements. The
audit readiness activities funded by the amounts in Figure 1l1-7
include:

Audit Readiness, Validations, and Audits

e Completing evaluation, discovery, and corrective actions of the

commands and their service providers (e.g., DFAS).

Testing or verifying audit readiness after completing corrective
actions and preparing management assertions.

Supporting audit infrastructure to sustain audit readiness and
support IPA audits, including tools and data repositories.

Figure I11-7. Navy Audit Readiness Resources (Dollars in Millions)

Financial Systems

e Designing, developing, and deploying audit-ready compliant
systems as well as cost-effective changes to legacy systems that

will be part of the systems environment.

Converting and validating data, implementing and testing
controls, and documenting systems and processes.

Because ERPs are being deployed to modernize functional as well as
financial processes, ERP system deployment costs are not included
in audit readiness resources. ERP costs are reported in Section VII,
Enterprise Resource Planning Systems. Additionally, changes and
improvements to functional and financial processes are continually
being made for operational efficiencies and improving controls. The
Department has not attempted to capture the costs of process changes
made solely for audit readiness, and therefore, resources reported
below may not fully capture process improvement costs.

Audit Readiness, Validations, and Audits

Financial Systems 65 61 61 55 51 50
Total Resources 198 225 231 221 211 205
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U.S. Marine Corps (USMC)
Audit Readiness

The Marine Corps continues to plan for an audit of all four financial
statements and the required notes and disclosures in FY 2017.
Although aggressive, the Marine Corps continues to make progress
to meet this goal and has identified the tasks and milestones that
must be accomplished prior to October 1, 2016, and sustained while
under audit and in subsequent years.

The Marine Corps audit readiness approach follows the FIAR
Guidance for incrementally achieving audit readiness. Financial
managers continue to reconcile proprietary and budgetary accounts
and transaction universes across the General Fund financial
statements, and identify and remediate gaps in required notes,
disclosures, and supplementary information in preparation for audit.

A Marine Corps MV-22 Osprey tiltrotor aircraft hovers over the desert before
departing from Marine Corps Air Ground Combat Center Twenty-nine Palms, Calif.,
Feb. 15, 2016, for an Integrated Training Exercise 2-16 training mission. (Air Force
photo by Tech. Sgt. Efren Lopez)

The General Fund financial statements and notes are prepared by
DFAS, but require assessment, corrective action, and validation by
the Marine Corps prior to going under audit.

The Marine Corps financial statement effort does not include
Working Capital Fund activities. These activities are reported within
the DON Working Capital Fund financial statements. When the
Navy reaches full financial statement auditability, the Marine Corps
General Fund financial statements will be combined with the Navy
General Fund financial statements and will be audited as part of the
DON financial statements.

The Marine Corps is engaged in significant work across the
organization to prepare for the FY 2017 financial statement audit.
The Marine Corps developed a prioritized, risk-based approach to
achieve audit success under this aggressive timeline. The Marine
Corps is focused on producing fully reconciled financial statements
and disclosures that will be presented fairly and free from material
error. Applying lessons learned from multiple years of SBA and SBR
audits, the Marine Corps recognizes the importance of complete
transaction universes supported and reconciled to source IT systems.

Figure 111-8 shows the dates when corrective actions will be
completed and when the FY 2017 financial statement audit will start.

Figure 11I-8. USMC General Fund Financial Statements

Post-Validation

Financial Statements Corrective Audit Start
Actions Complete

Statement of Budgetary 09/2016 10/2016

Resources

Balance Sheet 09/2016 10/2016

Statement of Net Costs 09/2016 10/2016

Stateme.n't of Changes in 09/2016 10/2016

Net Position
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STATEMENT OF BUDGETARY
RESOURCES

The Statement of Budgetary Resources and related disclosures
present the receipt and execution of USMC budgetary resources.
Audits of the Marine Corps FY 2010 and FY 2011 Statements of
Budgetary Resources identified the difficulties in supporting opening
balances. Based on the results of those audits, a schedule of current
year budgetary activity, or SBA, was developed. Since FY 2012, the
Marine Corps has been undergoing annual SBA audits.

The SBA was designed to allow the Marine Corps to undergo an
audit of its current year budgetary activity without the need to
support beginning balances and to build auditable opening balances
in preparation for a Statement of Budgetary Resources audit. This
approach was adopted by the Military Services and other Defense
organizations.

After the FY 2012 SBA audit, the DoD OIG issued an unmodified
audit opinion. In FY 2014, the DoD OIG discovered that Treasury
holding accounts (suspense accounts) managed by DFAS were not
included in the SBA audit and withdrew its opinion. In March 2016,
the DoD OIG completed an audit of the suspense accounts, and the
Marine Corps is waiting for the DoD OIG to issue a report and
provide any findings and recommendations. The Marine Corps is
prepared to remediate any findings and recommendations in
preparation for the financial statement audit in FY 2017.

FY 2015 — SBA Audit

An audit of the Marine Corps' FY 2015 SBA began in September
2015. Control and substantive testing began in January 2016.
However, the DoD OIG issued a stop work order to the IPA in
March 2016, and the Marine Corps is waiting for direction from
DoD OIG, or a report from the IPA.

SBA Notices of Findings and Recommendations

To ensure appropriate corrective action is taken to address audit
findings and recommendations, the Deputy Commandant for
Programs and Resources (DC P&R), Headquarters, U.S. Marine
Corps (HQMC), reorganized the Risk and Compliance Branch
(RFK) to assign responsibility for corrective actions, monitor
progress, and test results. The reorganization also established the
foundation for improving the Marine Corps Managers' Internal
Control Program to sustain business process and IT improvements
necessary to sustain auditability.

The RFK is documenting progress by coordinating and tracking
actions to remediate audit NFRs. The RFK also collects notices of
material weaknesses and reportable conditions received in the
Marine Corps annual Statement of Assurance. The RFK is
conducting risk analyses and issuing a risk rating for each NFR,
material weakness, and reportable condition, based on priority and
level of effort needed to correct the issue.

After functional stakeholders develop corrective action plans to
remediate findings, RFK monitors progress and completion dates.
The RFK also keeps Marine Corps leadership informed on progress
in achieving and sustaining the Marine Corps goal of annual
unmodified opinions.

Figure 111-9 identifies high-priority NFRs that have resulted in
material weaknesses for Marine Corps business processes and IT
systems. The Marine Corps is aggressively implementing corrective
actions to address the root cause of the deficiencies and improve
financial management processes.
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Figure IlI-9. USMC Material Weaknesses and Notices of Findings and Recommendations (v' = Completed)

Material Weaknesses Corrective Actions Completion

Financial Reporting

Offline Requisitions - Internet-ordering platforms lack

A number of policies and internal controls have been implemented to address
this weakness, including publishing the following policies: Marine Corps Order
4400.150 Consumer Level Supply Policy, Navy Marine Corps 4000.5 Supply

t trol t interf ith th 201
:Sfci:l:tii gosrlerr(:]s s e € Officers’ Internal Control Handbook, and Naval Message CMC WASHINGTON DC EHATE
&Y ' L/DTG021102Z0OCT14/Notification of Findings and Recommendations (NFR) 1-
14.
A number of policies and internal controls have been implemented to address
this weakness, including publishing the following policies: Marine Corps Order
4400.150 Consumer Level Supply Policy, Navy Marine Corps 4000.5 Supply
Timely Recording of Obligations - Due to some | Officer’s Internal Control Handbook, and Naval Message CMC WASHINGTON DC
enterprise-wide systems and business practices, delays | L/DTG021102Z OCT 14/Notification of Findings and Recommendations (NFR) 1 — 09/2016
in recording obligations persist. 14. Additionally, the Deputy Commandant for Installations and Logistics is
conducting the following internal controls reviews: MILSTRIP Tri-Annual Review,
MILSTRIP Quality Assurance Review, MILSTRIP Internal Controls Self
Assessments, and FIAR internal control testing.
IT Systems
There are eight outstanding findings for SABRS that have not been completely
remediated. The corrective actions for the findings are in various stages of
Standard Accounting, Budgeting and Reporting System | progress and require the following actions to close them out completely: system 09/2016
(SABRS) — Various IT control findings. change requests, system integration testing, system acceptance testing,
updating policies and procedures, and final testing by an IPA. SABRS
management continues to make progress addressing corrective actions.
There are three findings for MCTFS that have not been remediated. MCTFS
. _ ) management team continues to implement and monitor corrective actions
'c\fl)?]rtl:]oﬁ ff:(;f:f :’otal Force System (MCTFS) — Various IT identified in their plan of action and milestones to address the internal control 09/2016
& findings. The MCTFS team successfully remediated 6 findings in FY 2011, 4
findings in FY 2012, 5 findings in FY 2013, and 10 findings in FY 2014.
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FY 2016 and FY 2017 Audits

The Marine Corps is incorporating lessons learned and
improvements resulting from prior year SBA audits to prepare for
supporting beginning balances reported in the FY 2017 Statement of
Budgetary Resources. This will allow the Marine Corps to focus
efforts on achieving existing audit readiness milestones by
September 30, 2016, while planning and responding to FY 2017
audit inquiries.

The Marine Corps FY 2017 full financial statement audit will
include multiple base years, as well as an examination of Fund
Balance with Treasury for all fiscal year appropriations and an
examination of budgetary to proprietary (Treasury Tie Points)
reconciliations in addition to the FY 2017 full financial statement
audit. The FY 2017 full financial statement audit is projected to
begin in July 2016 and continue through the beginning of FY 2018.
This timeline will allow the IPA to extend its planning phase during
the base contract year, which should make the audit process more
effective.

The Marine Corps will be prepared to support several auditor
activities during an extended planning phase, including providing
process and control narratives, supporting process walkthroughs at
HQMC and field locations, responding to discovery internal control
or substantive samples (not statistical samples but limited judgmental
samples), and responding to auditor queries.

An early start to the FY 2017 audit using task orders to cover Fund
Balance with Treasury and tie-point reconciliation examinations will
optimize the cost of the audit from both an audit support and
readiness perspective. Cost savings are achieved by:

e USMC receiving feedback on Fund Balance with Treasury based
on the TPA’s early start of test procedures will result in savings
during the FY 2017 Fund Balance with Treasury audit.

e USMC, DON, and DFAS receiving early feedback on the
Treasury tie-point reconciliation process by the IPA. This will be

the first independent evaluation of this process and could provide
a method that the other Military Services could adopt.

Risks to Successful FY 2016 and FY 2017 Audits

The Marine Corps continues to remediate beginning balances prior to
the FY 2017 full financial statement audit. As part of this activity,
financial managers have increased their focus on improving the
effectiveness of the tri-annual review process to identify, validate,
and adjust invalid, unliquidated obligations.

Fund Balance with Treasury reconciliation is under audit as part of
the SBA audits, and the Marine Corps continues to achieve
incremental improvements to Fund Balance with Treasury
reconciliations. In addition, Marine Corps leadership identified the
risks that could negatively affect future audit opinions. While not full
impediments, these risks, if unmitigated, could potentially derail
many of the gains made during the last four years of SBA audits:

e Service provider SSAE No. 16 examinations may be improperly
scoped or may not provide sufficient detail to allow Marine
Corps' auditors to rely on controls.

e The Marine Corps has been an active participant in
intergovernmental and intragovernmental working groups in
support of implementing Treasury IPP. However, IPP will not be
fully available to the Marine Corps or its business partners until
each business partner implements the same process changes. The
Marine Corps accounting branch developed a manual process to
mitigate this risk, but it may not identify and reconcile all
relevant transactions.

e Suspense accounts identified during the FY 2014 SBA audit
remain an area of concern. DFAS has made progress in
improving the management of these accounts, and the Marine
Corps has improved oversight.
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BALANCE SHEET

The Marine Corps continues to make significant progress in
preparing Operating Materials and Supplies and Plant, Property, and
Equipment for an audit readiness assertion. In addition to
remediating the transactions that make up the underlying USSGL
Balance Sheet accounts, the Marine Corps is addressing the
compilation and reporting processes that generate the Balance Sheet.
Focus is being put on reconciling feeder systems and data
populations, properly supporting journal vouchers, and clearly
distinguishing the scope of Marine Corps assets from those of the
DON.

Additionally, several critical Balance Sheet lines will be positively
affected by Statement of Budgetary Resources remediation efforts, as
they are closely related to budgetary accounts and processes,
including Fund Balance with Treasury, Accounts Receivable, and
Accounts Payable. However, these areas still require additional work
to achieve full auditability.

Progress Since the November 2015 FIAR Report

Highlights of Marine Corps progress since the November 2015 FIAR
report include:

e Made progress in accumulating real property values for
capitalized real property assets, accumulating supporting
documentation for placed-in-service dates, and recording
information in the accountable property system of record.

e Completed audit readiness and support MOU with NAVFAC
and initiated control validations for complimentary user entity
controls.

e Implemented corrective actions that are helping achieve a
complete and supportable universe of assets for each major
Balance Sheet line for existence and completeness.

e Began efforts that affect the go-forward process, such as
capturing Construction in Progress but significant support for
accelerated timelines from the OUSD(C) is still required.

Challenges to Audit Readiness by September 30, 2017

While the Marine Corps has made progress toward audit readiness,
challenges remain, such as:

e Reliance on NAVFAC to support DD Form 1354s for the
transfer of military construction assets to the USMC and
accurately capture Construction in Progress activity. External
validation of information provided to USMC by NAVFAC will
not be completed prior to the Marine Corps audit starting in
FY 2017.

e Reliance on service provider performance, such as NAVFAC
providing source documentation for Real Property valuation;
Army supporting existence, completeness, rights, and valuation
of USMC ordnance in its possession; and DFAS management of
suspense accounts and journal voucher support.

o Extensive MOCAS system modifications are required to develop
an auditable Construction in Progress balance and value assets in
accordance with federal accounting standards. The Marine Corps
engaged the OUSD(AT&L) and MOCAS PMO to develop a go-
forward approach for Construction in Progress for General
Equipment, but the modifications may not occur in time to
support the USMC audit.

o Marine Corps systems are not configured to value Operating
Materials and Supplies at Moving Average Cost, and a process
has been initiated to identify an GAAP-compliant alternative
valuation method.
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MARINE CORPS GENERAL FUND
AUDIT READINESS CRITICAL
CAPABILITIES

The Marine Corps is focused on high-risk areas and critical
capabilities identified by the Department. The critical capabilities
include:

Universe of Transactions

Fund Balance with Treasury

Journal VVouchers

Existence, Completeness, and Rights and Obligations of Assets
Valuation of Assets

Environmental and Disposal Liabilities

IT Controls

Figure 111-10 provides the U.S. Marine Corps General Fund
completion dates for each critical capability. Following Figure 111-10
are charts for each critical capability, except IT Controls, containing
the dates for achieving the capability, accomplishments, and
challenges. Information on IT Controls and systems material to audit
begins on page 111-82.
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Figure IlI-10. USMC General Fund Audit Readiness Critical Capabilities (v = Completed)

Marines Corps — General Fund ‘ Completion Validation
Statement of Budgetary Resources 09/2016 9/2016
Universe of Transactions
Balance Sheet 09/2016 9/2016
Fund Balance with Treasury v v
Journal Vouchers 09/2016 09/2016
Real Property (including Construction in Progress) 09/2016 09/2016
Existence, Completeness, and General Equipment 09/2016 09/2016
Rights and Obligations of Assets | |nternal Use Software 09/2016 09/2016
Inventory and Related Property 09/2016 09/2016
Real Property (including Construction in Progress) 09/2016 09/2016
General Equipment 09/2016 09/2016
Valuation of Assets
Internal Use Software 09/2016 09/2016
Operating Materials and Supplies 09/2016 09/2016
DERP 09/2016 09/2016
Environmental Liabilities
Non-DERP 09/2016 09/2016
IT Controls 03/2017 06/2017
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Universe of Transactions — Schedule of Budgetary Activity (General Fund)

Critical Capability

A) Able to produce population of transaction details,

including sensitive activities, reconciled to each financial
statement line item and accounting systems.

Completion

v

Accomplishments
e FIAR activity completed for the SBA in FY 2012.

Critical Capability

B) Able to reconcile population of transaction details to 09/2016
feeder, source, and originating systems.
Interim Milestones
Identify significant feeder systems. v
Evaluate and document interface type and transaction v
volume.
Complete feeder to core system reconciliations for all

) 09/2016
required feeder and source systems.

Accomplishments

o Strengthened feeder to core accounting system reconciliation
processes. On track for 09/2016 completion.

Challenges
e Changing systems not owned by the USMC to strengthen feeder to
core accounting system interfaces.

e Receiving timely and complete data from feeder system not owned
the USMC.
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Universe of Transactions — Statement of Budgetary Resources (General Fund)

Critical Capability

A) Able to produce population of transaction details,

including sensitive activities, reconciled to each financial
statement line item and accounting systems.

Completion

v

Accomplishments
e FIAR activity completed for the SBR.

Critical Capability

B) Able to reconcile population of transaction details to 09/2016
feeder, source, and originating systems.
Interim Milestones
Identify significant feeder systems. v
Evaluate and document interface type and transaction v
volume.
Complete feeder to core system reconciliations for all

) 09/2016
required feeder and source systems.

Accomplishments

e Continued to strengthen feeder to core accounting system
reconciliation processes. On track for 09/2016 completion.

Challenges
e Changing systems not owned by the USMC needed to strengthen
feeder to core accounting system interfaces.

e Receiving timely and complete data from feeder system not owned
the USMC.
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Universe of Transactions — Balance Sheet (General Fund)

Critical Capability

Critical Capability

Completion

financial statements.

Fully reconcile transaction data for all financial statement

09/2016
accounts.

Accomplishments
e Obtained initial query from NAVFAC for iNFADS data.
Identified reconciling items and query refinement continues.

e Reconciled existing general equipment assets to the financial
statements from DPAS.

e Reconciled Operating Materials and Supply asset data in
GCSS-MC to the financial statements.

Challenges

o iNFADS data and query processing require refinements that do
not occur quickly.

e Recording Operating Materials and Supplies transactions in the
correct general ledger requires system enhancements and
remediation.

e Acquisition costs are not currently recorded in Construction in
Progress accounts for Military and General Equipment.

A) Able to produce population of transaction details, B) Able to reconcile population of transaction details to

. . o " ) ) . R 09/2016
including sensitive activities, reconciled to each financial 09/2016 feeder, source, and originating systems.

statement line item and accounting system. Interim Milestones

Interim Milestones Reconcile General Equipment and Operating Materials

Reconcile Real Property transactions to the financial v and Supplies detail in asset management systems to 09/2016
statements. feeder and source systems.

Reconcile General Equipment and Operating Materials Complete feeder to core system reconciliations for all 09/2016
and Supplies detail in asset management systems to the v required feeder and source systems.

Accomplishments

e Continued efforts to reconcile source and originating systems to
the core accounting system.

Challenges
e Relying on NAVFAC to timely and completely reconcile values to
ensure real property assets are valued accurately.

e Receiving timely and complete data from feeder system owners
that are not part of the USMC.
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Fund Balance with Treasury (General Fund)

Completion

v

Critical Capability

A) Process and tools to identify, age, and resolve
differences between the general ledgers (proprietary and
budgetary) and Treasury (at voucher-level).

Critical Capability Completion

B) Process and tools to identify, age, and resolve
transactions posted to budget clearing accounts within
60 days (suspense accounts).

v

Accomplishments

e Continued performing control activities and monitoring to sustain
an auditable environment.

Accomplishments

e DFAS completed tasks to identify, age, and resolve transactions
posted to Budget Clearing Accounts (suspense accounts) within 60
days.

Challenges
o DFAS corrective actions have not been validated by auditors.
e DoD OIG audit report on suspense reports has not been issued,

delaying receipt of NFRs and the development and implementation
of corrective action plans.
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Fund Balance with Treasury (General Fund)

Critical Capability Critical Capability Completion

C) Process and tools to identify, age, and resolve D) Perform aging analysis and apply reconciliations v
transactions reported on Treasury's statements of v backwards to any years possible.
differences within 30 days.

Accomplishments
Accomplishments » Continued performing control activities and monitoring to sustain
e Continued performing control activities and monitoring to sustain an auditable environment.

an auditable environment.
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Journal Vouchers (General Fund)

Critical Capability Critical Capability Completion

Elimination Entries — Eliminate or support material All Other Journal Vouchers — Eliminate or support

journal vouchers and other adjustments made to material journal vouchers and other adjustments made v
financial transactions, trial balances, and financial 09/2016 to financial transactions, trial balances, and financial

statements related to intra-component and intra- statements for all other journal vouchers.

departmental elimination entries.

Interim Milestones Accomplishments

Develop and execute an interim, manual reconciliation » Continued performing control activities and monitoring to sustain
process until Treasury IPP is implemented across the 09/2016 an auditable environment.

USMC and its service providers.

Accomplishments
e Developed a process to identify inter- and intragovernmental
transactions requiring elimination.

o Started contacting service providers to obtain accurate and timely
data to facilitate the elimination process.

Challenges
e Sellers do not provide timely and accurate responses to data
requests.

e Treasury IPP system implementation timeline is beyond USMC
audit timelines. USMC will complete required tasks to facilitate
IPP functionality when IPP is ready for deployment.
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Existence and Completeness — Real Property (General Fund)

Completion

09/2016

Critical Capability

A) Establish an auditable existence and completeness
baseline.

Interim Milestones

Confirm that all recorded assets exist and that all assets

are recorded (capitalized assets). U2t

Strengthen and document processes and controls over

recording and booking of assets. 09/2016

Accomplishments

e Completed 77 percent existence and completeness of capital
assets on the Balance Sheet, and 69 percent of those assets have
the needed supporting data and are ready for audit.

o Initiated ownership reviews to identify and segregate assets from
Marine Corps records that do not belong to the Marine Corps,
using support agreements with DoD, other federal and state, and
private entities.

Challenges

e Assets near the capitalization threshold are under review, but all
assets that fall into this category may not be fully evaluated by
09/2016.

Critical Capability Completion
B) Establish an auditable process for go-forward activity. ‘ 09/2016
Interim Milestones

Implement end-of-period review controls testing v
processes and HQMC controls testing.

Implement periodic inventory process. v
Implement a repeatable quarterly reconciliation process,

including a documented query to produce the v
population.

Coordinate with NAVFAC to timely (within the quarter)
capture all new assets, capital improvements, and
disposals.

09/2016

Accomplishments

o Established policy with internal controls for new and disposed
assets.

e Implemented quarterly control testing process, and completed
corrective actions and record updates.

Challenges

e Relying on NAVFAC to support DD Form 1354s for the transfer
of military construction and to accurately capture new assets,
capital improvements, and disposals. If the DD Form 1354s are not
timely transferred to the Marine Corps, asset records will not be
updated timely (within the quarter).
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Existence and Completeness — General Equipment (General Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable existence and completeness 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2016
baseline. Interim Milestones
Interim Milestones Continue to implement corrective actions identified 09/2016
Migrate Government Furnished Property to an APSR 09/2016 through testing procedures.
(DPAS). Retest corrective actions to facilitate an auditable go- 09/2016
Complete wall to wall physical inventories. 09/2016 forward process.
Complete existence and completeness testing to validate 09/2016 .
corrective actions. Accomplishments
e Tied the asset population certification and reporting process to
Accomplishments Balance Sheet values and transactional-level detail.
i Cqmpleted V\{a”'tO'Wa" physical inventorie_s for 80 percent of the e Published a Supply Officer’s Internal Control Handbook that
Military Equipment portion of General Equipment. requires semiannual internal control self-assessments.

Challenges

e Changing GFP contract clauses that must be made by procurement
organizations.
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Existence and Completeness — Internal Use Software (General Fund)

Critical Capability

ﬁ;:jﬁizl_bh an auditable existence and completeness 09/2016
Interim Milestones

Capture Internal Use Software baseline. v
Catalogue Internal Use Software. 06/2016
Report Internal Use Software in appropriate APSR. 09/2016

Accomplishments

Released GENADMIN in 02/2016 documenting the requirement
for reporting Internal Use Software in an accountable property
system of record.

Captured baseline of Internal Use Software systems and
standalone applications and forwarded to property accountability
process Owners.

Challenges

Identifying value of existing Internal Use Software, particularly
standalone.

Determining and implementing the processes to account,
expense, and capitalize Internal Use Software.

B) Establish an auditable process for go-forward activity. ‘ 09/2016
Interim Milestones

Formalize process. 06/2016
Validate go-forward process. 09/2016

Accomplishments
o Identified stakeholders for oversight and process development.

Challenges
o Establishing accountability for Internal Use Software that is part of
end-user devices.

o Establishing accountability for enterprise software licenses fielded
to multiple organizations.
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Existence and Completeness — Inventory and Related Property (General Fund)

Critical Capability Critical Capability Completion
A) Establish an auditable existence and completeness 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2016
baseline. Interim Milestones
Interim Milestones Continue to implement corrective actions identified 09/2016
Migrate set assemblies into an APSR (DPAS). 09/2016 through testing procedures.
Complete physical inventories. 09/2016 Retest corrective actions to facilitate an auditable go- 09/2016
Complete existence and completeness testing to validate forward process.
. . 09/2016
corrective actions. .
Accomplishments
Accomplishments e Tied asset population certification and reporting process to

o Completed 90 percent of Operating Materials and Supplies wall- Balance Sheet values and transactional-level detail.

to-wall physical inventories.

Completed 90 percent of existence and completeness testing,
including internal control testing for ammunition and consumable
and reparable assessable subunits.

Challenges

Identifying and migrating to DPAS set assemblies not currently
in an accountable property system of record.

Reporting USMC ordnance managed by the Army and recorded
in Ordnance Information System.

Published a Supply Officer’s Internal Control Handbook that
requires semiannual internal control self-assessments.

Corrective action plans and NFRs continue to be monitored,
validated, and closed out.

Challenges

Reporting USMC ordnance managed by the Army and recorded in
Ordnance Information System.
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Valuation — Real Property (General Fund)

Critical Capability Critical Capability Completion
A) Establish an auditable valuation baseline. ‘ 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2016
Interim Milestones Interim Milestones
Confirm that asset values are recorded in the USMC 09/2016 Complete 100 percent review of all capitalized v
APSRs and are supported with sufficient documentation. acquisitions and disposals during quarterly reviews.
Validate or estimate placed in service dates of all capital Stratify random sample of all transactional events within

09/2016 v
Real Property. the Real Property APSR.
Perform alternative valuation. 09/2016 NAVFAC validate Construction in Progress and go- 09/2016

Accomplishments
e Modeled process for deriving the deemed cost valuation for
beginning balances using a plant replacement valuation process.

e Began the process at installations for validating placed in service
dates with supporting documentation for capital assets.

Challenges

e Based on acquisition documentation, changing the placed in
service date in INFADS, which does not allow for such changes.

o Evaluating all assets near the capitalization threshold by 09/2016.

forward valuation through an SSAE No. 16 review.

Accomplishments

Established a requirement that all capitalized acquisitions and
disposals will be reviewed for accuracy and supporting documents
each quarter. All other events will be reviewed by sample.

Established quarterly internal control testing.

Challenges

Relying on NAVFAC to support DD Forms 1354 for the transfer
of military construction and to accurately capture Construction in
Progress.

Receiving timely final documentation (DD Form 1354) with the
costs of new real property from service providers.
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Valuation — General Equipment (General Fund)

Critical Capability

Completion

Critical Capability

Completion

A) Establish an auditable valuation baseline. ‘ 09/2016 ‘ B) Establish an auditable process for go-forward activity. ‘ 09/2016
Interim Milestones Interim Milestones
Complete asset impairment analysis. ‘ 09/2016 Reconcile capital improvement data. 09/2016
_ Establish Construction in Progress baseline. 09/2016
Accomplishments : - :
o . o . ] Validate new acquisitions are recorded, and Construction
o Identified General Equipment requiring alternative valuation. i Breaes Eheves . in amplienes vl SERAS e, 6. 09/2016

Challenges

e Identifying and adjusting the value of impaired General
Equipment.

Accomplishments
o Established an approach for tracking and correctly valuing capital
improvements.

e Engaged OUSD(AT&L) and MOCAS PMO to develop a method
for capturing Construction in Progress.

Challenges

e ldentifying Construction in Progress costs, because the USMC
cannot differentiate between contract financing and progress
payments in MOCAS.

e Requiring extensive MOCAS system modifications to develop a
Construction in Progress balance.

o lIdentifying and modifying guidance for valuing impaired assets.
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Valuation — Internal Use Software (General Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable valuation baseline. ‘ 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2016
Interim Milestones Interim Milestones
Establish the auditable baseline based on deemed cost as 09/2016 Enter Internal Use Software into an approved APSR. 06/2016
defined by pending FASAB exposure drafts. Develop a process to accurately tag and track Internal
) Use Software assets in development and recently 08/2016
Accomplishments deployed in line with accounting standards.
 Established the requirement to expense baseline Internal Use Validate valuation methodology for go-forward process. 09/2016

Software in accordance with pending FASAB exposure drafts.

Accomplishments

e Continued business process and data assessments to accurately
capture software in the development process, leased software, and
capital improvements to existing software.

Challenges
o Developing the universe of Internal Use Software.

Challenges

e Valuing Internal Use Software will be difficult due to the scope,
long timelines, and upgrades to software.

e Universe of Internal Use Software is diverse and centralized
repositories do not have required financial accounting data
elements.

o Evaluating procedures to identify leased and impaired Internal Use
Software.
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Valuation — Inventory and Related Property (General Fund)

Critical Capability Critical Capability Completion

A) Establish an auditable valuation baseline. ‘ 09/2016 B) Establish an auditable process for go-forward activity. ‘ 09/2016
Interim Milestones Interim Milestones
Implement the consumption method of accounting. 09/2016 Review and determine valuation methodology. 06/2016
Det.ermine valuation methodology using SFFAS No. 48 09/2016 Continue financial reporting process improvements. 09/2016
options. Implement SFFAS No. 3 compliant valuation 09/2016
Complete beginning balance activities. 09/2016 methodology.

Accomplishments Accomplishments

e Tied asset population certification and reporting process to .
Balance Sheet values and transactional-level detail.

e Convened workgroups to determine the approach for beginning
balances in accordance with SFFAS No. 48. .

Challenges

Published Marine Corps Order 4440, Management of Operating
Materials and Supplies and Government Furnished Equipment and
will be updated in 06/2016.

Established a working group to develop an Operating Materials
and Supplies valuation strategy that complies with SFFAS No. 3.

« Operating Materials and Supplies systems do not have a GAAP- | Challenges

compliant valuation process and do not use the Consumption .
Method of accounting.

e Army holds a significant amount of USMC ordnance. Additional .
coordination and analysis will be required to validate and
reconcile Ordnance Information System reported balances.

Modifying Operating Materials and Supplies financial reporting
processes to comply with SFFAS No. 3.

Developing and implementing a documented process for
determining Net Realizable Value.

Identifying other valuation options in compliance with SFFAS
No. 3, since SFFAS No. 48 eliminated the Latest Acquisition Cost
valuation method.
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Environmental and Disposal Liabilities (General Fund)

Critical Capability

A) Establish an auditable process for estimating
(identifying and valuing) and recording environmental 09/2016
and disposal liabilities.

Interim Milestones

Determine what environmental cleanup requirements

. 201
are done above and beyond normal maintenance. TR
Determine if unaccrued and unreported environmental 09/2016
liabilities exist for both Military and General Equipment.

Obtain evidence of system validation and review for the 09/2016

OEL iNFADS module.

Accomplishments

e Continued to work closely with NAVFAC to identify and
validate the data universe for Other Accrued Environmental
Liabilities.

Challenges

e Additional work is required to determine whether the Marine
Corps should report an environmental liability for weapon
systems and General Equipment.

e An accountable property system of record does not exist for
General Equipment attached to Real Property assets that may
have an associated Environmental Liability.

o |dentification of the universe of Environmental Liabilities is in
the process, and the entirety of the value is unknown.
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IT Systems Critical to Audit

Important to achieving audit readiness, the Marine Corps has
developed an internal control test plan for performing FISCAM
reviews of key and material Marine Corps-owned financial systems.
Such reviews will determine the effectiveness of general and
application-level IT controls, as well as assist in early detection and
remediation of system deficiencies. Furthermore, in addition to
control testing, the Marine Corps has undergone an annual IPA SBA
audit since FY 2010, providing IPA identified IT issues and
deficiencies that the Marine Corps has been remediating.

In preparation for the FISCAM assessments, the Programs and
Resources (P&R), Risk and Compliance Branch (RFK) conducted an
internal materiality assessment to identify systems key and material
to audit readiness, as well as the Marine Corps audit. As a result of
this assessment, 12 systems were identified as the most material:

e Standard Accounting,
(SABRS)

o Defense Departmental Reporting System (DDRS)

o Defense Cash Accountability System (DCAS)

e Mechanization of Contract Administration Services (MOCAS)
e Marine Corps Total Force System (MCTFS)

o Defense Civilian Pay System (DCPS)

e Invoices Receipt Acceptance and Property Transfer (iRAPT)
(Formerly Wide Area Work Flow)

e Global Combat Support System (GCSS-MC)
e Internet Navy Facilities Assets Data Store (INFADS)
o Defense Property Accountability System (DPAS)

Budgeting and Reporting System

e Syncada

e Ordnance Information System (OIS)

The Marine Corps is in the process of conducting FISCAM reviews
for USMC-owned systems and is coordinating with IT system
service providers to ensure audit requirements are met.

IT Systems Status

Immediately following are critical capabilities charts for IT Controls
containing the dates for achieving the capability, accomplishments,
and challenges. Figure 111-11 presents more information on the status
of systems material to audit readiness.
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Information Technology

Critical Capability ’ Completion

A) Implement critical information technology general and
application controls for material, financially- relevant 03/2017
systems.

Interim Milestones

Complete FISCAM assessment of MCTFS. v
Complete FISCAM assessment of MCORS. v
Complete FISCAM assessment of PR Builder. v
Complete FISCAM assessment of UD/MIPS. 09/2016

Accomplishments
e FISCAM team completed a first review of DCPS CUECs.

e FISCAM team kicked off a FISCAM assessment of PR Builder
and completed a test of design over IT application controls.

o FISCAM team kicked off a FISCAM assessment of MCORS and
completed a test of design and test of operating effectiveness
over IT application controls.

Challenges

o lIdentifying appropriate points of contact and stakeholders for IT
systems, as well as complimentary user entity controls for SSAE
No. 16 engagements.

e Limited resources and timeline constraints have precluded the
FISCAM team from conducting walkthroughs of certain systems.
Resources are limited due to concurrent FISCAM testing and
SBA IT audit testing.
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Figure IlI-11. Systems Material to Marine Corps Audit Readiness (v' = Completed)

Information Technology General and Application-Level Controls

e imcon | SvstemOwner | Hosting Organization |
System Owner Hosting Organization
Organization ¥ el

Assessable Unit Marine Corps

Tested Corrected Tested Corrected Tested Corrected

Statement of Budgetary Resources — Marine Corps and Navy Systems
DSSC Operating Materials and Supplies usmc DISA v v v v v v
GCSS-MC Ope.ratlng Materials and Supplies; Military USMC DISA v v v v v v
Equipment
MCORS
(MCPDT and .
v v v v v v
MROWS Transportation of People usmc usmc
modules)
MCTFS MILPAY uUsmcC DISA v v v v v v
Civilian Pay; Contract Vendor Pay; Fund
Balance with Treasury; Financial Statement
Compilation and Reporting; Funds Receipt
Navy ERP and Disbursement; Military Standard Navy Navy 4 12/2017 4 4 v 4
Requisition Issue Procedure; Reimbursable
Work Orders; Transportation of Things;
Transportation of People
Fund Balance with Treasury; Funds Receipt
PBIS and Distribution; Financial Statement Navy Navy v v v v v 4
Compilation and Reporting
PR BUILDER Contract and Vendor Pay; Reimbursable USMC USMC v 09/2016 N/A N/A v 09/2016
Work Orders
scs General Equipment; Inventory and Related Air Force Air Force v v v v v v
Property
SLDCADA Civilian Pay Navy Navy 4 06/2016 4 v v v
SEAPORT Contract Vendor Pay Navy Navy v v v v v v
sps™? Contract Vendor Pay Navy Navy v v v v v v
Mission Critical Assets Existence and Completeness — Marine Corps and Navy Systems
DSSC Operating Materials and Supplies usmc usmc v v v v v v
ILSMIS Inventory and Related Property usMmcC usMmcC v 4 4 4 v v
iNFADS Real Property; Construction in Progress Navy Navy v 06/2016 v v v v
Department of the Navy 111-83 May 2016




FIAR Plan Status Report

Information Technology General and Application-Level Controls

Organization

oIS Operating Materials and Supplies Navy Navy v 06/2016 v v v v
SCS Inventory and Related Property usmc usmc v v v v 4 v
USMCMAX General Equipment usmc DISA v 06/2016 4 4 4 v
Statement of Budgetary Resources — Service Provider Systems (SSAE No. 16 Examinations)
ADS Disbursing DFAS DISA 4 4 4 4 09/2016 09/2016
BEIS: DDRS- Fund Balance with Treasury; Financial
AFSZ- Statement Compilation and Reporting; DFAS DISA v v v v 09/2016 09/2016
Balance Sheet
Fund Balance with Treasury; Funds Receipt
BEIS: DDRS-B? | and Disbursement; Financial Statement DFAS DISA v v v v 09/2016 09/2016
Compilation and Reporting; Balance Sheet
BEIS: DDRS- Financial Statement Compilation and
DFA DISA 4 v v v 201 201
DCM? Reporting; Balance Sheet > > 09/2016 09/2016
DCPDS Civilian Pay DCPAS DISA v v v v v v
DCPS Civilian Payf Financial Statement Compilation DFAS DISA v v v v 09/2016 09/2016
and Reporting
DIEMS Statement of Budgetary Resources / Activity; DEAS DEAS v v v v 09/2016 09/2016
Balance Sheet
DSS SOtr:cekr to Cash, Procure to Pay, and Plan to DLA DISA v v v v 09/2016 09/2016
EAS Contractual Services and Acquisition of DEAS DISA v v v v 09/2016 09/2016
Assets
eTOOLS Contractual Services and Acquisition of DCMA DCMA v v v v 09/2016 09/2016
Assets
EUD Contractual Services and Acquisition of
v v v v
(APVM/PPVM) | Assets DFAS DISA 09/2016 09/2016
iRAPT (WAWF) | Order to Cash and Procure to Pay DLA DISA v v v v 09/2016 09/2016
RS Contractual Services and Acquisition of DCMA DISA v 4 4 4 09/2016 09/2016
Assets DFAS DISA v v v v 09/2016 09/2016
SCRT its)gettr:ctual Services and Acquisition of DEAS DISA v v v v 09/2016 09/2016
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Assessable Unit

Hosting

Organization

Information Technology General and Application-Level Controls

Statement of Budgetary Resources — Service Provider Systems (Non-SSAE No. 16 Examinations)

Civilian Pay; Contract Vendor Pay; Fund

Balance with Treasury; Financial Statement

Compilation and Reporting; Military Pay;
BEIS: DCAS Military Standard Requisition Issue DFAS DISA 08/2016 | 08/2016 v 7 09/2016 | 09/2016

Procedure; Permanent Change of Station;

Reimbursable Work Orders; Transportation

of People; Transportation of Things; Balance

Sheet
CAPS-W QEZZ;‘MS Payable; Vendor Pay; Balance DFAS DISA v v v v 09/2016 | 09/2016
EBS MILSTRIP DLA DISA v v v v 09/2016 09/2016
EDA Procure to Pay DLA DISA v v v v 09/2016 09/2016

Commercial
eMarket Place | Contract and Vendor Pay Vendor DLA (Navy) 09/2016 09/2016 09/2016 09/2016 09/2016 09/2016
GAFS (DTS) Transportation of People; Balance Sheet DFAS DISA v v v v 09/2016 09/2016
GSA
L 201 201 201 201 201 201

P — MILSTRIP GSA GSA 09/2016 09/2016 09/2016 09/2016 09/2016 09/2016
IATS gg:tp‘)rtat'o” of People (non-DTS); Balance <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>