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DEFENSE SECURI TY SERVI CE
Operation and Mai nt enance, Defense-W de
Fi scal Year (FY) 2012 Budget Estimates

l. Description of Operations Financed (Continued):

Qperation and Miintenance, Defense-Wde Sumary ($ in thousands)
Budget Activity (BA) 4: Admnistrative and Service-Wde Activities

FY 2010 Price Program FY 2011 Price Pr ogram FY 2012
Act ual s Change Change Esti mate Change Change Estimate
DSS 479, 268 5, 853 33, 662 518, 743 5,581 -18, 958 505, 366

* The FY 2011 Estimate colum reflects the FY 2011 President’s Budget Request.

l. Description of Operations Financed: The Defense Security Service (DSS) supports
national security and the warfighters by securing the nation’ s technol ogical base and
overseeing the protection of US. and foreign classified information entrusted to our
i ndustry partners. The DSS works in partnership with industry to establish and maintain
t hreat-appropriate security counterneasures through recurring inspections, nonitoring,
oversight and counterintelligence services, training, advice, consultations, site visits
and assi st ance.

The DSS ensures that cleared contractors maintain effective security systens that protect
classified information and technol ogies and counter the threat posed by traditional and
non-traditional adversaries who target the classified material in the hands of cleared
contractors. The DSS provides counterintelligence support to recognhize and report
potential espionage threats; accredits information systenms in industry to process
classified information; manages the personnel security clearance process for industry
personnel ; rmanages Foreign Omership, Control or Influence (FOCI) in cleared U S.
conpani es and provides security education, training, advice and assistance to cleared
i ndustry and ot her federal governnent agencies.
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Description of Operations Financed (Continued):

The FY 2012 budget estimates supports the DSS operational mssion areas and conmand
enabling support areas to enhance and expand the National |Industrial Support Program
(NISP), identify unlawful penetrators of the cleared Defense Industrial Base (DIB)
adj udi cate personnel security clearances for industry, reinvigorate the Security
education and awareness program and maintain Information technology (IT) systenms and
support elenments as foll ows:

1. National Industrial Security Program (N SP)
2. Personnel Security Investigations for Industry (PSI-1)
3. Security Education, Training and Awareness (SETA)
4. Counterintelligence (Cl)
Command Enabl i ng Support Areas:

1. Managenent Headquarters Activity
2. Ofice of the Chief Information Oficer

1. National Industrial Security Program (N SP)

The DSS adm nisters and inplenents the NISP on behalf of the Departnent of Defense and 23
ot her non-DoD federal agencies, pursuant to Executive Oder 12829, by providing oversight
and assistance to over 13,000 cleared contractor facilities, accrediting information
systens to process classified information; assisting

protection of «classified national security information; facilitating shipment of
classified material between the United States and 65 foreign countries; and inplenmenting
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l. Description of Operations Financed (Continued):

and overseeing approximtely 600 mtigation arrangenents at conpanies under Foreign
Omnership, Control, or Influence (FOC). The DSS N SP oversight role includes
responsibility for the majority of the cleared contractors in the United States to
i nclude determ nation, issuance, and oversight of facility security clearances and nmaki ng
determination that contractor enployees are eligible for access to classified
information. This oversight role further includes:

e Conducting required NI SP inspections increasing ability to deter, detect, and
identify |oss or conprom se of classified informati on and ensure corrective actions;

e Accrediting classified contractor conputer systens allow ng industry to performon
cl assified prograns;

e Conmpleting FOCI mtigation agreenents and properly anal yzi ng, eval uating and
provi di ng oversight to cleared firms under FOClI agreenents;

e Increasing International Security training and personnel needed to facilitate tinmely
secure shipnment of comrercially sold classified export controlled materials to and
fromU S cleared contractors and 65 foreign countries; and

e Providing proactive training and support for DSS field personnel, industry,
gover nment agenci es

e Liaison with governnent Special Access Program (SAP) custoners, and increase/inprove
anal ysis of SAP security issues.
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Description of Operations Financed (Continued):

a. Industrial Security Field Operations(IlSFO): Dol I ars i n Thousands
FY 2010 FY 2011 FY 2012
Actual Estimate Estimate
$77,568 $101,670 $107, 108

The Industrial Security Field Qperations (ISFO inspects and provides oversight to
cl eared defense contractors on behalf of the Departnent of Defense (DoD) and 23
National Industrial Security Program partners. Industrial Security personnel provide
oversight and assistance to cleared industrial facilities and assist managenent and
security staff in ensuring the protection of U S. and foreign classified informtion

| SFO is responsible for the adjudication of industry personnel security clearances.
| SFO s mi ssion essential task list is to:

e Serves as “first responder” to Industry for industrial security matters;

e Ensure security of cleared Industry’s Information Systens processing classified
i nformati on;

Enhances security awareness anong external and internal custoners;

Assesses security posture of cleared |Industry;

Monitors Foreign Oamership, Control or Influence FOCI mtigation instrunents;
Supports the personnel security clearance process.
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l. Description of Operations Financed (Continued):

b. Industrial Policy and Prograns (IP): Dol I ars in Thousands
FY 2010 FY 2011 FY 2012
Act ual Estimate Estimate

$26, 234  $21,971 $18, 812

The Industrial Policy and Progranms Directorate (IP) supports the National Industrial

Security Program (NISP). The mission of the IP Directorate includes interpreting policy
and providing guidance for the NISP (23 nenbers to include the Departnent of State, the
Departnent of Justice and the Departnent of Honeland Security); mtigating foreign
ownership, control, and influence (FOClI) for U'S. conpanies wth classified contracts,;

managi ng the security oversight functions of DSS direct and indirect support to the
Special Access Program community; developing a Cyber Strategy for cleared defense
contractors; supporting cyber threat sharing by the Defense Industrial Base (DI B) Cyber
Security Task Force and the DI BNet communication systenm ensuring secure internationa

transfers of classified comercial sales. |P also exercises authority and responsibility
for industry personnel security investigation (PSI) workload projections, tracks program
performance for Industry and DoD conponents, nonitors PSI funding, and provides financial

anal ysi s and operations research support to DSS and ot her DoD offi ces.

2. Personnel Security lnvestigations for |Industry (PSI-1): Dol I ars i n Thousands
FY 2010 FY 2011 FY 2012
Act ual Estimate Estimate

$218, 015 $234,109 $237, 193
The DSS identifies requirements and nanages the costs for personnel security

investigations for all industry personnel in support of DoD conmponents and 23 other
federal agencies under the National Industrial Security Program (N SP). Cont r act or
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l. Description of Operations Financed (Continued):

personnel are enployed on projects in support of nultiple Executive Branch agencies
requiring a centrally financed program to provide econony of scale and dramatically
reduce overhead costs associated with the managenment of these requirenents across the
federal governnent. The demand of Ofice of Personnel Managenment (OPM personnel
security clearance investigations has increased which is attributed in part to Overseas
Conti ngency Operation (OCO workload to neet critical needs, the President’s Mnagenent
Agenda (PMA), and intelligence reforms nandated by the Intelligence Reform and Terrorism
Prevention Act (I RTPA) of 2004.

3. Security Education Training and Awareness Program ( SETA): Dol I ars i n Thousands
FY 2010 FY 2011 FY 2012
Act ual Estimate Estinate

$21, 449 $32,262 $28, 316

The Defense Security Service (DSS) Security Education, Training and Awareness (SETA)
Directorate oversees the mssions of the Center for Developnent of Security Excellence
(CDSE) and the Defense Security Service Acadeny (DSSA). The SETA program provides
conprehensi ve education, training, and professional devel opnent for security

professionals within the Departnent of Defense and industry under the National Industrial
Security Program (N SP).

By the end of FY 2010 third quarter, SETA recorded 94,935 course conpl etions representing
an increase of nore than 27 percent over FY 2009, and nore than 32 percent over FY 2008.
As an integral conponent of its business execution platform SETA enploys a conprehensive
array of quality assurance neasurenents for its courseware and products to ensure the
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l. Description of Operations Financed (Continued):

quality, relevance, and cost effectiveness of the professional devel opnent deliverables
and support that it provides to DoD s security and intelligence comunities.

Center for Developnent of Security Excellence: oversees the Education, Training,
Security Professionalization, Mul timedia Production, and Security Analysis and
| nnovation mssion areas. The CDSE provides for the security training and professional
devel opment of DoD and other U. S. Governnent personnel, enployees of U S. Governnent
contractors, and, when sponsored by authorized DoD Conponents, enployees of selected
forei gn governnents. It provides a comon, unifying neans to prepare individuals for
their security program roles, facilitates the developnent of effective security
prograns for the DoD, and reduces the need for duplicative training sources and their
associated infrastructures, within DoD and the Federal Government.

Education Division: develops education courses and workshops for DoD security
professionals who are advancing their professional growh. This division is
responsi ble for the devel opnment of education courses for advanced security studies in
support of the Security Profession Education and Devel opnent Certification Program

The Education Division is also responsible for facilitating the evaluation of SETA
trai ning and education courses for college credit equival encies.

Training Division: creates, collaborates and facilitates delivery of quality security
training across the Industrial, Information, Personnel, and Physical security
disciplines, as well as select communities of practice. The training is delivered
through a variety of formats to include resident courses conducted at the DSS facility
in Linthicum MD, nobile courses presented at activities located within or outside of
the United States, and distance |earning courses accessed online via DSS s, Learning
Managenment System ENROL.
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Description of Operations Financed (Continued):

Security Professionalization Division: is responsible for the inplenmentation and
maintenance of the Security Professional Education and Development Program (SPéED).
This program is responsible for the maintenance of the DoD security skill standards,

devel opment and nmmi ntenance of career maps for DoD security professionals, nanagenent
of the SPéD Certification Program, sponsorship of security workshops and conferences,
and adm nistrative support for the DoD Security Training Council (DSTC). The Security
Professionalization Division also provides for the managenent of the autonated
regi stration and | earning managenent system necessary to support SETA s custoner base.

Mul timedia Production Division: develops and delivers web-deployed products and
provides nulti-media support. This division supports students and the custoner-base

t hrough the devel opnment of courseware and classroom tools and facilitates agency-w de
comuni cation and outreach efforts.

Research, Analysis and Innovation Division: devel ops and coordinates the depl oynent of
a know edge nmmnagenent system for SETA This division also collects and reports

metrics works special projects and provides strategic counsel to the office of the SETA
Director.

Def ense Security Service Acadeny (DSSA): provides security training for the industrial
security professionals within the Defense Security Service. The DSSA provides the
required security training for Industrial Security Representatives, Information Systens
Security Professionals, and Industrial Security Policy Professionals that equip DSS
security professionals to inplenment and provide oversight of cleared industry within
the National Industrial Security Program (N SP).
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Description of Operations Financed (Continued):

4. Counterintelligence Program (Cl): Dol I ars in Thousands
FY 2010 FY 2011 FY 2012
Actual Estimate Estinmate
$16,916 $25,087 $24, 429

The DSS provides CI support to the National Industrial Security Program (NISP). The DSS
Cl Mssion is to, “identify unlawful penetrators of the cleared Defense Industrial Base.”
That neans providing support to 13,300+ cleared facilities that support 1.2 mllion
workers. The DSS CI mssion nust work with a full range of U S. Governnent Departnents,

Services, and Agencies. The DSS CI Directorate is organized into two divisions:
Operations and Intelligence.

The value added by the Operations Division is in identifying known and suspected
collectors engaged in illegal or suspicious acts related to defense technol ogy. The
Operations Division refers information to federal action agencies for exploiting.

The value added by the Intelligence Division is in informng the cleared DIB and U S.
Governnment agencies and officials of threats posed to them and the U S. DoD technol ogy in
their charge. To inform its customers, the Intelligence D vision publishes the
foll ow ng products: Annual Trends; Quarterly Trends; Conpany Assessnents; Technol ogy
Assessnents; Target Country Assessnents; Intelligence Information Reports; and analysis
associated with Operations Division referrals.
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l. Description of Operations Financed (Continued):

In addition to the DB the DSS C service supports the follow ng: federal |aw
enf or cenent agencies targeting intelligence operators, terrorists and crimnals
attenpting to steal U S. Defense technol ogy; the Defense Intelligence Agency’'s “Canpaign”
and “Castle” prograns; the U S. Intelligence Community; the FBI DOVAIN progranm the
Annual Report to Congress on Econonmic Collection and Industrial Espionage; the DoD
Personnel Clearance Adjudication Facilities; and Joint Task Force-d obal Network
Oper at i ons.

Oper ati onal Support Activities

1. Managenent HQ Activities: Dol | ars i n Thousands
FY 2010 FY 2011 FY 2012
Act ual Estinmate Estinmate

$45, 295 $48, 753  $42, 898

The DSS headquarters activities direct and inplenment services in support of the DSS
mssion in the areas of human resources, financial nmanagenent, security, acquisition
public affairs, | egislative affairs, general counsel , EEO and other genera
adm ni strative support.

2. Ofice of the Chief Information Oficer (OCO): Dol | ars i n Thousands
FY 2010 FY 2011 FY 2012
Act ual Estimate Estimate

$73, 791 $54,891  $46, 610

The OCI O supports Automated Information Systens (Al'S) and communi cations infrastructure
for the follow ng Defense Security Service (DSS) and its prograns:
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Description of Operations Financed (Continued):

e National Industrial Security Program (N SP)

e Counterintelligence (Cl) activities

e Security Education and Awareness Training (SETA)
Al'l support elenents

The OCIO maintains all IT infrastructures for the agency to include desktops, networks
(Joint Worldwi de Intelligence Comunications System JWCS, Non-secure Internet Protocol
Router Network-N PR Net, and Secure Internet Protocol Router Network — SIPR NeT), Help

Desk operations, and a Call Center. In addition, the OCIO plans, prograns and manages
the activities associated with the Enterprise Security System (ESS). This includes the
ongoi ng support and nmamintenance of the |legacy systens (i.e., Industrial Security

Facilities Database (ISFD), and Electronic Network Registration and On-Line Learning
(ENROL) that are integrated conponents of ESS. OCI O supports the enhancenent of the DSS
I ndustrial Security mssion including installation of additional network segnents,
support to additional field operations staff, and capacity enhancenents to support the

growi ng m ssion areas. ESS also maintains a custonm zed Commerci al -of f-the-Shelf (COTS)
Learning Managenent System (LMS) and Learning Content Managenment System (LCMS) which
facilitates DSS security education. These automated capabilities will require operations

and mai nt enance funding to support the DSS m ssi on.

1. Force Structure Summary: NA
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[1l. Financial

Operation and Mai nt enance,

Fi scal Year (FY) 2012 Budget Estimates

DEFENSE SECURI TY SERVI CE

Summary ($ in thousands):

A. BA Subactivities
*Nati onal |ndustrial
Program

PSI for Industry

Security Education Training
Awar eness
Counterintelligence Program

Security

Managenment HQ Activities
**Office of Chief Infornmation
Oficer

Tot al

Def ense- W de

Note: The FY 2011 Estimate colum reflects the FY 2011 President’s Budget Request.

FY 2011
Congr essi onal Action

FY 2010 Budget Current FY 2012

Act ual s Request Armount Percent Appropriated Estinate Esti nat e
103, 802 123, 641 123, 641 125, 920
218, 015 234,109 234,109 237,193
21, 449 32,262 32,262 28, 316
16, 916 25, 087 25, 087 24,429
45, 295 48, 753 48, 753 42,898
73,791 54,891 54, 891 46, 610
479, 268 518, 743 518, 743 505, 366

* National Industrial Security Programincludes budget estimates for Industrial Security Field Operation (ISFO and Industrial Policy

and Programs (IP).

** Budget estimates include funding for the Enterprise Security System
*** The fundi ng change in the above summary by |isted program does not directly correspond with specific programincreases and
decreases by object class as reflected on the OP-32 due to internal initiatives to achieve efficiency.
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I1l1. Financial Summary ($ in thousands):

B. Reconciliation Summary

Basel i ne Fundi ng

Congr essi onal Adjustnents (Distributed)
Congr essi onal Adjustnents (Undistributed)
Adj ustnents to Meet Congressional |ntent
Congr essi onal Adjustnents (General Provisions)
Subt ot al Appropriated Anount

Fact - of -Li fe Changes (2011 to 2011 Only)
Subt ot al Basel i ne Fundi ng

Anti ci pat ed Suppl enent al

Repr ogr amm ngs

Price Changes

Functional Transfers

Pr ogr am Changes

Current Estimate

Less: Wartinme Suppl enent al

Normal i zed Current Estimate

Change
FY 2011/&L 2011

518, 743

518, 743

518, 743

518, 743

518, 743

Chaqg?
FYy 2011/ 2012
518, 743

5, 581
-1, 758
-17, 200
505, 366
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I1l1. Financial Summary ($ in thousands):

C. Reconciliation of Increases and Decreases
FY 2011 President's Budget Request (Anmended, if applicable)
1. Congressional Adjustnents
a. Distributed Adjustnents
b. Undistributed Adjustnments
c. Adjustnments to Meet Congressional |ntent
d. General Provisions
FY 2011 Appropriated Anount
2. War-Rel ated and Disaster Suppl enental Appropriations
a. OCO Suppl enental Fundi ng
3. Fact-of-Life Changes
FY 2011 Basel i ne Fundi ng
4. Reprogramm ngs (Requiring 1415 Actions)
Revi sed FY 2011 Estimate
5. Less: Item 2, War-Rel ated and Di saster Suppl enent al
Appropriations and Item 4, Reprogranm ngs
FY 2011 Normalized Current Estimate
6. Price Change
7. Functional Transfers
a. Transfers In
b. Transfers Qut
1) Procurenent Realignnent
Transfers funds from Operations and Mai ntenenace to
Procurenent to properly resource nmajor Information
Technology (I T) investnments and infrastructure.
2) PSI-1 Oversight
Transfer of five Gvilian Full Time Equival ents for

Personnel Security Investigations-Industry to the USD (1)

8. Program I ncreases

Anount Total s
518, 743

518, 743

518, 743
518, 743

518, 743
5,581
-1, 758

-974

- 784

18, 603
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Fi nanci al Summary ($ in thousands):

C. Reconciliation of |Increases and Decreases
a. Annualization of New FY 2011 Program
b. One-Time FY 2012 | ncreases

Program G owh in FY 2012

C.

1)

2)

3)

National Industrial Security

I ncrease provides funding for nore thorough risk based
facility inspections to include in depth facility and threat
anal ysis; conducting classified system accreditation and
issuing interimauthority to operate within 45 days;
reconstituting a robust overseas security and
counterintelligence presence; providing continued support in
the areas of industrial and personnel security policy, as
wel | as providing adjudication of foreign ownership,
control, and influence (FOCI). (FY 2011 Base: $123, 641,

+19 FTESs)

PSI for Industry (PSI-1)

| ncrease provides for personnel security investigations and
periodic re-investigations for all industry personnel in
support of DoD conponents and federal agencies under NI SP.
(FY 2011 Base: $234, 109)

Counterintelligence Prograns

Increase allows ClI to uncover additional known/suspected
collectors stealing U S. Defense Technol ogy, and to better
informD B and U.S. Governnent officials of the threat to
best defend the DIB. It also provides increased security
awar eness briefs to industry, joint teaminspections at
cleared facilities, and ability to respond to suspicious
contact reports fromindustry; inplenents an initiative to
provide CI countermnmeasures to foreign visit vulnerabilities;
provi des anal ytical support for coordination of

Anmount

9, 537

2,950

2,489

Total s
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I1l1. Financial Summary ($ in thousands):

C. Reconciliation of Increases and Decreases Amount Total s

counterneasures to assist in the detection and deterrence of
Foreign Intelligence Services' directed espionage operations
and terrorist activities targeting our critical nationa
assets; increases the level of support and coordination wth
the FBI Domain Program and DC3 efforts to counter the cyber
war; and provi des anal ytical support to the Overseas
Conti ngency Operation, Canpaign Prograns, Foreign Oaership
Control Influence, and the Insider Threat. (FY 2011 Base:
$25, 087, +15 FTES)

4) Security Education Training and Awar eness (SETA) 2,428
I ncrease expands devel opnent of new security training
courseware to include state-of-the art technol ogi es that
will significantly increase training capabilities that wl]l
reach the larger security community audi ence. (FY 2011 Base:
$32, 262, +11 FTESs)

5) Managenent Headquarters Activities 1,199
I ncrease supports additional personnel in support of core
m ssion requirenments(FY 2011 Base: $48, 753, + 5 FTEs)

9. Program Decreases - 35, 803
a. Annualization of FY 2011 Program Decreases
b. One-Tine FY 2011 | ncreases
1) One day Adjustnment for decrease is for one | ess conpensable
wor kday in FY 2012. - 605
c. Program Decreases in FY 2012
1) Efficiency Baseline Review The civilian hiring freeze is
part of the DoD reformagenda to nmaintain with limted
exceptions (noted above)the FY 2010 FTE | evel (FY 2011 Base:
$136, 104) . - 26, 268
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I1l1. Financial Summary ($ in thousands):

C. Reconciliation of Increases and Decreases Anmpunt Total s

2) Efficiency Baseline Review The reduced travel initiative

pronotes alternative nodes of comrunication instead of the

costly physical transportation of DoD personnel. (FY 2011 Base:

$8, 454) -4,786
3) Efficiency Baseline Review. A reduction in the dependency on

contractor support staff pronotes the revitalization of the

current DoD workforce by increasing skill sets anong personnel.

(FY 2011 Base: $45, 220) -3,744
4) Efficiency Baseline Review The baseline review enpasized

the need to enphasize critical priorities and elimnate | ower

priority functions and redundencies. (FY 2011 Base: %4, 492) -400

FY 2012 Budget Request 505, 366
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V. Performance Criteria and Eval uati on Summary:

During FY 2010 the DSS devel oped and deployed an array of performance neasures to gauge
m ssion performance and transformation efforts. Formul ated to satisfy both the OVB
Crcular A-11 and the DoD Balanced Scorecard requirenents, the DSS identified and
publ i shed conplete descriptions of its twenty-six key neasures in the DSS Performance
Measur es Cat al og.

Efforts continue to focus on nethods for the DSS to coll ect and manage supporting data in
order to establish performance baselines. The DSS will continue to evolve and refine its
performance neasures to ensure senior |eaders have the tools necessary to make sound
decisions in the areas of risk and resource managenent.

The foll owi ng performance neasures were established and data coll ection begun to assess
t he performance of the DSS core m ssion.

1. National Industrial Security Program (N SP)

NI SP Performance Measure #1:. Facilities of Interest (FIL) Inspections Conpleted.

Comments: This performance neasure for Industrial Security Field Operations (ISFO
measures the conpletion of cleared contractor facility inspections utilizing Facility of
Interest (FIL) prioritization. The DSS recently transfornmed its nethodology from a
cal endar - based inspection cycle for all facilities to a risk-based segregation of
facilities. Hi gher risk facilities warrant nore detailed scrutiny by applying an updated
threat mtigation strategy and nethodology to prioritize inspections based on
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DEFENSE SECURI TY SERVI CE
Def ense- W de

V. Performance Criteria and Eval uati on Summary:

quantitative risk managenent factor
relates to the overall
The FIL was published July 1,
| at est

as it

refl ect

t he
bel ow. Not e:

t hr eat

2009. The DSS wi |
The Fi scal
reduci ng backl og and

i nformati on.

The DSS is proactive in
Switching facility inspection criteria to the FIL nethodology created a onetine backl og

Year

2010
i ncreasing

that DSS is currently working to reduce and ultimately alleviate.

and serves as the agency’s primary assessnent of
foreign threat to key technologies within cleared industry.

continue to update the FIL quarterly to
i nspection data is shown
i nspection

FY 10 FY Facilities Facilities Not Total % Facilities BELOW
Inspection Inspections Overdue Overdue Amount of | Not Overdue GOAL GOAL
Data Completed Inspections Inspection Facilities
By FIL FIL1 847 0 840 840 100% 100% 0%
FIL2 2886 0 2912 2912 100% 100% 0%
FIL3 5248 2842 6710 9552 70% 90% 30%
Total 8981 2842 10462 13304 79%

rates.

NI SP Performance Measure #2: Average Information System Accreditation Cycle Tine.

Thi s out put performance nmeasure di splays the average nunber of days for the DSS
to issue an accreditation that enables a contractor information system to process
classified information. Accreditation cycle tine for each system processed is determ ned
by conparing the date an information system security plan is received by the DSS to the
date the DSS issues an accreditation for that system The actual average nunber of days
it takes to conplete an accreditation is calculated by taking the conbined nunber of
cal endar days it takes to conplete all of the accreditations divided by the nunber of

accreditations conpl et ed.

Conment s:
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V. Performance Criteria and Eval uati on Summary:

Average Information System Accreditation (days) | Oct-09 | Nov-09 | Dec-09 | Jan-10 | Feb-10 [ Mar-10 | Apr-10 | May-09 | Jun-10 | Jul-10 [ Aug-10 [ Sep-10

Actual Average 31 22 28 21 30 21 17 18 21 18 27 24
YTD Average 31 27 27 26 26 26 24 24 23 23 23 23
#Over 45 days 56 49 72 49 66 81 40 55 99 60 77 65
Monthly Target 30 30 30 30 30 30 30 20 20 20 20 20

NI SP Performance Measure #3: Percent of Initial Adjudications conpleted within an average
20 days.

Comments: This output performance neasure for the DSS Personnel Security C earance
Program indicates the total nunber of initial adjudications processed by the Defense
| ndustrial Security Cearance Ofice (DI SCO that contribute to a 20 day average divided
by the total nunber processed by DI SCO expressed as a percentage. The DSS is required
by the Intelligence Reform and Terrorism Prevention Act of 2004 to nmake a determ nation
on at |east 90 percent of applications for an initial personnel security clearance wthin
an average of 20 days.

Initial Adjudications Completed in 20 Days Oct-09 [ Nov-09 Dec-09 | Jan-10 | Feb-10 | Mar-10 { Apr-10 | May-09 | Jun-10 | Jul-10 | Aug-10 | Sep-10

Target 20 20 20 20 20 20 20 20 20 20 20 20
Actual 24 13 6 10 15 18 20 22 30 33.6 33.6 31.3
# Completed for 20 Day Average 8,735 11,616 9,391 7,146] 6,007 8,507 8021 7,424 8092 6,005 9,741 10, 294
Total # Completed 9,706 12,907 10,435] 7,941] 6,675 9,453] 8,913 8,249 8,992 6, 672] 10,823 11,438

NI SP Perfornmance Measure #4: Percent of Reinvestigation Adjudications conpleted within an
aver age 30 days.
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Comments: This output performance neasure for the DSS Personnel Security C earance
Program indicates the total nunber of reinvestigation adjudications processed by the
Def ense Industrial Security Cearance Ofice (DI SCO that contribute to a 30 day average
di vided by the total nunber processed by DI SCO expressed as a percentage. The DSS is
required by the Intelligence Reform and Terrorism Prevention Act of 2004 to nake a
determ nation on at |east 90 percent of applications for reinvestigation of personnel
security clearance within an average of 30 days.

Reinvestigation Adjudications Completed in] Oct-09 Nov-09 Dec-09 | Jan-10 | Feb-10 | Mar-10 | Apr-10 { May-09 | Jun-10 { Jul-10 [ Aug-10 | Sep-10
Target 30 30 30 30 30 30 30 30 30 30 30 30
Actual 6 8 4 7 16 18 20 23 31 40. 8 49.6 69. 6
# Completed for 30 Day Average 1, 566 1,088 1,114 855 9271 1,405 1,000 900] 1,125 785 504 887,
Total # Completed 1, 741 1, 209 1, 238 950 1,031 1,562 1,112] 1,001 1,251 872 560 986
2. Security Education Trai ning and Awareness Program ( SETA)

SETA Performance Measure #1: Requested FY 2010 Course lterations Schedul ed.

Comments: This performance neasure is used for resource planning by conparing the nunber
of classroom course iterations requested by the security comunity versus the DSS
avai l abl e resources to support. The SETA program is taking action to increase its
capacity to acconmpdate the needs of the security community.
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Requested FY10 Course lterations Scheduled Oct-09 | Nov-09 | Dec-09 | Jan-10 [ Feb-10 [ Mar-10 | Apr-10 | May-09 [ Jun-10 { Jul-10 | Aug-10 | Sep-10
Cum Monthly Schedule 7 16 25 32 42 52 63 70 79 85 94 103
Requested Total for FY 10 157 157 157 157 157 157 157 157 157 157 157 157
SETA Performance Measure #2: Required Active Course |nventory.

Comments: This output perfornmance neasure provides the actual number of active courses in
inventory conpared with the total nunber of active courses required by the security
communi ty. The DSS established an FY 2010 goal of increasing inventory to 75% of the
requirement. The DSS will apply future resources provided by the Departnment for the DSS
Transformation Plan and Future Options Study to increase capacity to accomnmpdate the

needs of the security comunity.

Required Active Course Inventory FY10 Oct-09 | Nov-09 | Dec-09 | Jan-10 | Feb-10 | Mar-10 | Apr-10 | May-09 | Jun-10 | Jul-10 | Aug-10 | Sep-10
Total Actual Active Course Inventory 53 53 54 57 58 61 62 63 63 64 66 71
FY10 Total Course Inventory Requirement 76 16 16 76 76 16 16 76 76 76 16 76
3. Counterintelligence (Cl): CI Performance Measure #1: Annual Rate of ldentification

(efficiency/output).* The DSS Cl’'s FY2010 goal was to identify 1.5 known or suspected

collectors within the cleared DIB per C resource; the FY2011] goal was raised to 2.0
known or suspected collectors per Cl resource.

Comment s: The DSS CI mssion is to identify known or suspected (k/s) collectors of
classified DoD information and technology resident in the cleared DIB in support of the
National Industrial Security Program (NISP). The ClI Directorate assists cleared defense
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industry in recognizing and reporting foreign contacts and collection attenpts and in
applying threat-appropriate counterneasures; provides threat information to cleared
i ndustry; assists DoD Conponents with ensuring protection of critical DoD research and
technology resident in the cleared DIB; and refers all cases of Cl interest to the
appropriate DoD or USG investigative or operational departnent or agency. DSS Cl’s
FY2010 goal was to identify 1.5 known or suspected collectors within the cleared DI B per
Cl resource; the FY2011l goal was raised to 2.0 known or suspected collectors per Cl

resour ce.

FY 2010 FY 2011
Dec- Mar- | Jun- | Sep- Dec- Mar - Jun-
09 10 10 10 10 11 11
Rate of |ID per Ave Available C .91 1.22 | 1.51 2.0 2.3
Resour ce*
Nunber of k/s ldentified (nost recent 62 95 136 202 259
12- nmont hs)
Nurmber of k/s identified FYTD 24 70 125 202 81
Aver age Avail able (FTE/CTR) CI Resources 68 78 90 98 113

* Cal culating the Rate of ldentification: The annual rate of identification is calculated nonthly as of the |last day of each nobnth

To calculate the rate, divide the k/is collectors identified for the nobst recent 12-nmonth period (as of the last day of a nonth) by the
“average available” Cl resources. “Average avail able resources” is the average nunber of FTEs/CTRs assigned to Cl over the same 12-
month period. FY 2009 was Cl’s base-line year for this neasure. A slightly different calculation was used to arrive at the annua
rate of identification;, however a simlar nethod was used
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V. Personnel Summary

Cvilian End Strength (Total)
US Drect Hre
Total Direct Hre
Civilian FTEs (Total)
US Drect Hre
Total Direct Hre

Average Annual Cvilian Salary ($ in
t housands)

Contractor FTEs (Total)

Def ense- W de

FY 2010 FY 2011 FY 2012
772 862 907
772 862 907
772 862 907
772 862 907
772 862 907
772 862 907

122. 3 132. 2 132.2
138 124 110

Change
FY 2010/
FY 2011

90

90
90
90
90
90
9.9

- 14

Change
FY 2011/
FY 2012

45

45

45

45

45

45
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VI. OP 32 Line Itens as Applicable (Dollars in thousands):

Change Change

FY 2010 FY 2010/ FY 2011 FY 2011 FY 2011/ FY 2012 FY 2012
OP 32 Line Actual s Price Pr ogr am Esti mate Price Proogr am Esti mate
101 Exec, Gen'| & Spec
Scheds 94, 451 472 41, 181 136, 104 0 -16, 056 120, 048
199 Total Civ Conpensation 94, 451 472 41, 181 136, 104 0 - 16, 056 120, 048
308 Travel of Persons 6, 310 88 2, 056 8, 454 127 -2, 364 6,217
399 Total Travel 6, 310 88 2, 056 8, 454 127 -2, 364 6, 217
673 Def Fin & Accounting Svc 685 3 144 832 - 147 159 844
699 Total DWCF Purchases 685 3 144 832 - 147 159 844
771 Commercial Transport 896 13 - 600 309 5 687 1, 001
799 Total Transportation 896 13 - 600 309 5 687 1,001
912 GSA Leases (SLUC) 4,761 67 801 5, 629 84 1,674 7, 387
914 Purch Com (non fund) 18, 914 265 -12, 225 6, 954 104 10, 320 17, 378
915 Rents, Leases (hon GSA) 4,755 67 3, 384 8, 206 123 - 297 8,032
917 Postal Svc (USPS) 162 2 47 211 3 72 286
920 Supplies/Matl (non fund) 7,509 105 12, 438 20, 052 301 -9, 505 10, 848
921 Print & Reproduction 210 3 139 352 5 85 442
922 Eqt Maint Contract 5,344 75 -1, 230 4,189 63 3,278 7,530
923 Facilities Miint by
Contr 4,169 58 - 638 3,589 54 4,241 7,884
925 Eqt Purch (Non- Fund) 6, 307 88 -283 6,112 92 2,045 8, 249
930 Ot her Depot Mint non
fund 0 0 0 0 0 0 0
931 Contract Consultants 5,197 73 -84 5,186 78 -2,426 2,838
932 Mgt Prof Support Svcs 5,828 82 4, 258 10, 168 153 -7,119 3,202
934 Engi neering & Tech Svcs 33, 309 466 - 3,909 29, 866 448 -11, 487 18, 827
987 Gt her IntraGovt Purch 236, 382 3, 309 -2,845 236, 846 3, 553 16, 583 256, 982
989 O her Services 44,079 617 -9,012 35, 684 535 -8, 848 27,371
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Change Change
FY 2010 FY 2010/ FY 2011 FY 2011 FY 2011/ FY 2012 FY 2012
OP 32 Line Actual s Price Program Esti mate Price Progr am Esti mate
999 Total O her Purchases 376, 926 5,277 -9, 159 373,044 5, 596 -1,384 377, 256
Tot al 479, 268 5, 853 33,622 518, 743 5, 581 -18, 958 505, 366

* The FY 2011 Estimate colum reflects the FY 2011 President’s Budget Request.

DSS- 516



	(This page intentionally left blank.)

