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INSPECTOR GENERAL

DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

[ am pleased to present the Department of Defense Office of Inspector General (DoD OIG) Fiscal Year (FY)
2018 Agency Financial Report. The report provides information on the DoD OIG’s financial performance, an
overview of our operations, and information on how we used taxpayer dollars to execute our mission in
accordance with the Inspector General Act of 1978, as amended.

The DoD OIG supports the DoD by conducting audits, investigations, and evaluations across the entire
spectrum of its programs and operations. Our oversight work seeks to detect and deter fraud, waste and
abuse in DoD operations, and to improve the effectiveness and efficiency of its programs.

InFY 2018, the DoD OIGissued 149 audit, inspection, and evaluation reports identifying $1.8 billion in
questioned costs and $292.8 million in funds put to better use, and making 342 recommendations for
improvement. Our Lead Inspector General - Overseas Contingency Operations component issued 21 reports
in FY 2018 on six named DoD overseas contingency operations. During FY 2018, the DoD OIG also issued an
updated Compendium of Open Recommendations identifying 1,558 open recommendations totaling potential
monetary benefits of $2.3 billion.

Our Defense Criminal Investigative Service (DCIS) investigates criminal matters involving procurement fraud,
public corruption, product substitution, health care fraud, the illegal transfer of technology, and cybercrime
and computer intrusions that affect the DoD and result in criminal, civil and administrative actions. DCIS
investigations, including those conducted jointly with other law enforcement organizations, resulted ina
combined total of $892.1 million in investigative receivables and recoveries during FY 2018.

Our Administrative Investigations (Al) component completed 71 senior official, reprisal, and restriction
investigations and oversaw an additional 844 senior official, reprisal, and restriction investigations. During
the reporting period, Al received 778 senior official complaints and 2,000 whistleblower reprisal and
restriction complaints, and closed 804 senior official complaints and 2,087 whistleblower reprisal and
restriction complaints.

InFY 2018, the DoD OIG also conducted and oversaw the first full financial statement audit of the DoD. This
massive audit effort, required by the Chief Financial Officers Act of 1990 and the National Defense
Authorization Act for FY 2014, utilized over 1,000 auditors from the DoD OIG and Independent Public
Accounting Firms, who conduct 21 separate audits of DoD Components, and the DoD agency-wide audit,
which resulted in a disclaimer of opinion.

Sound financial management is critical to the DoD OIG’s ability to perform our mission effectively. RMA
Associates, LLC (RMA), an independent public accounting firm, audited our FY 2018 financial statements.
RMA issued the DoD OIG an unmodified opinion, expressing that our financial statements are presented, in all
material respects, in accordance with generally accepted accounting principles. The DoD OIG has maintained
its unmodified opinion for the third year in a row, and we will continue to seek to improve our financial

management and reporting processes in FY 2019.
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Glenn A. Fine
Principal Deputy Inspector General
Performing the Duties of the Inspector General
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Management’s Discussion and Analysis

Background

The Department of Defense (DoD) Inspector General (IG) is the principal adviser to the Secretary of Defense
(SecDef) for matters relating to the prevention and detection of fraud, waste, and abuse in DoD programs and
operations. The DoD Office of Inspector General (OIG) audits, investigates, inspects, and evaluates the
programs and operations of the DoD, and executes its mission and responsibilities through the activities of
seven oversight Components, plus the Office of General Counsel and mission support functions.

Mission Statement
The DoD OIG’s mission is to detect and deter fraud, waste, and abuse in Department of Defense programs and

operations; promote the economy, efficiency, and effectiveness of the DoD; and help ensure ethical conduct
throughout the DoD.

Vision Statement

Engaged Oversight Professionals Dedicated to Improving the DoD.

We are a diverse and engaged team, empowered to help improve DoD programs and operations through
timely, credible, relevant, impactful, and actionable oversight. Central to this vision is our people. We strive
to be an employer of choice, ensuring our people are well-trained, well-equipped, and engaged. We are
committed to a culture of performance, disciplined execution, and tangible results. We work together as One
OIG to achieve results.

Our independence is key to fulfilling our mission. We align our work with the critical performance and
management challenges facing the DoD. We focus on program efficiency, effectiveness, cost,and impact. We
regularly follow-up on our recommendations to ensure that the DoD implements these recommendations.
Implementation of our recommendations helps promote accountability and continuous improvement in the
DoD.

We are agile. To remain relevant and impactful, we continually seek to improve our processes and our
organization, and to operate more efficiently and effectively. We value innovation and use technology to help
deliver timely results.

We seek to be a leader within the DoD and federal oversight community, collaboratively sharing information,
data, and best practices with our oversight colleagues, to help improve oversight within the DoD and the
Government as a whole.

Core Values

Our values define our organizational character and help guide the behaviors necessary to achieve our vision.
e Integrity
e Independence

e Excellence



Organization

The DoD OIG is headquartered in Alexandria, Virginia, and has more than 50 field offices located in the United
States, Europe, Southwest Asia, and South Korea. More than 1,000 DoD OIG employees are assigned to OIG
headquarters, and more than 500 OIG employees, mostly auditors and investigators, are assigned to DoD OIG
field offices. Atany time, approximately 30 employees are temporarily assigned to Southwest Asia. The
following chart provides an organizational snapshot of the DoD OIG.

Figure 1. The DoD OIG organizational structure as of September 30, 2018.
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udit:

The Audit Component conducts independent, relevant, and timely audits that promote economy, efficiency,
and effectiveness with sound actionable recommendations that, when effectively implemented, improve the
Department’s programs, operations, and stewardship of its resources. In the Audit Component:

e The Acquisition, Contracting, and Sustainment Directorate performs audits of weapons systems and
information technology acquisitions, spare parts procurement and pricing, and management of
Government-owned inventory.



e The Readiness and Global Operations (RGO) Directorate performs audits of joint operations, force
management and readiness. RGO audits identify deficiencies that span all combatant commands to
ensure the warfighter is equipped and trained for the mission.

e The Financial Management and Reporting (FMR) Directorate performs audits of finance and

accounting systems, and of DoD functions and activities established to carry out DoD’s fiscal
responsibilities. FMR also audits DoD’s audit readiness efforts and DoD financial statements.

e The Cyberspace Operations Directorate conducts independent, relevant, and timely audits on
Cyberspace Operations and Special Access Programs; provide actionable recommendations to
improve DoD operations, and provide value by keeping stakeholder fully informed about problems,
deficiencies, and progress of corrective actions.

Defense Criminal Investigative Service (DCIS):

The Defense Criminal Investigative Service conducts criminal investigations of matters related to DoD
programs and operations. DCIS focuses on fraud investigations, including procurement, health care, and
substituted and counterfeit products; investigations of public corruption, including bribery, kickbacks, and
theft; technology protection investigations, including illegal transfer, theft, or diversion of DoD technologies
and U.S. Munitions List items to forbidden nations and persons; and cybercrime investigations. DCIS’
investigations in health care have increased, and health care fraud is a significant investigative priority,
particularly as it relates to military families. DCIS investigates cybercrimes and computer network intrusions,
and provides digital exploitation and forensics services in support of traditional investigations.

Administrative Investigations (Al):

The Administrative Investigations Component conducts oversight of investigations of allegations of
whistleblower reprisal and misconduct by senior DoD officials; operates the DoD Hotline for reporting fraud,
waste, abuse, and threats and danger to the public health and safety of DoD; and performs the DoD
Whistleblower Protection Coordinator function to educate DoD employees on whistleblower statutory
prohibitions and protections. Inthe Al Component the:

Whistleblower Reprisal Investigations Directorate is responsible for the DoD Whistleblower Protection
Program, which encourages personnel to report fraud, waste, and abuse to appropriate authorities, provides
methods to address complaints of reprisal, and recommends remedies for whistleblowers who encounter
reprisal.

Investigations of Senior Officials Directorate investigates allegations of misconduct against general and flag
officers, members of the Senior Executive Service, and Presidential Appointees and conducts over 12,000
security background checks annually on senior DoD officials whose career actions are pending nomination by
the Secretary of Defense and the President, and confirmation by the Senate.

The DoD Hotline provides a confidential, reliable means to report violations of law, rule, or regulation; fraud,
waste, and abuse; mismanagement; trafficking in persons, and serious security incidents that involve the DoD.

Intelligence and Special Program Assessments (ISPA):

The Intelligence and Special Program Assessments Component conducts evaluations across the full spectrum
of programs, policies, procedures, and functions of the intelligence and counterintelligence enterprises,



special access programs, the nuclear enterprise, and related security issues within the Department of
Defense.

Policy and Oversight (P&O0):

The Policy and Oversight (P&0) Component provides policy, guidance, and oversight for the audit and criminal
investigative functions within the DoD. Inthe P&0 Component the:

e The Audit Policy and Oversight Directorate (APO) provides audit policy and oversight for Audit, the
Military Departments’ audit organizations, the Defense Contract Audit Agency, other Defense audit
organizations, and for public accounting firms auditing DoD activities under the Single Audit Act. APO
also conducts and oversees peer reviews of 21 DoD audit organizations and DoD-wide policy on
performing inspections and evaluations.

e The Investigative Policy and Oversight Directorate (IPO) provides investigative policy and oversight
for the DoD criminal investigative and law enforcement community and manages the DoD Subpoena
and Contractor Disclosure programs. IPO evaluates sexual assault and other violent crime
investigations and determines compliance with U.S. Government law and investigative standards for
the DoD and Military Services.

e The Technical Assessment Directorate (TAD) conducts technical engineering assessments to improve
Defense system acquisitions, operations, and sustainment by proactively addressing issues of concern
to Congress, DoD, and the public. TAD also provides engineering subject matter experts for the other
DoD 0IG Components, as needed.

Special Plans and Operations (SPO):

The Special Plans and Operations Component conducts program evaluations in a variety of national security
areas, including congressionally mandated projects. SPO evaluations include areas such as the DoD’s ability to
train, advise, assess, and equip security forces; provide medical care; and conduct oversight of various
congressional interests.

Lead Inspector General - Overseas Contingency Operations (0CO):

The OCO Component executes the Lead G mission including developing strategic OCO oversight plans,
coordinating efforts between U.S. Government agencies involved in OCO oversight, and preparing quarterly
and bi-annual reports regarding the status of contingency operations that require Lead 1G oversight. The DoD
IG currently serves as the Lead 1G for six OCOs including Operation Inherent Resolve, Operation Freedom'’s
Sentinel, Operation Pacific Eagle-Philippines, and three OCOs related to counterterrorism activities, two in
Africaand one in the Middle East. The Lead IG:

e Developsajoint strategic plan to conduct comprehensive oversight of each OCO;

e Reviewsand assesses the accuracy of information provided by the federal agencies relating to
obligations and expenditures, costs of programs and projects, accountability of the funds, and the
award and execution of major contracts, grants, and agreements in support of the 0CO;

e Reports quarterly on each OCO; and

e Reports biannually on the activities of the Lead IG and other 1Gs on the OCO, as part of the report.



Mission Support Team (MST):

The Mission Support Team provides essential support services to the entire DoD OIG enterprise, both at DoD
OIG headquarters and at field offices located throughout the world. These services include strategic planning,
human capital management, financial management, acquisition support, logistics services, information
management and information technology support, security management, quality assurance and standards
oversight, data analytics support, and correspondence management. MST centrally finances and supports
over 50 DoD OIG field offices worldwide, including all DoD OIGIT operations. MST also funds and supports
the Defense Case Activity Tracking System-Enterprise Program Management Office to establish and sustain a
single DoD-wide system for the management of administrative investigation information.



Financial Overview

The DoD OIG’s annual appropriation for FY 2018 was $346.7 million, including $24.7 million for overseas
contingency operations (0CO). The FY 2019 President’s budget request for the operations of the DoD OIG was
$354.0 million.

The following table depicts our comparative budget and personnel requirements for FY 2018 and FY 2017
(includes OCO funding and related FTEs).

Table 1. Financial Overview

FY 2018 FY 2017
Budget Execution (Millions) $336 $326
Civilian Personnel (FTEs) 1,596 1,538
Annual FTE Growth 58 (12)

Limitations of the Financial Statements

The principal financial statements have been prepared to report the financial position and results of operations
of the DoD OIG, pursuant to the requirements of 31 U.S.C. 3515 (b). The statements have been prepared from
the accounting records of the DoD OIG in accordance with the Office of Management and Budget Circular No. A-
136, Financial Reporting Requirements, and U.S. Generally Accepted Accounting Principles for Federal entities,
and the DoD Financial Management Regulation. The statements should be read with the realization that they
are for a component of the Government, a sovereign entity.

Financial Highlights and Analysis

The principal financial statements include the:

e Balance Sheet

e Statement of Net Cost

e Statement of Changes in Net Position
e Statement of Budgetary Resources

Balance Sheet

The Balance Sheet, which reports the DoD OIG’s financial position as of September 30, 2018, reports probable
future economic benefits obtained or controlled by the DoD OIG (Assets), claims against those assets
(Liabilities), and the difference between them (Net Position). The $94.8 million in assets represents amounts
the DoD OIG owns and manages, and is comprised of Fund Balance with Treasury (FBWT), Accounts
Receivable, and Other Assets. During FY 2018, assets increased by 3.9% and liabilities increased by 11.8%
from FY 2017 (see Table 3.)

Statement of Net Cost

The Statement of Net Cost presents the net cost of all the DoD OIG’s programs. The statement reports total
expenses incurred less revenues earned from external sources to finance those expenses. Generally, the
resulting balance of net cost is equivalent to the outlays reported on the Statement of Budgetary Resources
(SBR), plus accrued liabilities. The differences between reported outlays of the budgetary resources and
reported net cost are generally related to when expenses are recognized.

The DoD OIG’s costs incurred relate primarily to operations and support activities. These costs were offset with
10



earnings from reimbursed activities. This activity resulted in $354.2 million in net cost of operations during the
fiscal year.

The $354.2 millioninnet cost of operations represents an $18.2 million increase (5.4%) from FY 2017 reported
net cost. Approximately $15.4 million of the increase is related to the cost for operations, maintenance and
support activities.

Statement of Changes in Net Position

The Statement of Changes in Net Position presents the total cumulative results of operations since inception
and unexpended appropriations at the end of the fiscal year. The Statement of Changes in Net Position
displays the components of net position separately to enable the user to better understand the nature of
changes to net position as a whole. The statement focuses on how the net cost of operations as presented on
the Statement of Net Cost is financed, as well as displaying the other items financing the DoD OIG'’s
operations. The DoD OIG’s ending net position decreased $1.2 million during FY 2018.

Statement of Budgetary Resources

The SBR presents the DoD OIG’s total budgetary resources, their status at the end of the year, and the
relationship between the budgetary resources and the outlays made against them. Inaccordance with
Federal statutes and implementing regulations, obligations may be incurred and payments made only to the
extent that budgetary resources are available to cover such items.

As shown in the following table, the DoD OIG reported $400.5 million in FY 2018 total budgetary resources.

Table 2. FY 2018 Total Budgetary Resources (includes OCO appropriations funding).

FY 2018
Description ($ in Thousands)
Total Appropriations Reported on SBR $346,669.0
Unobligated Budget Authority Brought Forward from Prior Year 48,724.0
Spending Authority from Offsetting Collections 5,104.0
Total Budgetary Resources $400,497.0

Of the $400.5 million in total budgetary resources, $354.9 million was obligated and $344.1 million of obligations
were disbursed. Expired appropriations remain available for adjustments to, or payment of, existing obligations,
but are not available for new obligations.
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Financial Performance Summary

This table represents the DoD OIG’s condensed financial position, results of operations, and budgetary
resources, and includes comparisons of financial balances from the current year to the prior year.

Table 3. Comparisons of financial balances for the current and prior fiscal years.

Dollars in Thousands

FY 2018 FY 2017 Change % Change
Fund Balance with Treasury $89,710.2 $78,994.1 $10,716.1 13.6%
Cash and Other Monetary Assets 155.1 155.7 (0.6) -0.4%
Accounts Receivable 4,949.7 12,137.8 (7,188.1) -59.2%
Total Assets $94,815.0 $91,287.6 $3,527.4 3.9%
/Accounts Payable $3,231.6 $3,596.3 ($364.7) -10.1%
Other Liabilities 32,013.9 27,759.4 4,254.4 15.3%
Military Retirement and Other
Federal Employment Benefits 9,836.6 8,965.9 870.8 9.7%
Total Liabilities $45,082.1 $40,321.6 $4,760.5 11.8%
Total Net Position (Assets Minus Liabilities) $49,732.8 $50,966.0 ($1,233.1) -2.4%
Total Financing Sources $351,308.3 $337,204.7 $14,103.6 4.2%
Less: Net Cost of Operations (354,165.9) (335,931.4) (18,234.5) 5.4%
Net Change of Cumulative Results
of Operations ($2,857.5) $1,273.4 ($4,130.9) -324.4%
Total Budgetary Resources $400,496.9 $380,983.3 $19,513.6 5.1%

Svstems, Controls, and Legal Compliance

DoD OIG Systems

The DoD OIG relies on a variety of DoD systems to record, summarize, and report its financial information.

These include the following:

e  Defense Agencies Initiative (DAI)

e  Defense Departmental Reporting System (DDRS)

e Headquarters Accounting and Reporting System (HQARS)

e  Chief Financial Officers Load Reconciliation System (CLRS)

e Defense Civilian Payroll System (DCPS)

e  Mechanization of Contract Administration Services (MOCAS)
e  Defense Travel System (DTS)

Defense Cash Accountability System (DCAS)
Computerized Accounts Payable System with Wide Area Workflow (CAPS-W /WAWTF)

In October 2016, the DoD OIG implemented the Defense Agencies Initiative (DAI) Financial and Accounting
System. DAI fully complies with the Standard Financial Information System (SFIS), United States Standard
General Ledger (USSGL) and the Federal Financial Management Improvement Act (FFMIA) of 1996.

12



Management Assurances

The DoD OIG conducted its assessment of risk and internal control in accordance with OMB Circular No. A-
123, Management’s Responsibility for Enterprise Risk Management and Internal Control and the Standards
for Internal Control in the Federal Government, as required by the Federal Manager’s Financial Integrity Act
of 1982 (FMFIA). This assessment evaluated the system of internal controls in effect during the fiscal year
ended September 30, 2018, to determine whether DoD OIG complied with standards prescribed by the
Comptroller General.

The objectives of the system of internal control of the DoD OIG are to provide reasonable assurance of:

1. Effectiveness and efficiency of operations;

2. Reliability of financial and non-financial reporting;

3. Compliance with applicable laws and regulations, and
4. Financial information system compliance with FMFIA.

The results indicated that, except for three material weaknesses, internal controls over operations, reporting,
and compliance were operating effectively as of September 30, 2018, and provided reasonable assurance that
these objectives were achieved.

Performance Goals, Objectives and Strategic Plan

The DoD OIG’s Strategic Plan serves as a roadmap to further build and sustain a high-performing organization
that pursues our critical mission to detect and deter fraud, waste, and abuse in DoD programs and operations;
promote the economy, efficiency, and effectiveness of the DoD; and help ensure ethical conduct throughout the
DoD.

Our values are Integrity, Independence, and Excellence. These values define our organizational character and
should guide our actions as we strive to help improve the DoD. Our three overarching strategic goals reaffirm
our commitment to be an employer of choice; to perform timely, high quality, and impactful oversight; and to
strengthen OIG business operations.

Strategic Goals

The DoD OIG has identified three strategic goals, and key objectives corresponding to those goals,
in its Strategic Plan.

Goal 1: Be an employer of choice within the oversight community.

Strategic Objectives:

1.1 Foster a positive environment and organizational culture in which DoD OIG employees are valued,
engaged, and high-performing, with an appropriate work-life balance.

1.2 Attract, develop and maintain a highly qualified and diverse team dedicated to improving the DoD.
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Goal 2: Perform timely, high quality, and impactful oversight thatimproves DoD programs and
operations.

Strategic Objectives:

2.1 Conduct audits, investigations, evaluations, and special reviews that are accurate, timely, impactful, and
relevant.

2.2 Provide timely and thorough follow-up of recommendations that improve DoD programs and
operations.

2.3 Be aleader in the oversight community by sharing information and best practices.

Goal 3: Strengthen OIG business operations.

Strategic Objectives:
3.1 Create a performance culture built on data-informed decisions and disciplined execution.
3.2 Adapt the organization and streamline processes to meet evolving challenges.

3.3 Ensure the independence, security, utility, and effectiveness of information management and
technology.

Results, Events, Trends and Risks
Audit

Atthe end of FY 2018, Audit had 580 staff on-board, an increase of 59 from FY 2017. The increased staffing
allowed Audit to ensure the successful completion of the DoD’s first full financial statement audit, and
increase cyber security, healthcare, acquisitions, strategic force readiness challenges, and contracting
oversight. InFY 2020, Audit will increase oversight of the Department’s financial management and business
reforms, space and cyber operations, and health care. In FY 2018, Audit:

e Issued 110 reports, a 23% increase from FY 2017, that identified $1.8 billion in questioned costs, and
$293 million in funds that could be better used. With the corrective actions that the DoD implemented
as a result of the DoD OIG’s audit recommendations, the Department realized savings of $637 million, an
$963 thousand return on investment per Audit staff member.

e Provided oversight of and completed the DoD’s first full financial statement and systems audits. Since
the Department’s assets total more than $2 trillion, this was likely the largest financial statement audit
ever undertaken. The DoD OIG, working in conjunction with contracted Independent Public Accounting
firms, provided over 2,000 Notices of Findings and Recommendations to DoD Components.

e Based onactions provided by the Department in response to our initial FY 2017 Compendium of Open
Office of Inspector General Recommendations, Audit closed 421 of 1,298 open recommendations and
updated the Compendium for FY 2018, identifying 1,558 open recommendations that contained
potential monetary benefits of $2.3 billion.

e Increased oversight of cybersecurity and cyber operations audits that addressed critical DoD issues such
as Unmanned Aerial Vehicles, the DoD's Secret Internet Protocol Router Network, and the Air Force
Satellite Control Network.
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Defense Criminal Investigative Service (DCIS)

DCIS established a performance metric that 90 percent of investigations focus on fraud, public corruption,
technology protection, health care, and cybercrimes. DCIS uses investigative statistics such as arrests,
indictments and criminal charges, convictions, fines, recoveries, restitution, and suspensions and debarments,

to ensure consistency in efforts and the effective use of its investigative resources.

DCIS: Performance Criteria and Evaluation Summary

FY 2018 FY 2019 FY 2020
PERFORMANCE METRICS Actual Estimate Estimate
Dollars in Thousands

Criminal Charges 300 300 306
Criminal Convictions 202 219 224
Court ordered receivables for the US Government $1,141 $1,237 $1,280
Recoveries in stolen or misappropriated US
Government property $234 $1,265 $1.310
Contributions to the suspension of contractors 80 115 118
Contributions to the debarment of contractors 142 181 185

The DCIS Asset Forfeiture Division provides civil and criminal forfeiture support to DCIS investigations.

Forfeiture counts are included in indictments, criminal information, and consent agreements when warranted

by the evidence. Asset forfeiture seeks to deprive criminals of proceeds and property used or acquired

through illegal activity, both in the United States and overseas. DCIS seized assets totaling $35.3 million,
consisting of U.S. currency, clothing, electronic equipment, financial instruments, firearms, food, and
furniture/household goods. In addition, DCIS obtained final orders of forfeiture totaling $21.1 million, and
monetary judgments totaling $86.8 million.

Administrative Investigations

InFY 2018, Al:

Improved Whistleblower Reprisal Investigations Directorate (WRI) performance including:
establishing an alternative dispute resolution program to quickly resolve reprisal complaints without
opening an investigation; allocating an additional team of investigators to handle sexual assault victim
reprisal complaints and investigations; and reducing backlogs in reprisal complaints and improving
timeliness to complete reprisal investigations. Al’s goal is to close Whistleblower Reprisal
Investigations within 180 days for military and contractor cases and 240 days for civilian and
Nonappropriated Fund Instrumentality (NAFI) employees;in FY 2018, WRI closed 10 military and
contractor reprisal investigations of which three (30%) were closed in 180 days or less; and closed
three civilian and NAFI investigations of which none were closed in 240 days or less.

Improved DoD Hotline performance, including reducing backlogs in hotline complaints and improving
timeliness in complaint referrals. Al’s goal is to make priority one Hotline referrals related to life,
death, and safety concerns in one business day and to review DoD Hotline completion reports in 45
business days. In FY 2018, the DoD Hotline made 192 Priority One referrals; 148 (77%) in one
business day or less. Hotline reviewed 837 Hotline completion reports, of which 802 (96%) were
reviewed in 45 business days or less.

Improved Senior Official Investigations Directorate performance, including reducing time to complete
investigations of allegations of misconduct involving senior officials pending career actions requiring
15



confirmation by the Senate. Al’s goal is to close investigations of Senior Officials within 210 days. In
FY 2018, Al closed nine ISO investigations, three (33%) of which were closed in 210 days orless. Al
conducts training and outreach activities to improve the quality and timeliness of investigations, and
inform employees of whistleblower protections and how to report reprisal allegations. During FY
2018, Al conducted the DoD Hotline Worldwide Outreach and Observance of National Whistleblower
Appreciation Day, which were attended by news media and over 400 personnel from across the DoD
and Federal government. In addition, Al conducted 30 external outreach and training events reaching
1,600 attendees.

Policy and Oversight

InFY 2018, P & O:

e Performed 140 reviews of single audit reports covering $5.0 billion in DoD funds and issued 87
memorandums that identified 105 findings and $15 million in questioned costs.

e Administered peer reviews of five DoD audit organizations and provided oversight on contracting
officers’ actions related to 2,115 open and closed DCAA contract audit reports with more than $12
billion in potential savings.

Policy and Oversight: Performance Criteria and Evaluation Summary
FY 2018 | FY 2019 | FY 2020
PERFORMANCE METRICS Actual Estimate | Estimate
Audit Policy and Oversight Reports 12 10 11
Investigative Policy and Oversight Reports 3 5 5
Contractor disclosures submitted 193 220 230
Subpoenas Issued 1,214 1,175 1,200
Technical Assessment Reports 7 4 5
Engineering support to other Component projects 7 7 8
Coordination of Draft DoD Palicy Issuances 257 265 275

Intelligence and Special Program Assessments

InFY 2018, ISPA issued 12 reports containing 70 recommendations to improve the economy, efficiency, and
operations of the Department of Defense and its associated role in the Intelligence Community.

Special Plans and Operations

InFY 2018, SPO issued ten oversight reports including a report on Afghan Child Abuse; the DoD response to
medical patient safety; training advising and assisting the Afghan Air Force; the Iraq Police Hold Force; and an
evaluation of the Army Tactical Detector Dogs.

Lead Inspector General - Overseas Contingency Operations

InFY 2018, OCO conducted 23 oversight projects. OCO also published the FY 2018 Comprehensive Oversight
Plan for Overseas Contingency Operations that coordinates a whole-of-government approach to oversight
activities supporting each contingency operation. OCO issued 10 unclassified quarterly reports and three
classified appendices.
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FINANCIAL SECTION




Financial Section

Principal Financial Statements and Notes
The financial statements of the DoD OIG include the four principal statements. The financial statements reflect

the aggregate financial position of the DoD OIG and include both the proprietary and budgetary resources of the
DoD OIG.

Four Principal Financial Statements

Statement What Information It
Provides

Reflects the DoD OIG'’s financial position as of September 30, 2018 and 2017. The
assets are the amounts of future economic benefits owned or managed by the DoD
OIG. The liabilities are amounts owed by the DoD OIG to federal and non-federal
entities. The net position is the difference between assets and liabilities.

Balance Sheet

Shows separately the components of the net cost of the DoD OIG’s operations for the
Statement of Net Cost fiscal years 2017 and 2018. Net cost is equal to the gross costincurred by the DoD OIG
less any exchange revenue earned from its activities.

Presents the sum of the cumulative results of operations since inception and unexpended
appropriations provided to the DoD OIG that remain unused at the end of the fiscal years
2017 and 2018. The statement focuses on how the net cost of operations is financed.
The resulting financial position represents the difference between assets and liabilities as
shown on the consolidated balance sheet.

Statement of Changes
in Net Position

Provides information about how budgetary resources were made available, as well as
their status at the end of the period. It is the only financial statement exclusively derived
Statement of Budgetary from the DoD OIG’s budgetary general ledger in accordance with budgetary accounting

Resources rules. The Statement of Budgetary Resources is the only principal financial statement
prepared on a combined versus consolidated basis. As such, all intra-entity
transactions are included in the balances reported in the statement.
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Department of Defense
Office of Inspector General
Consolidated Balance Sheet

As of September 30, 2018 and 2017

Dollars in Thousands

2018 2017
ASSETS (Note 2)
Intragovernmental:
Fund Balance with Treasury (Note 3) $89,710.2 $78,994.1
Accounts Receivable (Note 5) 4,878.7 12,070.0
Total Intragovernmental Assets $94,588.9 $91,064.1
Cash and Other Monetary Assets (Note 7) 155.1 155.7
Accounts Receivable, Net (Note 5) 70.9 67.8
TOTAL ASSETS $94,814.9 $91,287.6
LIABILITIES (Note 11)
Intragovernmental:
Accounts Payable (Note 12) $1,071.6 $1,836.8
Other Liabilities (Notes 15) 4,209.7 3,603.3
Total Intragovernmental Liabilities $5,281.3 $5,440.1
Accounts Payable (Note 12) 2,160.0 1,759.5
Military Retirement and Other Federal
Employment Benefits (Note 17) 9,836.6 8,965.9
Other Liabilities (Notes 15) 27,804.2 24,156.1
TOTAL LIABILITIES $45,082.1 $40,321.6
NET POSITION
Unexpended Appropriations - Other Funds $79,501.6 $77,877.2
Cumulative Results of Operations - Other Funds (29,768.8) (26,911.2)
TOTAL NET POSITION $49,732.8 $50,966.0
TOTAL LIABILITIES AND NET POSITION $94,814.9 $91,287.6
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Department of Defense
Office of Inspector General
Consolidated Statement of Net Cost

For the Years Ended September 30, 2018 and 2017

Dollars in Thousands

2018 2017

Gross Program Costs $360,714.4 $344,514.9
Operations, Maintenance & Support

Gross Costs 355,072.8 342,004.2

Less: Earned Revenue (6,205.6) (8,583.5)

Net Program Costs 348,867.2 333,420.7

Other Costs 5,298.7 2,510.7

Net Cost of Operations $354,165.9 $335,931.4

Department of Defense
Office of Inspector General

Consolidated Statement of Changes in Net Position
For the Years Ended September 30, 2018 and 2017

Cumulative Results of Operations

Dollars in Thousands
2018

2017

Beginning Balances | ($26,911.3) | ($28,184.6)
Budgetary Financing Sources:
Appropriations used | 338,452.8 | 329,174.1
Other Financing Sources:
Imputed Financing 12,855.4 8,030.8
Other 0.1 (0.1)
Total Financing Sources $351,308.3 $337,204.8
Net Cost of Operations (+/-) (354,165.9) (335,931.4)
Net Change ($2,857.5) $1,273.4
Cumulative Results of Operations ($29,768.8) ($26,911.2)
Unexpended Appropriations
Beginning Balances $77,877.2 | $83,901.4
Budgetary Financing Sources:
Appropriations received 346,579.0 334,097.0
Appropriations transferred in/out 90.0 (4,912.0)
Other adjustments (+/-) (5,321.0) (6,035.4)
Appropriations used (339,723.5) (329,173.8)
Total Budgetary Financing Sources $1,624.4 ($6,024.2)
Unexpended Appropriations $79,501.6 $77,877.2
Net Position $49,732.8 $50,966.0
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Department of Defense
Office of Inspector General
Combined Statement of Budgetary Resources

For the Years Ended September 30, 2018 and 2017

Dollars in Thousands

2018 2017

Budgetary Resources:
Unobligated balance brought forward, Oct 1 $41,582.3 $43,132.5
Recoveries of prior year unpaid obligations 12,406.8 8,977.8
Other changes in unobligated balance (5,265.1) (6,035.3)
Unobligated balance from prior year budget authority, net 48,723.9 46,075.0
Appropriations (discretionary and mandatory) 346,669.0 329,185.0
Spending authority from offsetting collections (discretionary and
mandatory) 5,104.0 5,723.3
Total Budgetary Resources $400,496.9 $380,983.3
Status of Budgetary Resources:
Obligations incurred $354,903.8 $339,401.0
Unobligated balance, end of year:
Apportioned 10,814.2 4,414.6
Unapportioned 34,778.9 37,167.7
Total unobligated balance, end of year $45,593.1 $41,582.3
Total Budgetary Resources $400,496.9 $380,983.3
Change in Obligated Balance:
Unpaid obligations:
Unpaid obligations, brought forward, Oct 1 $51,776.8 $53,113.8
Obligations incurred 354,903.8 339,401.0
Outlays (Gross)(-) (344,084.6) (331,760.3)
Recoveries of prior year unpaid obligations (-) (12,406.8) (8,977.8)
Unpaid obligations, end of year $50,189.2 $51,776.7
Uncollected payments:
Uncollected payments, Federal sources, brought forward, Oct 1 (-) ($14,364.9) ($11,501.1)
Change in uncollected payments, Federal sources (+ or -) 9,619.4 (2,863.8)
Uncollected payments, Federal sources, end of year (-) ($4,745.5) ($14,364.9)
Memorandum (non-add) Entries:
Obligated balance, start of year (+ or -) $37,411.8 $41,612.7
Obligated balance, end of year (+ or -) $45,443.7 $37,411.8
Budget Authority and Outlays, Net:
Budget authority, gross (discretionary and mandatory) $351,773.0 $334,908.3
Actual offsetting collections, (discretionary and mandatory) (14,723.4) (2,859.5)
Change in uncollected customer payments from Federal sources
(discretionary and mandatory) 9,619.4 (2,863.8)
Budget Authority, net (discretionary and mandatory) $346,669.0 $329,185.0
Outlays, gross (discretionary and mandatory) 344,084.6 331,760.3
Actual offsetting collections, (discretionary and mandatory) (14,723.4) (2,859.4)
Outlays, net (discretionary & mandatory) $329,361.2 $328,900.9
Agency Outlays, net (discretionary and mandatory) $329,361.2 $328,900.9
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NOTE 1. SIGNIFICANT ACCOUNTING POLICIES

1.A. Basis of Presentation

These financial statements report the financial position and results of operations of the Department of
Defense Office of Inspector General (DoD OIG). The financial statements have been prepared from the books
and records of the DoD OIG in accordance with U.S. Generally Accepted Accounting Principles (USGAAP)
promulgated by the Federal Accounting Standards Advisory Board (FASAB); the Office of Management and
Budget (OMB) Circular No. A-136, “Financial Reporting Requirements”; and the DoD Financial Management
Regulation (FMR).

1B Mission of the Reporting Entity

The Department of Defense (DoD) Inspector General (IG) is the principal adviser to the Secretary of Defense
(SecDef) for matters relating to the prevention and detection of fraud, waste, and abuse in DoD programs and
operations. The DoD Office of Inspector General (OIG) audits, investigates, inspects, and evaluates the
programs and operations of the DoD, and executes its mission and responsibilities through the activities of
seven oversight Components, plus the Office of General Counsel and mission support functions.

1C. Appropriations and Funds

The DoD OIG receives appropriations and funds as general funds and uses them to execute its missions and
subsequently report on resource usage. General Funds are used for financial transactions funded by
congressional appropriations, including operation and maintenance, research and development, and
procurement.

1D. Basis of Accounting

The DoD OIG’s financial statements are prepared in accordance with USGAAP as defined by FASAB. The DoD
OIG’s financial statements and supporting trial balances are compiled from the underlying financial data of
the OIG. This data is largely derived from budgetary transactions (obligations, disbursements, and
collections), from nonfinancial feeder systems, and from accruals made for major items such as payroll
expenses and accounts payable.

1E. Revenuesand Other Financing Sources

The DoD OIG receives congressional appropriations as financing sources for general funds. These funds
expire either annually or on a multi-year basis. When authorized by legislation, these appropriations are
supplemented by reimbursable authority. The DoD OIG recognizes revenue as aresult of costs incurred for
goods and services provided to other federal agencies and the public. Full-cost pricingis the DoD OIG’s
standard policy for services provided as required by OMB Circular No. A-25, “User Charges.”

1LF. Recognition of Expenses

For financial reporting purposes, the DoD OIG recognizes operating expenses in the period incurred.
Estimates are made for major items such as payroll expenses and accounts payable.

1.G Accounting for Intragovernmental Activities

Accounting standards require an entity to eliminate intra-entity activity and balances from consolidated
financial statements to prevent overstating various account balances. Generally, seller entities within the
DoD OIG provide summary seller-side balances for revenue, accounts receivable, and unearned revenue to
the buyer-side internal accounting offices. In most cases, the buyer-side records are adjusted to agree with
the DoD OIG’s seller-side balances and then eliminated.
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The Treasury Financial Manual Part 2 - Chapter 4700, Agency Reporting Requirements for the Financial
Report of the United States Government, provides guidance for reporting and reconciling intragovernmental
balances. The DoD OIG s able to reconcile balances pertaining to Federal Employees’ Compensation Act
(FECA) transactions with the Department of Labor, and benefit program transactions with the Office of
Personnel Management (OPM). Imputed financing represents the costs paid on behalf of the DoD OIG by
another Federal entity. The DoD OIG recognizes imputed costs for (1) employee pension, post-retirement
health, and life insurance benefits and (2) post-employment benefits for terminated and inactive employees
to include unemployment and workers compensation under the FECA.

1H. Funds with the U.S.Treasury

The DoD OIG’s monetary resources are maintained in U.S. Treasury accounts. The Defense Finance and
Accounting Service (DFAS) processes the majority of the DoD OIG’s cash collections, disbursements, and
adjustments. DFAS prepares monthly reports to the U.S. Treasury on checks issued, electronic fund transfers,
interagency transfers, and deposits. In addition, DFAS submits reports to the U.S. Treasury by appropriation
on interagency transfers, collections received, and disbursements issued. The U.S. Treasury records these
transactions to the applicable Fund Balance with Treasury (FBWT) account. On a monthly basis, the DoD
OIG's FBWT is reviewed and reconciled, as required, to agree with the U.S. Treasury accounts.

11l Cash and Other Monetary Assets

Cash is the total of cash resources under the control of the DoD OIG including coin, paper currency,
negotiable instruments, and amounts held for deposit in banks and other financial institutions. The
majority of cash is classified as “nonentity” and is restricted.

1] Accounts Receivable

Accounts receivable from other federal entities or the public include accounts receivable, claims receivable,
and refunds receivable. Allowances for uncollectible accounts due from the public are based upon an analysis
of collection experience. The DoD OIG does not recognize an allowance for estimated uncollectible amounts
from other federal agencies, as receivables from other federal agencies are considered to be inherently
collectible. Claims for accounts receivable from other federal agencies are resolved between the agencies in
accordance with the Intragovernmental Business Rules published in the Treasury Financial Manual.

1K Advances and Prepayments

When advances are permitted by law, legislation, or presidential authorization, the DoD OIG records advances
or prepayments in accordance with USGAAP. As such, payments made in advance of the receipt of goods and
services are reported as an asset on the Balance Sheet. These advances are expensed and/or properly
classified as assets when the related goods and services are received.

1L Leases

Lease payments to rent equipment and operating facilities are classified as either capital or operating leases.
The DoD OIG has operating leases and, as the lessee, receives the use and possession of leased property from
a lessor in exchange for payment. Anoperating lease does not substantially transfer all the benefits and risks
of ownership. Payments for operating leases are expensed over the lease term as they become payable.
Office space and leases entered into by the DoD OIG are the largest component of operating leases and are
based on costs incurred by existing leases, General Services Administration bills, and interservice support
agreements. Future year projections of lease costs are adjusted using the Consumer Price Index.

1M. Other Assets

Other assets include military and travel advances not reported elsewhere on the DoD OIG’s Balance Sheet.
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1N. Contingencies and Other Liabilities

The SFFAS No. 5, “Accounting for Liabilities of the Federal Government,” as amended by SFFAS No. 12,
“Recognition of Contingent Liabilities Arising from Litigation,” defines a contingency as an existing condition,
situation, or set of circumstances involving an uncertainty as to possible gain or loss. The uncertainty will be
resolved when one or more future events occur or fail to occur. The DoD OIG recognizes contingent liabilities
when past events or exchange transactions occur, a future loss is probable, and the loss amount can be
reasonably estimated.

Financial statement reporting is limited to footnote disclosures when conditions for liability recognition
do not exist, but there is at least a reasonable possibility of incurring aloss or additional losses. The DoD

OIG'srisk of loss and resultant contingent liabilities arise from pending or threatened litigation and
contract disputes.

1.0. Accrued Leave

The DoD OIG reports liabilities for military leave and accrued compensatory and annual leave for civilians.
Sick leave for civilians is expensed when taken. The liabilities are based on current pay rates.

1P. NetPosition

Net position consists of unexpended appropriations and cumulative results of operations. Unexpended
appropriations includes the amounts of budget authority that are unobligated and have not been rescinded or
withdrawn, and amounts obligated for which legal liabilities for payments have not been incurred.
Cumulative results of operations is the net difference between expenses and losses, and financing sources
(including appropriations, revenue, and gains), since inception.

NOTE 2. NONENTITY ASSETS

Nonentity Assets

As of September 30 Dollars in Thousands
2018 2017

Non-Federal Assets
Cash and Other Monetary Assets $155.1 $155.7
Total Non-Federal Assets $155.1 $155.7
Total Nonentity Assets $155.1 $155.7
Total Entity Assets $94,659.9 $91,131.9
Total Assets $94,815.0 $91,287.6

Nonentity assets are not available for use in the DoD OIG’s normal operations. The DoD OIG has stewardship
accountability and reporting responsibility for nonentity assets. The DoD OIG is reporting $155.1 thousand for
FY 2018 and $155.7 thousand for FY 2017 of seized cash as a result of its DCIS operations. This amount is
currently being held pending court processing. Depending on the outcome of the trials, this money will either be
returned to the original owner or deposited with the U.S. Treasury.
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NOTE 3. FUND BALANCE WITH TREASURY

Fund Balance with Treasury

As of September 30

Dollars in Thousands

2018 2017
Fund Balance
Appropriated Funds $89,710.2 $78,994.1
Total Fund Balance $89,710.2 $78,994.1
Fund Balance Per Treasury vs Agency
Fund Balance Per Treasury $89,710.2 $78,994.1
Less: Fund Balance per Agency $89,710.2 $78,994.1
Reconciling Amount $0.0 $0.0

The U.S. Treasury maintains and reports fund balances at the Treasury Indexappropriation level. Defense
Agencies, including the DoD OIG, are aggregated in Treasury Index 97. This Treasury Index does not separate
individual balances for each Defense Agency. Asaresult, the U.S. Treasury does not separately reportan
amount for the DoD OIG and the entire DoD OIG’s FBWT is reflected as a reconciling amount.

For FY 2018, the DoD OIG is using the funding balance amount reported in the Department of Treasury’s
Central Accounting Reporting System (CARS) Account Statement Expenditure Activity report as the Fund
Balance Per Treasury amount at $89.7M to reconcile with the amount of Fund Balance reported in DoD OIG’s

Consolidated Balance Sheet. The reconciling amount is at $0.

Status of Fund Balance with Treasury

As of September 30

Dollars in Thousands

2018 2017

Unobligated Balances
Available $10,814.2 $4,414.6
Unavailable $34,778.9 $37,167.7
Total Unobligated Balance $45,593.1 $41,582.3
Obligated Balance not yet Disbursed $50,189.2 $51,776.7
Non-FBWT Budgetary Accounts ($6,072.1) ($14,364.9)
Reconciling Amount $89,710.2 $78,994.1

The unavailable balance of FBWT reflects the amount of DoD OIG’s appropriation that is temporarily

precluded from obligation and restricted to future fiscal years.

NOTE 5. ACCOUNTS RECEIVABLE

Accounts Receivable
As of September 30

Dollars in Thousands
2018

Allowance for Accounts

Gross Amount Due Est Uncollectible Receivable, Net
Intragovernmental Receivables $4,878.7 N/A $4,878.7
Non-Federal Receivables (From the Public) $71.0 N/A $71.0
Total Accounts Receivable $4,949.7 N/A $4,949.7
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Accounts Receivable
As of September 30

Dollars in Thousands

2017
Allowance for Accounts
Gross Amount Due Est Uncollectible Receivable, Net
Intragovernmental Receivables $12,070.0 N/A $12,070.0
Non-Federal Receivables (From the Public) $67.8 N/A $67.8
Total Accounts Receivable $12,137.8 N/A $12,137.8

Accounts receivable represents the DoD OIG’s claim for payment from other entities.

The DoD OIG only

recognizes an allowance for uncollectible amounts from the public. Claims with other Federal agencies are

resolved in accordance with the intragovernmental business rules.

NOTE 7. CASH AND OTHER MONETARY ASSETS

Cash and Other Monetary Assets

As of September 30

Dollars in Thousands

2018 2017
Cash $155.1 $155.7
Total Cash and Other Monetary Assets $155.1 $155.7

The DoD OIG reported $155.1 th