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About the Agency Financial Report

The Defense Health Program (DHP) Enterprise Agency Financial Report (AFR) provides financial and summary performance
results enabling the president, Congress, and the American people to assess its accomplishments, and to understand its
financial results and operational functions. This AFR satisfies the reporting requirements of the following:

e Federal Managers’ Financial Integrity Act of 1982;

e Chief Financial Officers Act of 1990;

e Government Management Reform Act of 1994;

e Reports Consolidation Act of 2000;

e Office of Management and Budget Circular No. A-136, Financial Reporting Requirements;

e Improper Payments Elimination and Recovery Improvement Act of 2012;

e Office of Management and Budget Memorandum M-12-12, Promoting Efficient Spending to Support Agency
Operations; and

e  Fraud Reduction and Data Analytics Act of 2015.

The DHP Enterprise chooses to produce an AFR rather than the alternative Performance and Accountability Report. The
Annual Performance Report, with detailed performance information that meets the requirements of the Government
Performance and Results Modernization Act of 2010 (GPRAMA), will be provided within the Annual Performance Plan and
Report and transmitted with the release of the Fiscal Year (FY) 2019 Congressional Budget Justification. The AFR may be
viewed online at www.health.mil/HealthAffairs. The AFR consists of three primary sections:

Management’s Discussion and Analysis

Provides a high-level overview of the DHP Enterprise, including its history, mission, and organizational structure; the DHP
Enterprise’s overall performance related to its strategic goals and primary objectives; management’s assurance on internal
controls; and forward-looking information.

Financial Section

Contains financial statements, accompanying notes, required supplementary stewardship information, required
supplementary information, as well as the independent auditor’s report on the financial statements and management’s
response to that report.

Other Information

Details DHP Enterprise’s compliance with, and commitment to, specific regulations, including performance and
management analyses and recommendations from the Office of the Inspector General, payment integrity reporting results,
and the Combining Statement of Budgetary Resources.
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Defense Health Program Enterprise
Management’s Discussion and Analysis

Agency Head Message

The Military Health System (MHS) and the Office of the Assistant
Secretary of Defense (Health Affairs) serve as the Department of
Defense’s singular entity responsible and accountable for effectively and
efficiently maintaining and advancing our dual missions of readiness and
health-care delivery for our 9.4 million service member, retiree, and
family member beneficiaries.

The MHS prides itself on its commitment to service, and its corporate
culture includes a dedication to transparency, especially as we create a
more integrated, higher-performing enterprise in light of our significant
reforms directed by the Secretary and Congressionally mandated reforms
directed by the FY 2017 and FY 2019 National Defense Authorization Acts.
The mission of the MHS remains to support the service member, and care
for our service member families. The collective goal of military health
reforms is a more integrated, efficient and effective system of readiness
and health that best supports the lethality of the force. In order to
achieve that goal, the MHS must ensure proper controls are in place, that
they are functioning as intended, and that we are maximizing our value to
our beneficiaries and to the Department.

The ongoing auditability of the MHS is a priority for each and every member of our team. Each of us directly contributes to
our shared mission, regardless of rank or level, and the entire enterprise is committed to achieving an unmodified opinion.
We understand it will take everyone’s support to improve the reliability and accuracy of our data to enable informed
decisions both now and in the future and make the best use of our available resources in order to achieve our strategic
goals and objectives. In order to continue our progress towards this goal, we have undertaken corrective actions based on
deficiencies and internal control weaknesses that our team has identified. More information regarding the status of the
internal control environment within the DHP Enterprise and the steps we are taking to address these issues can be found in
the Management Assurance section of this report.

| encourage all of our stakeholders to read this report. It will be clear that the MHS is committed to transparency,
efficiency, and effectiveness as we ensure mission alignment with Secretary Mattis’ Department priorities to increase
lethality, leverage strategic partnerships, and improve our business processes. | thank the staff of the MHS for their tireless
dedication and perseverance in delivering these strategic priorities every day, our beneficiaries for their service and being
the most deserving customers in the world, and all our stakeholders for their incredible support as we engage in this
endeavor.

Tom McCaffery

Principal Deputy Assistant Secretary of Defense for Health Affairs
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Defense Health Program Enterprise
Management’s Discussion and Analysis

Mission and Organization Structure

History

In 2011, the Deputy Secretary of Defense’s Task Force on
Reform of the Military Health System led to the creation of
the Defense Health Agency (DHA), a Combat Support Agency
(CSA) and a component of the Defense Health Program (DHP)
Enterprise.? On September 30, 2013, the Department of
Defense (DoD or the Department) issued a directive formally
establishing the DHA as part of the DHP Enterprise, and on
October 1, 2015, the DHA achieved full operating capability.

In early 2017, in response to the FY 2017 National Defense
Authorization Act (NDAA), the DHA began preparing to
assume responsibility for the administration and
management of Military Treatment Facilities (MTFs)
worldwide. The assumption of these responsibilities will
commence on October 1, 2018 and be phased in over a
three-year period. The DHA published the FY 2017 Strategic
Plan, to communicate its mission, vision, goals and objectives

What is the Defense Health Program?

The Defense Health Program itself is an appropriation from Congress,
Apportioned by the Office of Management and Budget to the Office of
the Undersecretary of Defense (Comptroller) who then allots these
funds to the Assistant Secretary of Defense for Health Affairs. The
Assistant Secretary of Defense for Health Affairs then issues Funding
Authorization Documents (FADs) to fund the seven financial statement
reporting components supporting the Military Health System
consisting of: U.S. Army Medical Command, The Navy Bureau of
Medicine and Surgery, U.S. Air Force Medical Services, Defense Health
Agency (FOD), Contract Resource Management Office, the Uniformed
Services University of the Health Sciences, and the National Capital
Region Medical Directorate. Based on DoD Directive 5136.01, the
Assistant Secretary of Defense for Health Affairs exercises authority,
direction and control over these entities and directs the use of the
Defense Health Program appropriation. These entities are often
collectively known as the entities that comprise the Defense Health
Program Enterprise (DHP Enterprise).

to best support DHP Enterprise’s workforce, patients, services, and Combatant Commands (CCMDs).

The FY 2017 NDAA enacted other significant reforms to the DHP Enterprise, including changes to the TRICARE Health Plan
and existing internal management structures within the DHA. The centralized administration of the MTFs under the

authority, direction and control of the DHA provided the opportunity to improve readiness, standardize and improve the

patient experience and lower costs through the elimination of unnecessary redundancies.

The provisions in the FY 2017 NDAA work together to (1) ensure a trained and ready health team to support the Joint

Force, (2) deliver an improved experience to MHS beneficiaries, and (3) enable the DHP Enterprise to act as one. The FY

2017 NDAA intends to improve health care for service members, retirees, and their families, while enhancing medical

readiness by:

e Improving and maintaining operational medical
force readiness

e Enhancing access to high-quality health care

e Improving beneficiaries’ health outcomes

Creating health value

Modernizing TRICARE support contracts
Driving efficiencies and eliminating waste
Demanding performance accountability

1 This will represent the Defense Health Agency once the changes outlined in the FY 2017 NDAA have been implemented.

FY 2018 Agency Financial Report | 3




Defense Health Program Enterprise
Management’s Discussion and Analysis

Mission

The DHP Enterprise’s overarching mission is to support a medically ready force and a ready medical force, supporting a
more agile MHS. The DHP Enterprise aims to enhance the DoD and our nation’s security by providing health care support
for the full range of military operations and sustaining the health of all those entrusted to our care. This includes active
duty personnel, military retirees, certain members of the Reserve Component, family members, widows, survivors, ex-
spouses, and other eligible members. These beneficiaries receive direct care through MTFs, private sector care through
TRICARE’s civilian provider networks and other authorized TRICARE providers, and prescription and mail order coverage
through the TRICARE Pharmacy Program (TPharm).

What We Do

The DHP Enterprise supports the delivery of integrated, affordable, high-quality health services to DoD beneficiaries and is
responsible for driving greater global integration of clinical and business processes by:

e Implementing Enterprise Activities with common measurements of outcomes

e Enabling rapid adoption of proven practices, helping reduce unwanted variation, and improving the coordination of
care across treatment venues

e Exercising management responsibility for joint shared services and the TRICARE Health Plan

e Acting as the market manager for the National Capital Region (NCR) enhanced Multi-Service Market, which includes
Walter Reed National Military Medical Center (WRNMMC) and Fort Belvoir Community Hospital (FBCH)

In support of a cohesive, globally integrated, affordable, and high-quality health services, the DHP Enterprise directs the
execution of eleven joint Directorates and manages and administers the following Enterprise Activities (EAs):

e TRICARE Health Plan e  Facility Management

e Pharmacy Programs Budget & Resource Management

e Health Information Technology (IT) Research, Development & Acquisition
e Education & Training e Procurement & Contracting

e Public Health

e Medical Logistics
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How We Accomplish Our Mission

Defense Health Program Enterprise
Management’s Discussion and Analysis

The MHS is a global, comprehensive, integrated system that provides health care to

active duty, retired U.S. military personnel and their families, retirees and their

families, and certain other beneficiaries. Army, Navy, and Air Force medical

professionals help ensure those in uniform are medically ready to deploy anywhere

around the globe on a moment’s notice.

With over $50 billion in the unified medical budget and serving 9.4 million active
duty personnel, certain reserve component members, retirees and their eligible

enrolled beneficiaries, MHS employs more than 147,000 personnel in 51 hospitals,

381 clinics, and 247 dental clinics at facilities around the globe, as well as in
contingency and combat-theater operations worldwide. MHS is more than just
combat medicine — it is a complex system that globally integrates:

e Health care delivery

e Public health and medical education

e  Private sector partnerships

e Cutting-edge medical research and development

MHS is led by the Office of the Assistant Secretary of Defense for Health Affairs
under the Office of the Undersecretary of Defense for Personnel & Readiness.

Those of us who work in
militaryhealtharejustifiably
proudofhowreadythe MHSis
to respond, not just to the
needs of our service
members and our TRICARE
beneficiaries, but also to the
needs of our entire country. —
VADM Bono
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Figure 1: The DHP MHS by the numbers- 20172

What is TRICARE

TRICARE is the worldwide DoD health care program serving 9.4 million service members (Active and Guard/Reserve) on
Active Duty (greater than 30 days) and their families; as well as retirees, their families, survivors, and certain former
spouses (https://www.tricare.mil). As a major component of the Military Health System (MHS; www.health.mil), TRICARE
brings together the military hospitals and clinics worldwide (often referred to as “direct care,” usually in military treatment

facilities, or MTFs) with network and non-network TRICARE-authorized civilian health care professionals, institutions,
pharmacies, and suppliers (often referred to as “purchased care”) to provide access to the full array of high-quality health
care services while maintaining the capability to support military operations.

Health Care Plans: Starting in January 2018, the DoD offers two health plan options: Prime and Select. TRICARE Prime
features a cost-sharing structure similar to a health management organization (HMO) plan. TRICARE Select is a preferred
provider organization (PPO) option with an annual enrollment fee. Co-pays for beneficiaries are streamlined and simplified,
which may yield some cost savings to the Department. Individuals have access to different levels and types of benefits
depending on their beneficiary status. Active duty service members (ADSMs) generally obtain care from MTFs. When
necessary, active duty personnel may obtain care from civilian providers at government expense. Family members of active
duty personnel as well as military retirees and dependents who are not eligible for Medicare can choose from one of these
main options:

e TRICARE Prime: Is a managed care option and an HMO like program. It generally features the use of military hospitals
and clinics and reduces out-of-pocket cost for authorized care provided outside military hospitals and clinics by

2 The Defense Health Agency Stakeholder Report 2017
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TRICARE network providers. TRICARE Prime is mandatory for active duty services members (ADSMs) and is an option
for their family members and certain TRICARE-eligible beneficiaries located in Prime Service Areas (PSAs) in the U.S.

e TRICARE Select: Is a self-managed, preferred-provider option for eligible beneficiaries (except ADSMs and TRICARE for
Life beneficiaries) not enrolled in TRICARE Prime. TRICARE Select allows beneficiaries to choose their own TRICARE-
authorized providers and manage their own health care. (See TRICARE Program Changes below for additional
information regarding TRICARE Select).

e TRICARE Extra: This is a fee-for-service plan similar to a civilian preferred provider organization (PPO) available to all
non-active duty service members. When beneficiaries not enrolled in TRICARE Prime obtain services from TRICARE
network professionals, hospitals, and suppliers, they pay the same deductible as TRICARE Standard; however, TRICARE
Extra cost shares are reduced by 5 percent. TRICARE network providers file claims for the beneficiary.

e TRICARE Standard: This non-network benefit, formerly known as the Civilian Health and Medical Program of the
Uniformed Services (CHAMPUS), is open to eligible DoD beneficiaries (except ADSMs). This is a fee-for-service plan that
allows beneficiaries to obtain care from any civilian provider and be reimbursed for a portion of the costs after paying
co-payments and meeting deductibles. Beneficiaries who are eligible for Medicare Part B are also covered by TRICARE
Standard for any services covered by TRICARE but not covered by Medicare.

Other Plans and Programs: Some beneficiaries may qualify for other benefit options depending on their location,
Active/Reserve status, and other factors. These plans and programs provide additional benefits or offer benefits that are a
blend of the Prime and Standard/Extra options with some limitations. Below are the available additional plans:

TRICARE For Life (TFL): The TFL was created as wraparound coverage to Medicare-eligible military retirees by Section 712
of the Floyd D. Spence National Defense Authorization Act for FY 2001 (P.L. 106-398). TFL functions as a secondary
payer to Medicare, paying out-of-pocket costs for medical services covered under Medicare for beneficiaries who are
entitled to Medicare Part A and who have Medicare Part B based on age, disability, or end-stage renal disease (ESRD).
TFL serves as the final payer for Medicare Covered Benefits, and first payer for TRICARE benefits that are not covered
in the Medicare, or other health care insurance programs.

TRICARE Prime Remote (TPR) and TRICARE Prime Remote for Active Duty Family Members (TPRADFM): Provides TRICARE
Prime like benefits to ADSMs and family members who reside with the TPR enrolled sponsor in remote location in the
U.S, usually more than 50 miles or 1-hour drive, from a military hospital or clinic.

TRICARE Prime Overseas (Remote/Non-Remote): A TRICARE Prime option offered in remote and non-remote overseas
locations for permanently assigned active duty service members or Guard/Reserve members and their command
sponsored dependents to receive care from a network of licensed, qualified physicians. Beneficiaries enrolled in Prime
Overseas will be assigned an MTF PCM. There are no out-of-pocket costs as long as care is received from the PCM or
with a referral. Care received without a referral is subject to POS fees.

TRICARE Overseas Program (TOP) Standard: Provides comprehensive coverage in all overseas areas. This plan allows
beneficiaries to seek care from any civilian provider, although prior authorization may be needed from the overseas
contractor. Costs vary based on the sponsor’s military status. Beneficiaries will be reimbursed for a portion of the costs
after paying co-payments and meeting deductibles.

Effective January 1, 2018, the TOP Standard was replaced by TOP Select, an enrollment-based plan. See below for
additional information on the TOP Select plan.

TRICARE Reserve Select: A premium-based TRICARE health plan available for purchase by qualified members of the
Selected Reserve and their qualified survivors; delivers the TRICARE Select benefit with cost-sharing at the Group B
retiree level.

TRICARE Retired Reserve: A premium-based TRICARE health plan available for purchase by qualified members of the
Retired Reserve and their qualified survivors; delivers the TRICARE Select benefit with cost-sharing at the Group B
active duty family member level.

TRICARE Young Adult Program (TYA): A premium-based health plan that implements NDAA of FY 2011, allowing coverage
for adult children until age 26 comparable to the Patient Protection and Affordable Care Act of 2010 requiring civilian
health plans to offer such coverage.

Dental Benefits: Includes the TRICARE Dental Program (TDP), the TRICARE Retiree Dental Program (TRDP), and the Active
Duty Dental Program (ADDP). The TDP and TRDP offer access to a worldwide dental benefit to active duty family
members and retired service members and their family members. The TDP and TRDP are premium-based programs
with the Government contributing a portion of the premium for certain plan types, however, effective December 31,
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2018 the TDP and TRDP programs will end replaced by the Federal Employees Dental and Vision Insure Program
(FEDVIP) effective January 1, 2019. https://www.opm.gov/healthcare-insurance/dental-vision/

The ADDP provides private sector dental care to ADSMs who are unable to received required care from a military
dental treatment facility in order to ensure dental health and deployment readiness for ADSMs.

Pharmacy Benefits: Provides prescription drug coverage through military pharmacies, TRICARE Pharmacy Home Delivery,
and TRICARE retail network and non-network pharmacies. The TRICARE Pharmacy Program is available to all TRICARE-
eligible beneficiaries registered in the Defense Enrollment Eligibility Reporting System (DEERS), except those enrolled
in the Uniformed Services Family Health Plan (USFHP) who are also eligible for the same pharmacy benefits that are
provided under the USFHP plan.

Uniformed Services Family Health Plan (USFHP)/Designated Providers Program (DPP): Provides the full TRICARE Prime
benefit, including pharmacy, under capitated payment to non-Active duty DHP Enterprise enrollees at six statutory
specified locations: Washington, Texas, Maine, Massachusetts, Maryland, and New York.

Clinical and Education Services Demonstration Programs: Examples include chiropractic care, autism services, and
TRICARE Assistance Program.

Continued Health Care Benefits Program (CHCBP) and Transitional Assistance Management Program (TAMP): Provides a
Consolidated Omnibus Budget Reconciliation Act-like benefit.

TRICARE Program Changes in 2018

In fulfillment of section 701 of the FY 2017 NDAA, the DoD implemented the most sweeping changes to the TRICARE
benefit structure since TRICARE was established in 1995. Contract management adjusted to synchronize these changes
with the DoD’s transition to the TRICARE 2017 contracts and regional oversight. The TRICARE changes expand beneficiary
choice, improve access to network providers, modernize beneficiary cost-sharing, and enhance administrative efficiency.

TRICARE Select.

Named by Congress “TRICARE Select”, this single plan features an enrollment requirement for purchased care with non-
network and network care. All TRICARE beneficiaries in December 2017 were enrolled in their TRICARE plan effective
January 1, 2018. TRICARE Prime enrollees remained in TRICARE Prime, while TRICARE Standard and Extra beneficiaries
were automatically enrolled in TRICARE Select. No referral or authorization is needed for TRICARE Select enrollees to
obtain care from any TRICARE-authorized providers and fixed-fee copayments apply for most network care in TRICARE
Select after the annual deductible is met. Fixed-fee copayments apply for most network care in TRICARE Select after the
annual deductible is met. Non-enrolled beneficiaries may only receive care at a military clinic or hospital on a space-
available basis; non-enrollment means no coverage for civilian care. TRICARE beneficiaries enrolled to TRICARE Select and
residing overseas have the same enrollment fees as those TRICARE Select beneficiaries residing in the 50 United States
(U.S.) and the District of Columbia.

During Calendar Year 2018

Calendar year 2018 has been a transition year with a grace period for enrollment. The first year of TRICARE Select
implementation is treated as a transition year with beneficiaries being permitted to make coverage changes from the
beginning of the year through the first open season, which is offered fall 2018. An annual open enrollment period
(November — December 2018) will be established, when beneficiaries are free to change or enroll in TRICARE Prime or
TRICARE Select for coverage effective January 1, 2019.

How TRICARE Is Administered

As the administrative agency for TRICARE, the DHP Enterprise serves as program manager for the TRICARE health plan. DHP
Enterprise manages the execution of policy as issued by Office of the Assistant Secretary of Defense for Health Affairs
(OASD (HA)) and the oversight, payment, and management of private sector care administered by contracted claims
processors. DHP Enterprise also monitors the identification, recovery, and reporting of improper payments under the
TRICARE program as required by Improper Payments Information Act (IPIA) and as amended by the Improper Payments
Elimination and Recovery Act (IPERA) and Improper Payments Elimination and Recovery Improvement Act (IPERIA). DHP
Enterprise also manages the dental program, Uniformed Services Family Health Plans and pharmacy programs (retail and
mail order), and Medicare-Eligible Retiree Health Care Fund (MERHCF).
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Defense Health Program Enterprise
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TRICARE is administered on a regional basis, with two regional private sector contractors in the United States. Outside of
the United States, a pharmacy contractor and active duty dental and overseas contractors work with their TRICARE
Regional Offices (TROs) to manage purchased care operations and coordinate medical, dental, and pharmacy services
available through civilian health care providers within and outside of the MTFs. The TROs and various other DHP Enterprise
Program Offices do the following:

Provide oversight of regional operations and health plan administration
Manage the contracts with regional contractors

Support MTF Commanders

Develop business plans for areas not served by MTFs (e.g., remote areas)

The DHP Enterprise continues to meet the challenge of providing the world’s finest combat medicine and aeromedical
evacuation, while supporting the TRICARE benefit to DoD beneficiaries at home and abroad. Since its inception more than
a decade ago, TRICARE continues to offer an increasingly comprehensive health care plan to uniformed services members,
retirees, and their families. As DHP Enterprise aggressively works to sustain the TRICARE program through good fiscal
stewardship, it also refines and enhances the benefits.
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Organizational Structure

Figure 2: DHP Enterprise organization chart?

3 SMAs are still direct reports to the Military Departments.
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Figure 3: Defense Health Program O&M DHP Enterprise

Figure 4: DHP Enterprise Defense Department Reporting System (DDRS) Audited Financial Statement (AFS) Compilation Structure
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Integrated Components of DHP Enterprise

DHP Enterprise is made up of seven components:

U.S. Army Medical Command (Army MEDCOM): Army MEDCOM provides sustained health services and research in
support of the total force to enable readiness and conserve the fighting strength while caring for soldiers for life and
their families. As the Army is foundational to the Joint Force, Army MEDCOM is foundational to the Joint Health
Services Enterprise. Army MEDCOM maintain the diversity and depth to respond to our nation’s most demanding
expeditionary missions. Army MEDCOM must ensure the health readiness of the force and maintain responsive
medical capabilities to support the Army’s three strategic roles: preventing conflict, shaping the strategic security
environment, and winning in ground combat.

The Navy Bureau of Medicine and Surgery (Navy BUMED): Navy Medicine is a global health care network of 63,000
personnel who provide health care support to the U.S. Navy, Marine Corps, their families, and veterans in high
operational tempo environments, at expeditionary medical facilities, medical treatment facilities, hospitals, clinics,
hospital ships, and research units around the world. Navy Medicine is led by the Navy Surgeon General, with
headquarters in the Navy BUMED in Falls Church, Virginia. The Navy Medicine team of physicians, dentists, nurses,
corpsmen, allied health providers, and support personnel also work in tandem with the Army and Air Force medical
personnel and coalition forces to ensure the physical and mental well-being of service members and civilians. This care
is provided via the Defense Health Program and coordinated by the Office of Assistant Secretary of Defense (Health
Affairs) with support from the Defense Health Agency.

U.S. Air Force Medical Service (AFMS): The AFMS mission is to ensure medically fit forces, provide expeditionary
medics, and deliver trusted care to all it serves. The AFMS vision is for its supported population to be the healthiest
and highest-performing segment of the U.S. population. Air Force Medics work for Line of the Air Force, which entails
them to be mission-focused. AFMS supports benefit execution and readiness to provide: Healthy/fit force, resilient
families, and trained medics. Air Force Warrior Medics...Mission Focused, Excellence Driven.

Defense Health Agency (DHA or the Agency): The DHA was formed October 1, 2013, as a joint, integrated combat
support agency to enable the Army, Navy, and Air Force medical services to provide a medically ready force and ready
medical force to CCMDs in both peacetime and wartime. DHP Enterprise leads the MHS integrated system of readiness
and health to deliver the MHS Quadruple Aim: increased readiness, better health, better care, and lower cost. The DHA
oversees the execution of the $33.4 billion Defense Health Program to support the delivery of integrated, affordable,
and high-quality health services to the DoD's 9.4 million eligible beneficiaries. The DHA is responsible for driving
greater integration of clinical and business processes across the contracted health care networks and MTFs. The DHA
respects the core values its staff brings to the Agency while upholding an organizational culture that operates by six
guiding principles of transparency, accountability, leading change, empowerment, nurturing, and being team oriented.
Uniformed Services University of the Health Sciences (USUHS): The mission of USUHS is to educate, train, and
comprehensively prepare uniformed services health professionals, scientists, and leaders to support the Military and
Public Health Systems, the national security and national defense strategies of the United States, and the readiness of
our Uniformed Services. Located in Bethesda, Maryland, USUHS educates and trains outstanding physicians, advanced
practice nurses, dentists, allied health professionals, scientists, administrators, and military leaders who are dedicated
to career service and leadership in the DoD, United States Public Health Service, and across the U.S. government. By
the end of calendar year (CY) 2021, the vision for the Uniformed Services University of the Health Sciences will be
widely recognized as the pre-eminent national educational institution for the creation of career uniformed services
leaders in the health sciences who are prepared to serve the nation. USUHS will be a focal point for the Uniformed
Services in health-related education and training, research and scholarship, leadership development, and support to
operational military units around the world. Each USUHS graduate will be a health professional and leader prepared
with an outstanding health education, inter-professional health training, leadership training, and a deep and abiding
commitment to selfless service, the uniformed services ethos, and the security of the United States.

National Capital Region Medical Directorate (NCR MD): The NCR MD is a Joint Tri-Service network of healthcare
facilities that provide a medically ready force and ready medical force to CCMDs in both peacetime and wartime. The
NCR MD supports the delivery of integrated, affordable, and high-quality health services and is responsible for driving
greater integration of clinical and business processes across the national capital region. NCR MD is a subordinate
organization of the DHP Enterprise and was officially established as a Financial Statement Reporting Entity (FSRE) on
October 1, 2013. The FSRE combines the funding activity of FBCH, WRNMMC, Joint Pathology Center (JPC), and various
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other clinics within the Greater Washington D.C. Area. The NCR MD mission proudly states they are the Flagship of our
MHS. They ensure patient friendly access to high quality health care for all they are privileged to serve, while setting
the standard in Readiness, Education and Research. The NCR MD vision leads them to believing the patient will be at
the center of all that they do. The extraordinary will be ordinary and the exceptional routine in serving the

physical, behavioral, social, and spiritual needs of their patients and of their people.

Contract Resource Management Office (CRM): The CRM Office in Aurora, Colorado, is responsible for the accounting,
financial support, and financial reporting for TRICARE’s centrally funded private sector care programs and the TRICARE
Retail Pharmacy Refunds Program. The CRM provides budget formulation input, carries out budget execution, and
prepares component financial statements and footnotes. In addition, CRM is responsible for processing invoices
received electronically from its contractors and through the TRICARE Encounter Data Set (TEDS), and reporting these
transactions through accessible electronic media. CRM provides funding availability certification and financial program
tracking for the centrally funded private sector care programs and monitors budget execution through analysis of
current year and prior year’s spending and program developments. It also assists DHP Enterprise‘s Contract
Management, Program Integrity (fraud), and Case Recoupment division activities related to private sector care.

CRM uses DHP funds provided by annual appropriations from the Congress of the United States to reimburse private
sector health care providers for services rendered to TRICARE beneficiaries and funding from MERHCF for the health
care provided through TRICARE For Life programs.

The DHP Enterprise audit opinion includes the results of CRM’s audit. CRM has maintained an unmodified audit
opinion as a result of the audit of its FY 2018 financial statements.
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Analysis of Performance Goals,
Objectives, and Results

Overview

The Defense Health Program funds the MHS under the policy direction and guidance of the Assistant Secretary of Defense
for Health Affairs. In 2009, the MHS adopted the Quadruple Aim of increased readiness, better health, better care, and
lower cost for all components funded by the program. The Quadruple Aim provides direction for each of the MHS
components and ensures alignment to the National Defense Strategy. The MHS, including DHA, the Service Medical
Departments, and USUHS develop strategies within their organizations to achieve these four aims. The Quadruple Aim is
defined as:

e Increased Readiness means ensuring that the total military force is medically ready to deploy and that the medical
force is ready to deliver support health services anytime and anywhere in support of the full range of military
operations, including on the battlefield or disaster response and humanitarian aid missions.

e Better Health is realized by reducing the generators of disease and injury, encouraging healthy behaviors, increasing
health resilience, decreasing the likelihood of illness through focused prevention, and improving the health of those
with chronic illness.

e Better Care advances health care services that are safe, timely, effective, efficient, equitable, and patient and family
centered. Better care focuses on the health outcomes that matter to patients and their families.

e Lower Cost is achieved by focusing on quality, eliminating waste, and reducing unwarranted variation.

Strategic performance against each of the four aims is described below. Performance assurance, plans to achieve missed

targets, reporting limitations, and the future state of performance measurement follow.

Increased Readiness

The MHS exists to provide medical and health support to the Uniformed Service Members of the United States for war,
combat, humanitarian aid, and disasters. A medically ready fighting force is physically ready to go into combat or support a
full range of military operations across the world. A ready medical force has the knowledge, skills, and abilities to provide
combat casualty care and other military-relevant health services, anytime and anywhere.

During the Global War on Terror and resulting wars in Afghanistan and Iraq, the MHS made tremendous improvements in
combat casualty care. Since 2001, investment in research and clinical care, “produced the lowest case-fatality rate among
combat casualties in the history of armed conflict.” At the beginning of Operations Enduring Freedom and Iraqi Freedom,
the combat-injuring case fatality rate was 18 percent. That rate steadily decreased to 5 percent while injury severity
increased,* helped in part by a Joint Trauma System that accelerated the pace of learning across the MHS. Lessons learned
were translated to the civilian community.

4 “The Laboratory Of War: How Military Trauma Care Advances Are Benefiting Soldiers And Civilians," Health Affairs Blog. 2013. DOI:
10.1377/hblog20131218.035947
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In April 2018 the Assistant Secretary of Defense for Health Affairs determined critical readiness measures (Table 1). These
measures will be developed, tested, and implemented for FY 2019.

Table 1: FY 2019 Military Health System core measures, readiness subset, current as of May 7, 2018

Quadruple Aim Development Status

Readiness Individual medical readiness Currently used
Readiness Percent of providers meeting knowledge, skills, and abilities for general surgery In testing
Readiness Percent of providers meeting knowledge, skills, and abilities for orthopedic surgery In testing
Readiness Active duty access for primary and specialty care Under development
Readiness Succ?ss in meeting request for forces rate and other validated service personnel Under development
requirements
Readiness Percent of fill against authorized billets Under development
Readiness Base or Operating Commander assessment of health services support To be developed
Readiness Defense Readiness Reporting System To be developed

Residency review committee (Accreditation Council for Graduate Medical Education

(ACGME)) pass rate To be developed

Readiness

Readiness Integrated disability evaluation system cycle time To be developed

Better Health

Measuring health outcomes is a newer, less developed field across the health care industry. The MHS is exploring the
applicability of patient-reported outcomes. New evidence illuminates the power of patient-reported health outcomes to
inform clinical decisions and processes that are more patient-centric than traditional process measures.>

The DoD fielded the Centers for Disease Control and Prevention’s Health-Related Quality of Life measure in 2016
beneficiary survey. This metric measures self-reported well-being and number of days lost of illness or injury. The measure
data is collected annually and will be ready for use by FY 2019 after three years of data collection to establish a baseline
for the military.

Tobacco use and obesity are leading drivers of early mortality and poor health in the United States, potentially decreasing
the medical readiness of the military force. The DoD developed health-related measures associated with tobacco use,
cessation, and obesity for use in FY 2019. The medical community provides tools and programs to help patients achieve an
optimal weight and live tobacco-free.

5 Weldring T, Smith SMS, “Patient-Reported Outcomes and Patient-Reported Outcome Measures,” Health Serv Insights. 2013; 6:61-68. DOI:
10.4137/HS1.511093
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Patient-centric improvements were made to health care delivered by TRICARE programs. There were specific

improvements in access, evidenced-based quality of care, and preventable harm events. The measures and longitudinal

performance are presented in Table 2, below.®

Table 2: Quality of health care services performance in the Military Health System as of September 2017

Measure Current Refresh Longitudinal Time
Name Performance Date Performance Period

Risk-adjusted

h 0.97 standard mortality ratio
mortality

Recommend hospital 77.57% recommend

Provider

communication provider

Diabetes Alc testing

Low back pain

Children with
pharyngitis
appropriate testing

92.41% 3-18-year-olds tested and
prescribed an antibiotic

Breast cancer

screening screening in past 27 months

Cervical cancer
screening screening in past 3 years

Colon cancer screening 2 years

Seven-day mental
health follow-up

77.66% seen within 7 days post-
discharge

.. 0.87 out of 1.00; benchmarked to
All cause readmissions

HEDIS
o .

well child 89..36/.0 _at 15 months with 6+ well

child visits
1Ql #33 primary 13.09% first-time delivery without
cesarean section hysterectomy
Postpartum 2.85% women who delivered,
hemorrhage diagnosed with hemorrhage

Unexpected newborn I 4.23% of babies without pre-existing

complication conditions with complications

85.93% satisfaction with outpatient

92.30% 18-75 with diabetes tested

82.53% with low back pain not imaged

76.76% 52-74-year-old women with

80.77% 24—64-year-old women with

76.21% 51-75-year-old screened past

December
2017

December
2017

December
2017

March
2018

November

2017

March
2018

March
2018

March
2018

March
2018

October
2017

February
2018

March
2018

September
2017

September
2017

September
2017

0.99 to 0.97; positive improvement

75.43% to 77.57%; positive
improvement

79.00% to 83.14%; positive
improvement

89.71% to 92.30%; positive
improvement

75.13% to 82.53%; positive
improvement

82.55% to 92.41%; positive
improvement

73.91% to 76.76%; positive
improvement

83.17% to 80.77%; declining
performance

72.78% to 76.21%; positive
improvement

64.25% to 77.66%; positive
improvement

0.92 to 0.87; positive improvement
77.03% to 89.36%; positive
improvement

16.05% to 13.09%; positive
improvement

2.43% to 2.85%; declining
performance

5.34% to 4.23%; positive improvement

September 2016
to December 2017

June 2016 to
December 2017

June 2014 to
December 2017

January 2013 to
March 2018

January 2016 to
March 2018

January 2016 to
March 2017

January 2013 to
March 2018

January 2013 to
March 2018

January 2013 to
March 2018

January 2013 to
October 2017

June 2014 to
February 2018

January 2013 to
March 2018

March 2016 to
September 2017

March 2016 to
September 2017

March 2016 to
September 2017

Red denotes significantly below target, yellow/amber below target, green on target, and blue exceeding target. For more information about
measures, methodology, and performance visit https://carepoint.health.mil.

6 performance data presented from FY 2017 is as of September 2017.
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Lower Cost

The U.S. Department of Health and Human Services reports that health care expenditures rose from 5.0 percent of GDP in
1960 to 17.4 percent of GDP in 2013.7 The rise in health care costs to the DoD is commensurate with the private sector in
the United States. The Unified Medical Budget as a total percent of the total Defense budget is 9.3 percent for FY 2018
(Figure 5). The MHS managed to slow the accelerating rate of health costs with greater centralization of processes and
decision-making, including more robust enterprise-supporting shared services. Health care cost containment is a priority
for the DoD. However, Defense Health Program activities are inextricably linked to the civilian health care market.

Figure 5: Military medical costs as a percentage of the Department of Defense budget

In Fiscal Year 2018, the Unified Medical Budget topped US S50 billion. These costs include health care for active duty service members,
reservists, activated guard, family members, military retirees, and other secretarial designee.

The Military Health System tracks monthly per member per month costs. The goal is a 2.0 percent increase per year, a
target benchmarked against the Henry J. Kaiser Family Foundation’s optimal rate of health care cost increase year over
year in the United States. Per member per month rate increase for beneficiaries was 1.25 percent in 2017. Total cost per
member per month is $346.65 as of September 2017.

Pharmaceutical costs drive a considerable portion of health care spending in the United States. As with overall
expenditures as a percent of GDP, the DoD is comparable with regard to this. The Department measures pharmaceutical
costs from inpatient facilities, retail pharmacies, and mail-order pharmacies, with retail pharmacies being the primary
drivers of spending. Retail pharmacies are a primary driver of the increased cost of health care and 24.1 percent of
pharmaceuticals were filled in retail pharmacies in January 2018, exceeding performance targets of a 43 percent decrease
in retail pharmacy costs.

Performance Information Assurance

The MHS performance data is stored and retrieved in a standardized, controlled process from the MHS Data Repository.
The repository, in turn, is accessed through the MHS Mart (M2). These systems are automated with data pushed directly
from the legacy electronic health records such as Composite Health Care System and Armed Forces Health Longitudinal
Technology Application. MHS GENESIS, the new commercial off the shelf Cerner electronic health record, will integrate
with the repository or another platform with similar functionality.

7 Caitlin AC, Cowan CA. History of Health Spending in the United States, 1960-2013. US Department of Health and Human Services/Centers for
Medicare and Medicaid. 2015.
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Strategic data, trends, and information are populated on an interactive, web-based platform called CarePoint, accessible at
https://carepoint.health.mil. Data is available to all with a DoD Common Access Card. The data cannot be altered by those
viewing the dashboards. The Partnership for Improvement Steering Committee controls the algorithms and benchmarks

developed against standard best practices in the health care industry (e.g., Healthcare Effectiveness Data and Information
Set, National Surgical Quality Improvement Program).

Analysts in the field also pull data from the M2, although it is for specific data calls at the request of their commands. M2
training is centralized by the DHP Enterprise, ensuring a common lexicon and data dictionary across the MHS.

Three measure sets represent current strategic performance: (1) Fiscal Year 2018 MHS Core Measures; (2) Quadruple Aim
Performance Plan Measures; and (3) National Defense Authorization Act for Fiscal Year 2017, Section 702-related
Transition Measures. In FY 2019, the strategic measure sets will merge into one core dashboard, streamlining decision-
making and decreasing potential for performance data misinterpretation. The single set will be the Fiscal Year 2019 MHS
Core Measures.

The Assistant Secretary of Defense for Health Affairs hosts an MHS Review and Analysis meeting on a recurring basis,
analyzing performance trends across the enterprise with representation from the Army, Navy, Air Force, DHP Enterprise,
Joint Staff, and Uniformed Services University of the Health Sciences. Monthly, the Military Deputies Action Group with
senior leader representation from each component and the Office of the Secretary of Defense review enterprise
performance. A full evaluation of the program is delivered to Congress annually.

Plans to Achieve Missed Targets

In June 2016, the Assistant Secretary of Defense for Health Affairs issued policy to improve in four domains, referred to as
MHS Process Improvement Priorities: (1) achieve zero patient harm, (2) improve condition-based quality care, (3) improve
access, and (4) increase effectiveness and efficiency of the direct care platform. The MHS continues to work towards
achieving targets in the Process Improvement Priorities (Table 3).
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Table 3. MHS Process Improvement Priorities and associated performance measures. Measures are reviewed monthly by the Medical Deputies Action

Group

Quadruple Aim Process Improvement Priority “

Central line-associated bloodstream infection
standardized infection ratio

Achieve Zero Patient Harm .
Wrong site surgery

Unintended retained foreign objects
Diabetes Alc Testing
Improve Condition Based Quality Care Low back pain

Better Care Children with pharyngitis

24-hour appointments
Future appointments

Secure messaging enrollment
Improve Access
Getting care when needed

Specialty referral to book
Specialty booked to appointment

Increase effectiveness and efficiency of the direct care . . . .
Lower Cost Active duty specialty care provider efficiency
platform
Process Improvement Priorities will be folded into Quadruple Aim Performance Plans as the DHP Enterprise assumes
management and administration responsibilities for military medical treatment facilities. DHP Enterprise management
echelons will create and execute an annual plan (i.e., Quadruple Aim Performance Plans) to achieve the MHS Quadruple

Aim using seven critical initiatives directed by the DHP Enterprise:

Increase deployability

Improve medical force readiness
Encourage healthy behaviors

Optimize and standardize access
Improve condition-based quality of care
Achieve zero patient harm

No Uk wne

Improve effectiveness and efficiency of the direct care platform

The Department is transforming the management of the delivery of health care service to the Clinical Communities model,
comprising thirteen clinical domains. Clinical Communities will improve the processes within their respective domains to
increase the quality, safety, and outcomes to achieve high reliability.

Performance Measurement Limitations

A work group, called the Partnership for Improvement, was established following the 90-Day MHS Review in 2014. The
group is coordinated by the DHP Enterprise with representation from each MHS component. The group maintains a
common platform for enterprise measurement across the MHS. This performance management dashboard became
operational in 2015.
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The Department is striving to standardize measures across the three military services. Challenges include different
measure definitions, difficulty reaching consensus on single measures, and data quality and timeliness. Health care
measures in general are often lagging, sometimes outside of the current fiscal year, due to limitations in survey data
gathering. Measures from the TRICARE network are limited by availability of data other than claims-based administrative
data.

Future Performance Management and Accountability

The NDAA for FY 2017 directs the DoD to streamline the TRICARE health plan for Active Duty, Reservists, and military
retirees; transfer authorities related to the management and administration of MTFs to the DHP; and determine an optimal
footprint.® This transition is expected to reduce the management headquarters burden across the system.

For FY 2019, the MHS core dashboard consists of sixty-four strategic measures, forty of which are retained from the
previous iteration of the strategic dashboard and twenty-four of which are new performance measures. Measures remain
aligned to the Quadruple Aim. The core dashboard includes Quadruple Aim Performance Plan measures, DoD Reform
Management Group measures, and transition measures related to the transition of military medical treatment facility
administration and management to the DHP. The new measures are listed below (Table 4).

8 Public Law 114-328, Title VII, Health Care Provisions. 114t Congress of the United States. 2016.
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The Quadruple Aim will not change. The four aims are broad and will stand the test of time; there will always be
opportunities to improve readiness, health, care, and cost. The same is true of any health system anywhere in the world,
albeit without the added challenge of medical readiness.

Table 4: New strategic measures for FY 2019 per the memorandum, “Way Forward for Military Health System Measures for Fiscal Year 2019,” signed by
the Acting Assistant Secretary of Defense Mr. Thomas McCaffery on May 4, 2018

Quadruple Aim Measure Name

Percent of providers meeting Knowledge, Skills and Abilities (KSAs) for general surgery
Percent of providers meeting KSAs for orthopedic surgery
Active duty non-deployability

Capacity to provide health services for validated request for forces ISO conventional force
Increased Readiness requirements*

Capacity to provide health services for validate request for forces ISO non-conventional force
requirements*

Percent of fill against authorized billets

Defense Readiness Reporting System (DRRS)

Health related quality of life (HRQOL)

Obesity prevalence in adults

Obesity prevalence in children
Better Health Overweight prevalence in adults

Overweight prevalence in children

Smoking cessation

Tobacco use rate

Active duty access for primary care

Active duty access for specialty care

Base/operating commander assessment of health services support
Better Care Integrated disability evaluation system (cycle time)

Residency review committee (ACGME) pass rate

Joint Commission (accreditation)

College of American Pathologists (CAP)

PCM empanelment

Savings from enterprise shared services and reform initiatives
Lower Cost

Average daily patient load

Intensive care unit bed days

Measures marked with an asterisk (*) are counted as one measure, “Request for forces.” New measures are expected to be reported, at least in draft, by

October 1, 2018. There are twenty four new measures.
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Analysis of Financial Statements
and Stewardship Information

The financial statements of DHP Enterprise reflect and evaluate its execution of its mission to provide a medically ready

force and a ready medical force to CCMDs in both peacetime and wartime. This analysis summarizes the DHP Enterprise’s

financial position and results of operations and addresses the relevance of major types and/or amounts of assets,

liabilities, costs, revenues, obligations, and outlays.

The principal statements include a consolidated balance sheet, a consolidated statement of net cost, a consolidated

statement of changes in net position, and a combined statement of budgetary resources. These principal statements are

included in the “Financial Section” of this report. The DHP Enterprise also prepares a combining schedule of budgetary

resources within required supplementary information.

Overview of Financial Position

Table 5: Summary of DHP Enterprise’s major financial activities in FY 2018.

DHP Enterprise Major Financial Activities

(dollars in thousands)
Net Financial Condition
Fund Balance with Treasury

Accounts Receivable, Net
Inventory and Other Assets

Property, Plant, and Equipment, Net
Total Assets

Accounts Payable

Military Retirement and Other Federal Employment
Benefits

Accrued Unfunded Annual Leave

Accrued Funded Payroll and Benefits

Environmental, Disposal & Other Liabilities

Total Liabilities
Unexpended Appropriations
Cumulative Results of Operations

Total Net Position

Net Program Cost

Net Cost of Operations

Budgetary Resources

FY 2018
$ 20,533,206
1,165,538

64,003

3,725,741

$ 25,488,488

S 1,001,187

251,338,190

335,237

215,602

148,617

$ 253,038,833

S 19,243,749
(246,794,094)

$(227,550,345)

$ 29,521,822

$ 29,242,709
$ 44,101,975

Preparing the DHP Enterprise financial statements is a
vital component of sound financial management and
provides information that is useful for assessing
performance, allocating resources, and targeting areas
for future programmatic emphasis. The DHP Enterprise’s
management is responsible for the integrity of the
financial information presented in its financial
statements. The DHP Enterprise is committed to financial
management excellence and maintains a rigorous system
of internal controls to safeguard its widely dispersed
assets against loss from unauthorized acquisition, use, or
disposition. As the DHP Enterprise broadens its global
relevance and impact, it will continue to promote local
partnerships through delivering assistance by hosting
government systems and community organizations.

A summary of the DHP Enterprise’s major financial
activities in FY 2018 is presented in table 5 at the left.
This table represents the resources available, assets on
hand to pay liabilities, and the corresponding net
position. The net cost of operations is the cost of
operating the DHP Enterprise’s lines of business, less
earned revenue. Budgetary resources are funds available
to the agency to incur obligations and fund operations.
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Balance Sheet Summary

Assets — What We Own and Manage

Total assets were $25,488,488 thousand as of September 30, 2018. The most significant assets are the fund balance with
treasury (FBwT) and property, plant, and equipment, net, which represent 95 percent of total DHP Enterprise’s assets. The
largest, FBWT, consists of cash appropriated to DHP Enterprise by Congress or transferred from other federal agencies and
held in the U.S. Department of Treasury’s accounts that are accessible by DHP Enterprise to pay the obligations it incurs.

Liabilities — What We Owe

Total liabilities of $253,038,833 thousand as of September 30, 2018, of which $251,338,190 thousand, or 99 percent,
comprises military retirement and other federal employment benefits. These liabilities represent funds calculated by the
DoD’s Office of the Actuary at the end of each FY using the current active and retired military population plus assumptions
(inflation, discount rate, and medical trend) about future demographic and economic conditions.

Net Position — What We Have Done Over Time

Net position represents the DHP Enterprise’s net results of activity over the years and includes unexpended appropriations
and the cumulative net earnings. The DHP Enterprise’s net position is shown on the Consolidated Balance Sheet and the
Consolidated Statement of Changes in Net Position. The reported net position balance as of September 30, 2018, was
$(227,550,345) thousand.

Results of Program Cost

Net Costs — What Cost We Incurred for the Year

The net results of operations are reported in the Consolidated Statement of Net Cost and the Consolidated Statement of
Changes in Net Position. The Consolidated Statement of Net Cost represents the cost of operating (net of earned revenues)
the DHP Enterprise’s programs. In FY 2018, the DHP Enterprise contains the following four programs:

e Operations, Readiness, and Support: Support the total military force by ensuring the medical force is medically ready
and prepared to deliver health care anytime, anywhere in support of the full range of military operations, including
humanitarian missions.

e  Procurement: The DHP Enterprise appropriation procurement program funds acquisition of capital equipment in MTFs
and other selected health care activities.

e Research, Development, Test, and Evaluation (RDT&E): Aid medical force through effective and accountable
investments in education and research to establish sustainable improvements in the well-being and productivity of the
MHS.

e  Family Housing & Military Construction: Assist military force on the basis of need according to principles of
universality, impartiality, and human dignity to save lives, alleviate suffering, and minimize the economic costs of
conflict, disasters, and displacement.
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Figure 6: Summarizes total net program cost by the DHP Enterprise’s programs.

Fi he left sh h I
Total Net Program Cost igure 6 to the left shows the tota

(dollars in thousands) net program cost of operations of
$975,256 $29,521,822 thousand to operate

3% \ /— $(2;113;,98602) each of these DHP Enterprise’s
program. These costs do not include
$456,608_/
2%

the gain from actuarial assumption
= Operations, Readiness and
Support changes.

= Procurement

= Research, Development,
Test and Evaluation

Family Housing and Military
Construction

Net Program Cost
$29,521,822

Budgetary Resources

Our Funds

The Combined Statement of Budgetary Resources provides information on the budgetary resources that were made
available to DHP Enterprise during the fiscal year and the status of those resources at the end of the fiscal year. The DHP
Enterprise receives most of its funding from general government funds administered by Treasury and appropriated by
Congress for use by DHP Enterprise. Budgetary resources consist of the resources available to the DHP Enterprise at the
beginning of the year, plus the appropriations received, spending authority from offsetting collections, and other
budgetary resources received during the year.
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Figure 7: Summarizes obligations incurred, unobligated balances, and total budgetary resources for the DHP Enterprise for FY 2018.

50,000,000
45,000,000
40,000,000
35,000,000
30,000,000
25,000,000
20,000,000
15,000,000
10,000,000

5,000,000

Obligations and Net Outlays

Status of Budgetary Resources

$ 38,799,771
88%

(in thousands)

$5,302,205
12%

New obligations and = Unobligated balance,
upward adjustments

end of year

$44,101,976
100%

Total Budgetary

Resources

Figure 7 to the left shows the obligations
incurred, unobligated balances, and total
budgetary resources for DHP Enterprise for FY
2018. The DHP Enterprise received $44,101,975
thousand in cumulative budgetary resources in
FY 2018, of which it has obligated $38,799,770
thousand.

The status of budgetary resources (Figure 7) shown above shows the overall total budgetary resources received and
whether obligations were incurred or the funding remains unobligated balances at FY 2018. As shown in the chart, the DHP
Enterprise’s total budgetary resources for FY 2018 was $44,101,975 thousand. The net outlays for the DHP Enterprise for

FY 2018 is $32,921,290 thousand.
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Analysis of Systems, Controls, and Legal Compliance

The DHP Enterprise management is required to comply with various laws and regulations in establishing, maintaining, and
monitoring internal controls over operations, financial reporting, and financial management systems as discussed below.

Management Assurances

The Assurance Statements below were provided for FY 2018 Federal Manager’s Financial Integrity Act for FY 2018 (FMFIA).

Summary of Internal Control Assessment

The DHP Enterprise conducted its assessment of the effectiveness of internal controls over operations (ICO) in accordance
with the FMFIA and the Office of Management and Budget (OMB) Circular No. A-123 Management’s Responsibility for
Enterprise Risk Management and Internal Control. Each evaluation occurred at the component level and was reported to
the DHP Enterprise with the results and testing methodology used to evaluate the status of the control. Based on the
results of the assessment, the DHP Enterprise can provide reasonable assurance, except for the twenty three material
weaknesses® reported in the “Material Weaknesses and Significant Deficiencies Template” that internal controls over
operations, reporting, and compliance were operating effectively as of September 30, 2018.

The DHP Enterprise assessed the effectiveness of internal controls over financial reporting (ICOFR), including external
financial reporting, in accordance with OMB Circular No. A-123, Appendix A, Internal Control over Financial Report. Each

9 Total material weakness reported include nineteen material weaknesses and 4 significant deficiencies.
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evaluation occurred at the component level and was reported to the DHP Enterprise with the results and testing
methodology used to evaluate the status of the control. Based on the results of the assessment, the DHP Enterprise can
provide reasonable assurance, except for the thirty five material weaknesses® reported in the “Material Weaknesses and
Significant Deficiencies Template” that internal controls over reporting were operating effectively as of September 30,
2018.

The DHP Enterprise also conducted an internal review of the effectiveness of internal controls over the integrated financial
systems (ICOFS) in accordance with FFMIA of 1996 (Public Law 104-208) and OMB Circular No. A-123, Appendix D. Each
evaluation occurred at the component level and was reported to DHP Enterprise with the results and testing methodology
used to evaluate the status of the control. Based on the results of the assessment, the DHP Enterprise can provide
reasonable assurance, except for the one material weaknesses reported in the “Material Weaknesses and Significant
Deficiencies Template” that internal controls over the financial systems are in compliance with FFMIA and OMB Circular
No. A-123, Appendix D, Compliance with the Federal Financial Management Improvement Act of 1996 as of September 30,
2018.

Management’s assessment of FFMIA compliance was completed prior to the results of the FY 2018 financial statement
audit. Our auditor has noted the DHP Enterprise financial management systems did not comply substantially with the
Federal financial management system’s requirements, applicable Federal accounting standards, or application of the
United States Standard General Ledger (USSGL) at the transaction level, as a result of material weaknesses noted in the
Independent Auditor’s Report on Internal Control over Financial Reporting. The DHP Enterprise is in process of evaluating
the FY 2018 audit findings contributing to noncompliance to begin the process of remediation plans necessary to bring the
financial managements systems into substantial compliance.

Compliance with Laws and Regulations

Anti-Deficiency Act, 31 U.S.C. §§ 1341, 1342, 1350, 1351, 1517: ANTI-DEFICIENCY ACT

The Anti-deficiency Act (ADA) prohibits federal employees from obligating in excess of an appropriation, before funds are
available or from accepting voluntary services. As required by the ADA, DHP Enterprise notifies all appropriate authorities
of any ADA violations. The DHP Enterprise management has taken and continues to take necessary steps to prevent ADA
violations. Investigations of any violations will be completed in a thorough and expedient manner. DHP Enterprise remains
fully committed to resolving ADA violations appropriately and in compliance with all aspects of the law.

Pay and Allowance System for Civilian Employees as provided in 5 U.S.C. Chapters 51-59

5 U.S.C. Chapters 51-59 codify the statutory provisions concerning the pay and allowances afforded federal employees.
DHP Enterprise is fully committed to complying with these provisions, periodically reviewing its compliance with them, and
taking appropriate action to achieve compliance if and when any errors are identified. Link to 5 U.S.C Chapter 51:

https://www.gpo.gov/fdsys/granule/USCODE-2011-title5/USCODE-2011-title5-partlll-subpartD-chap51/content-
detail.html

Prompt Payment Act, 31 U.S.C. §§ 3901-3907

In 1982, Congress enacted the Prompt Payment Act (PPA) to require federal agencies to pay their bills on a timely basis, to
pay interest penalties when payments are made late, and to take discounts only when payments are made by the discount
date. DHP Enterprise uses the Invoice Receipt, Acceptance and Property Transfer (iRAPT) (formerly Wide Area Workflow)
system to ensure compliance with this statutory requirement.

10 Total material weakness reported include thirty one material weaknesses and 4 significant deficiencies.
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Provisions Governing Claims of the United States Government as provided in 31 U.S.C. §§ 3711-3720E (including
provisions of the Debt Collection Improvement Act of 1996, (DCIA), as amended by the Digital Accountability and
Transparency Act of 2014)

The Debt Collection Improvement Act of 1996 (DCIA), as amended by the DATA Act, requires that Federal agencies refer
delinquent debts to Treasury within 120 days and take all appropriate steps prior to discharging debts. DHP Enterprise
follows applicable requirements for establishing and collecting validated debts, ensuring compliance with Debt Collection
statutes and regulations.

Government Charge Card Abuse Prevention Act of 2012, Pub. L. No. 112-194; Public Law 112-194 (Government
Charge Card Abuse Prevention Act of 2012)

The Charge Card Abuse Prevention Act (Charge Card Act) requires agencies to establish and maintain safeguards and
internal controls for purchase cards, travel cards, integrated cards, and centrally billed accounts. Furthermore, the Charge
Card Act requires agencies to report purchase card violations, and the Inspector General to conduct periodic risk
assessments of government charge card programs. DHP Enterprise, through implemented internal controls, is committed
to continued compliance with all aspects of the public law.

Federal Information Security Modernization Act of 2014, 44 U.S.C. § 3551 et seq.; FEDERAL FINANCIAL
MANAGEMENT IMPROVEMENT ACT OF 1996

The FFMIA requires agencies to implement and maintain financial systems that comply substantially with Federal Financial
System (FFS) requirements, applicable federal accounting standards, and the U.S. Standard General Ledger (USSGL) at the
transaction level.

Digital Accountability and Transparency Act of 2014 (DATA Act), 31 U.S.C. § 6101 note. The DATA Act amended the
Federal Funding Accountability and Transparency Act of 2006 (FFATA). DIGITAL ACCOUNTABILITY AND
TRANSPARENCY ACT OF 2014

The Digital Accountability and Transparency Act of 2014 (DATA Act) expands the Federal Funding Accountability and
Transparency Act of 2006 to increase accountability and transparency in federal spending, making federal expenditure
information more accessible to the public. It directs the Federal Government to use government-wide data standards for
developing and publishing reports and to make more information, including award-related data, available on the
USASpending.gov Web site. The standards and Web site allow stakeholders to track federal spending more effectively.
Among other goals, the DATA Act aims to improve the quality of the information on USASpending.gov, as verified through
regular audits of the posted data, and to streamline and simplify reporting requirements through clear data standards. DHP
Enterprise complies with the DATA Act; making its expenditures accessible to the public on USASpending.gov.

Grants Oversight and New Efficiency Act

The Grants Oversight and New Efficiency (GONE) Act requires the head of each agency to submit to Congress, in
coordination with the Secretary of Health and Human Services, a report on Federal grant cooperative agreement awards
that have not yet been closed out and for which the period of performance, including any extensions, elapsed for more
than two years. The GONE Act also sets forth follow-on reporting and analysis requirements by various entities."
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Financial Systems Framework

Financial Management Systems Strategy

The NDAA FY 2017 has called for the reform of the DHP Enterprise and military medical treatment facilities. According to
Section 702 of the FY 2017 NDAA, “Beginning on October 1, 2018 the Director of the Defense Health Agency shall be
responsible for the administration of each military medical treatment facility, including with respect to budgetary matters,
IT, health care administration and management, administrative policy and procedure, military medical construction, and
any other matters the Secretary of Defense determines appropriate.” The rationale behind this legislation revolves around
the strength of a centralized organization serving the medical needs of all branches of the military. In the prior state,
despite having a common funding source, the individual MHS components operated on separate accounting systems. This
arrangement made it difficult to get comparable financial data and hindered leadership from making well-informed
decisions. It also complicates audit preparation, as the DHP Enterprise is undergoing audit as a single entity. In an effort to
adhere to the FY 2017 NDAA, to enhance auditability, and provide seamless medical care across all services, the Assistant
Secretary of Defense — Health Affairs office (ASD(HA)) has decided to work towards a single accounting system solution.

MEDCOM implemented the General Funds Enterprise Business System (GFEBS) in FY 2010, and in FY 2015, a proof of
concept GFEBS deployment to the NCR MD, to include WRNMMC was executed. The notable factor of this implementation
was WRNMMC's classification as a Navy chassis. This implementation effectively illustrated the ability of a non-Army entity
to successfully deploy GFEBS. With MEDCOM and NCR MD on GFEBS, roughly 50 percent of the DHP Enterprise funding was
accounted for in this single system. Following the resounding success of this proof of concept, leadership became
interested in pursuing a system-wide deployment in a realistic, sequential manner that would bring the remaining balance
of the DHP on GFEBS.

ASD (HA)’s FY 2017 NDAA compliance strategy is being executed by using a single accounting solution, GFEBS. This
commercial, off the shelf Enterprise Resource Planning (ERP) software implemented by the U.S. Army provides financial
information in real time and reveals cost drivers to provide decision support information for leadership, in turn enabling a
sustained warfighting capability for the Army. GFEBS also provides analytics data and tools, reduces the cost of business
operations, and improves accountability. The system has enabled the Army to meet congressional mandates, requiring
audit compliance and an accurate accounting of all financial transactions, and will allow the MHS to meet similar
requirements and needs.

The DHA/FOD and USUHS deployed GFEBS on April 2, 2018, resulting in approximately 66 percent of the DHP funds in
GFEBS. Plans are currently in place to transition the BUMED next, with a phased implementation set to be begin during FY
2020. Once BUMED’s migration to GFEBS is complete, an estimated 85 percent of MHS will be executing within GFEBS. For
these and other future deployments, ASD (HA) has agreed to deploy GFEBS “as-is” with basic Army functionality.

Current and Future Financial Management Systems Framework

Due to the FY 2017 NDAA'’s intent in driving the DHP Enterprise towards standardized business practices to help achieve
auditability through a single, system-wide accounting solution, it is important that the MHS aligns common interests and
interacts with Army as “one voice.” This new protocol will apply to communication with Army in regard to the GFEBS
Functional Governance Board (FGB) for requesting system enhancements, the Army GFEBS Process Owners Group (POG)
and audit support requests from Army. As MHS’s use of GFEBS matures, the one-voice protocol may expand into additional
areas. It is important to note here that this will be a marked departure from the previous “way of life” for organizations
such as MEDCOM and NCR MD and an entirely new process for DHA/FOD, USUHS, and BUMED.

Prior to the one-voice initiative, MEDCOM was one of the commands represented as a stand-alone advisory member at the
Army FGB; however, MEDCOM and all other organizations under the purview of the DHP Enterprise per the 2017 NDAA will
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now be represented by ASD(HA)’s designated department defined below. To cover the requirements in this new
environment, organizations such as NCR MD, MEDCOM, and others must speak with one voice when submitting requests
to Army in regard to GFEBS.

In the concerted effort to consolidate the varying voices of MHS into a single, focused entity, the Health Affairs Functional
Champion (HAFC) will represent MHS at GFEBS FGB meetings as an FGB Advisory Member and at POG meetings. Prior to
the escalation of issues to GFEBS FGB’s Voting Members for official consideration, an internal DHP Enterprise process will
be established to identify, validate, and set priorities for GFEBS enhancements for the MHS. This process will identify MHS
priorities while also highlighting audit compliance and cost savings/avoidance where applicable. The process will be
initiated through HAFC’s own Governance Board as the first step in submission to GFEBS FGB. Once the prioritization is
made within HAFC and an FGB Voting Member has sponsored the case (by Army FGB rules, all cases brought forth require
sponsorship by a GFEBS FGB Voting Member), the various MHS cases from the field will exit HAFC’s vetting process and
officially enter GFEBS FGB’s consideration phase for discussion and an eventual vote.

This consolidation of MHS as required by the FY 2017 NDAA will strengthen MHS as a whole by uniting such a large, joint
force community with uniquely converging interests into one focused voice. Prior to the legislation, MHS faced potential
challenges as voices of the MHS community could be overlooked as the requirement would impact fewer users. With this
new measure, however, MHS will now make up approximately 10 percent of GFEBS’s total user base. With a united voice,
MHS will be able to clearly and effectively organize and effect change when necessary and to obtain clear guidance from
HAFC when needed, while eliminating the risk of duplicated work efforts of a fragmented MHS community.
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Forward-Looking Information

Changes and the Future of DHP Enterprise

In December 2016, the 114™ Congress of the United States of America passed the National Defense Authorization Act for
FY 2017. Title VII contains fifty-one provisions intended to fundamentally transform military health care management.
Three of the most important transformations are Sections 701, TRICARE Select and other TRICARE reform; 702, Reform of
administration of the Defense Health Agency and military medical treatment facilities; and 703, Military medical treatment
facilities. These sections modernize the military’s health plan, health care management, and the footprint of military
hospitals and clinics, respectively.

Section 701 simplifies the TRICARE health plan options and increases the beneficiary pool to include military reservists.
Starting in January 2018, the DoD offers two health plan options: Prime and Select. TRICARE Prime is similar to an HMO
plan. TRICARE Select is a PPO option with an annual enroliment fee. Co-pays for beneficiaries are streamlined and
simplified, which may yield some cost savings to the Department.

Section 702 is the most complex section of the law. The late Senator John McCain (R-AZ) called the legislation, “The most
sweeping overhaul of the MHS in a generation.”! The DHP Enterprise is given responsibility for the administration and
management of all military medical treatment facilities beginning October 1, 2018. The Armed Services Committees of
Congress intend to reduce management complexity and costs associated with operating four health systems within the
same federal department. Doing so requires careful analysis of all the processes and procedures associated with managing
and administering hospitals and clinics and removing unnecessary redundancy.

Section 703 directs the Department to study the footprint of military hospitals and clinics to optimize their utilization while
fully supporting the readiness mission. In response, criteria were developed to designate medical centers, hospitals, and
ambulatory care centers. Continued analysis may result in services at some facilities being changed.

The DHP Enterprise is establishing a value-based health care program informed by best practices across the global health
care industry. Value-based care efforts in other American health systems have shown some success in reducing costs,
although starting such a program often requires an up-front investment to improve long-term gains. The Agency plans to
use a variety of payment methods (e.g., global capitation, bundled payments) to move away from legacy fee-for-service
models that predominate the TRICARE health plan. As Section 702 is implemented, there may be further opportunities to
explore value-based budgets for the Department’s military medical treatment facilities.

The Undersecretary of Defense (Comptroller) and Defense Chief Information Officer took a $1.5 billion decrement against
the Department’s health IT program over the Future Year Defense Program (FY 2019 — FY 2023). As the new electronic
health record rolls out across the military medical treatment facilities, legacy IT systems will wind down. However,
electronic health record implementations are extremely difficult. Some of the legacy systems may remain active for longer
than intended. The Department may have to determine which non-critical systems could be disabled in order to meet the
required budget savings.

As a result of the secretary’s 90-day review of the MHS in 2014, the system is transforming into a high-reliability
organization. In 2016, the DHP Enterprise and Military Departments determined that a Clinical Communities model of
health care delivery focusing on clinical process improvements would best support the principle of high reliability.

11 McCain J. Remarks by Senate Armed Services Committee Chairman John McCain on the National Defense Authorization Act for FY17.
Washington, DC: Brookings Institution; May 19, 2016
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The Department’s Reform Management Group targeted health care management as a business function within military in
need of modernization and reform to reduce costs. The group supports the various reforms and savings already targeted
by the Department and Congress while seeking out additional opportunities.

The MHS Quadruple Aim will endure. Based on the Institute for Healthcare Improvement’s Triple Aim architecture, the four
aims of improved readiness, better care, better health, and lower cost provide a unifying vector for the various reform
efforts and clearly articulates value. These aims underpin all of the health strategies within the military and are best
achieved by an integrated system of readiness and health.
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Limitations of the Financial Statements

These financial statements have been prepared to report the financial position and results of operations of the DHP
Enterprise, as required by the Chief Financial Officers Act of 1990, expanded by the Government Management Reform Act
of 1994, and 31 U.S.C. § 3515(b). The DHP Enterprise is unable to fully implement all elements of U.S. generally accepted
accounting principles (U.S. GAAP) as promulgated by the Federal Accounting Standards Advisory Board (FASAB) and the
form and content requirements for federal government entities specified by the OMB in Circular A-136, Financial Reporting
Requirements, due to limitations of financial and nonfinancial management processes and systems of certain component
entities that support the financial statements.

The DHP Enterprise derives reported values and information for major asset and liability categories largely from
nonfinancial systems, such as logistical systems. These systems were designed to support reporting requirements for
maintaining accountability over assets and reporting the status of federal appropriations rather than preparing financial
statements in accordance with U.S. GAAP. The DHP Enterprise continues to implement process and system improvements
addressing these limitations.

In addition, the financial management systems used by the DHP Enterprise are unable to meet all full accrual accounting
requirements as many of their component’s financial and nonfinancial feeder systems and processes were designed and
implemented prior to the issuance of U.S. GAAP. These systems were not designed to collect and record financial
information on the full accrual accounting basis as required by U.S. GAAP, and most of the financial management systems
used by the components of the DHP Enterprise were designed to record information on a budgetary basis.

These financial statements have been prepared from the books and records of the DHP Enterprise. The accompanying
financial statements account for all resources for which the DHP Enterprise is responsible for unless otherwise noted.
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Office of the Inspector General Transmittal

INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

November 9, 2018

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)/CHIEF
FINANCIAL OFFICER, DOD
ASSISTANT SECRETARY OF DEFENSE (HEALTH AFFAIRS)
DIRECTOR, DEFENSE FINANCE AND ACCOUNTING SERVICE

SUBJECT: Transmittal of the Independent Auditor’s Report on the Defense Health
Program Enterprise Financial Statements and Related Notes for FY 2018
(Project No. D2017-D000OFT-0180.000, Report No. DODIG-2019-008)

We contracted with the independent public accounting firm of Kearney & Company

to audit the Defense Health Program (DHP) Enterprise FY 2018 Financial Statements
and related notes as of September 30, 2018, and for the year then ended, and to provide
a report on internal control over financial reporting and compliance with laws and
regulations. The contract required Kearney & Company to conduct the auditin
accordance with generally accepted government auditing standards (GAGAS);

Office of Management and Budget audit guidance; and the Government Accountability
Office/President’s Council on Integrity and Efficiency, “Financial Audit Manual,”

July 2008.1 Kearney & Company’s Independent Auditor’s Reports are attached.

Kearney & Company’s audit resulted in a disclaimer of opinion. Kearney & Company
could not obtain sufficient, appropriate audit evidence to suppert the reported
amounts within the DHP financial statements. As a result, Kearney & Company could
not conclude whether the financial statements and related notes were presented
fairly in accordance with Generally Accepted Accounting Principles. Accordingly,
Kearney & Company did not express an opinion on the DHP FY 2018 Financial
Statements and related notes.

11n June 2018, the Government Accountability Office issued an updated Financial Audit Manual. Kearney & Company updated
its audit procedures to be in accordance with the updates issued in the Government Accountability Office/Council of the
Inspectors General on Integrity and Efficiency, “Financial Audit Manual,” June 2018.
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Kearney & Company’s separate report on “Internal Control Over Financial
Reporting” discusses 13 material weaknesses related to the DHP’s internal

controls over financial reporting. Specifically, Kearney & Company found material
weaknesses related to: Entity-Level Controls; Financial Reporting; Fund Balance
With Treasury; Accounts Receivable; Property, Plant, and Equipment; Inventory and
Related Property; Accounts Payable and Related Liabilities; and Information
Technology. Kearney & Company’s additional report on “Compliance with Laws,
Regulations, Contracts, and Grant Agreements” discusses four instances of
noncompliance with applicable laws and regulations.

In connection with the contract, we reviewed Kearney & Company’s reports and
related documentation and discussed the audit results with Kearney & Company
representatives. Our review, as differentiated from an audit in accordance with
GAGAS, was not intended to enable us to express, and we did not express, an opinion
on the DHP FY 2018 Financial Statements and related notes, conclusions about the
effectiveness of internal control, conclusions on whether the DHP’s financial systems
substantially complied with the “Federal Financial Management Improvement Act

of 1996,” or conclusions on whether the DHP complied with laws and regulations.

Kearney & Company is responsible for the attached reports, dated November 9, 2018,
and the conclusions expressed in these reports. However, our review disclosed no
instances in which Kearney & Company did not comply, in all material respects,

with GAGAS.

We appreciate the courtesies extended to the staff. Please direct questions to me at
(703) 601-5945.

/
Xsuil. L/(ynaﬁlt
Lorin T. Venable, CPA

Assistant Inspector General
Financial Management and Reporting

Attachments:
As stated
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Independent Auditor’s Report
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Principal Financial Statements and Notes

These financial statements have been prepared to report the financial position, results of operations, net position, and
budgetary resources of DHP Enterprise, as required by the Chief Financial Officers Act of 1990, expanded by the
Government Management Reform Act of 1994, other appropriate legislation, and in accordance with the form and content
provided by OMB Circular A-136, Financial Reporting Requirements.

The responsibility for the integrity of the financial information contained within these statements rests with DHP
Enterprise management. Kearney & Company, P.C. (Kearney) was the independent public accountant engaged to audit
these financial statements. The Independent Auditor’s Report accompanies the principal financial statements and notes.

A brief description of the nature of each required financial statement and the related notes are listed below.

Consolidated Balance Sheet

The Balance Sheet presents amounts of current and future economic benefits owned or managed by DHP Enterprise
(assets), amounts owed by DHP Enterprise (liabilities), and residual amounts which constitute the difference (net position).

Consolidated Statement of Net Cost

The Statement of Net Cost presents the net cost of operations for the four program areas established in the DHP
Enterprise’s strategic plan. It also presents reimbursable costs related to services provided to other federal agencies and
incurred costs that are not part of DHP Enterprise’s core mission.

Consolidated Statement of Changes in Net Position

The Statement of Changes in Net Position reports the change in net position during the period. Net position is affected by
changes to its two components, unexpended appropriations and cumulative results of operations.

Combined Statement of Budgetary Resources

The Statement of Budgetary Resources provides information about DHP Enterprise’s budgetary resources, status of
budgetary resources, and net outlays. The DHP Enterprise’s budgetary resources consist of appropriations and spending
authority from offsetting collections. Budgetary resources provide DHP Enterprise its authority to incur financial
obligations that will ultimately result in outlays.

Notes to Financial Statements

Notes to the financial statements communicate information essential for fair presentation of the financial statements that
is not displayed on the face of the financial statement.
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Department of Defense

Defense Health Program Enterprise

Consolidated Balance Sheet as of September 30, 2018
(dollars in thousands)

Unaudited
FY 2018

ASSETS (Note 2)
Intragovernmental:
Fund Balance with Treasury (Note 3) S 20,533,206
Accounts Receivable (Note 4) 463,605
Total Intragovernmental Assets S 20,996,811
Accounts Receivable, Net (Note 4) S 701,933
Inventory and Related Property (Note 5) 32,461
General Property, Plant, and Equipment, Net (Note 6) 3,725,741
Other Assets (Note 7) 31,542
TOTAL ASSETS $ 25,488,488

STEWARDSHIP PROPERTY, PLANT AND EQUIPMENT (Note 1)

LIABILITIES (Note 8)

Intragovernmental:
Accounts Payable (Note 9) S 324,986
Other Liabilities (Note 10) 98,933
Total Intragovernmental Liabilities S 423,919
Accounts Payable (Note 9) S 676,201
Military Retirement and Other Federal Employment Benefits (Note 11) 251,338,190
Accrued Unfunded Annual Leave 335,237
Accrued Funded Payroll and Benefits 215,602
Environmental and Disposal Liabilities (Note 12) 15,566
Other Liabilities (Note 10) 34,118
TOTAL LIABILITIES $ 253,038,833

COMMITMENTS AND CONTINGENCIES (Notes 13 and 14)

NET POSITION
Unexpended Appropriations S 19,243,749
Cumulative Results of Operations (246,794,094)
TOTAL NET POSITION S (227,550,345)
TOTAL LIABILITIES AND NET POSITION $ 25,488,488

The accompanying notes are an integral part of the statements.
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Defense Health Program Enterprise
Consolidated Statement of Net Cost for the year ended September 30, 2018

(dollars in thousands)

Program Costs
Operations, Readiness and Support
Gross Costs
Less: Earned Revenue
Net Program Cost
Procurement
Gross Cost
Less: Earned Revenue
Net Program Cost
Research, Development, Test and Evaluation
Gross Cost
Less: Earned Revenue
Net Program Cost
Family Housing and Military Construction
Gross Cost
Net Program Cost
Total Gross Costs
Less: Total Earned Revenue
Net Program Cost
(Gain) from Actuarial Assumption Changes (Note 11)

NET COST OF OPERATIONS

The accompanying notes are an integral part of the statements.

Unaudited
FY 2018

$ 31,968,999
(3,635,239)

$ 28,333,760
$ 463,102
(6,494)

$ 456,608
$ 1,018,595
(43,339)

$ 975,256
S (243,802)
S (243,802)
$ 33,206,894
(3,685,072)

$ 29,521,822
(279,113)

$ 29,242,709
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Department of Defense
Defense Health Program Enterprise

Consolidated Statement of Changes in Net Position for the year ended September 30, 2018
(dollars in thousands)

Unaudited

FY 2018

UNEXPENDED APPROPRIATIONS

Beginning Balances S 18,951,904
Budgetary Financing Sources:
Appropriations received S 35,634,199
Appropriations transferred out (1,191,372)
Other adjustments to Appropriations (1,165,588)
Appropriations used (32,985,394)
Total Budgetary Financing Sources 291,845
TOTAL UNEXPENDED APPROPRIATIONS S 19,243,749
CUMULATIVE RESULTS OF OPERATIONS
Beginning Balances S (250,231,870)
Budgetary Financing Sources:
Appropriations used S 32,985,394
Non-exchange revenue 7,771
Other Adjustments (33,287)
Other Financing Sources:
Transfers out without reimbursement (572,060)
Imputed financing from costs absorbed by others 311,523
Other Adjustments (18,856)
Total Financing Sources S 32,680,485
Net Cost of Operations S 29,242,709
Net Change S 3,437,776
TOTAL CUMULATIVE RESULTS OF OPERATIONS S (246,794,094)
TOTAL NET POSITION S (227,550,345)

The accompanying notes are an integral part of the statements.
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Department of Defense

Defense Health Program Enterprise
Combined Statement of Budgetary Resources for the year ended September 30, 2018

(dollars in thousands)
Unaudited
FY 2018

BUDGETARY RESOURCES (Note 15)

Unobligated balance from prior year budget authority, net (discretionary and mandatory) $ 5,752,610
Appropriations (discretionary and mandatory) 34,819,410
Spending Authority from offsetting collections (discretionary and mandatory) 3,529,955
TOTAL BUGETARY RESOURCES S 44,101,975

STATUS OF BUDGETARY RESOURCES

Total New obligations and upward adjustments S 38,799,770
Unobligated balance, end of year:
Apportioned, unexpired accounts 3,357,330
Exempt from apportionment, unexpired accounts 122,809
Unapportioned, unexpired accounts 4,799
Unexpired unobligated balance, end of year S 3,484,938
Expired unobligated balance, end of year 1,817,267
Total Unobligated balance, end of year S 5,302,205
TOTAL STATUS OF BUDGETARY RESOURCES S 44,101,975

OUTLAYS, NET

Outlays, net (discretionary and mandatory) S 32,929,101
Distributed offsetting receipts (7,811)
AGENCY OUTLAYS, NET S 32,921,290

The accompanying notes are an integral part of the statements.
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Notes to the Financial Statements

Note 1. Summary of Significant Accounting Policies

1. A. Reporting Entity Mission and Overall Structure

In 2011, the Deputy Secretary of Defense’s Task Force on Reform of the Military Health System led to the creation of the
Defense Health Agency (DHA), a Combat Support Agency (CSA) and a component of the Defense Health Program. In 2013,
the DoD issued a directive in accordance with the Deputy Secretary of Defense memorandum formally establishing DHA as
part of the DHP Enterprise, which achieved full operating capability by 2015. DHP Enterprise began preparing for the
management and administration of MTFs in response to the FY 2017 NDAA. The DHP Enterprise receives its appropriation
from Congress, apportioned by the Office of Management and Budget (OMB) to the Office of the Undersecretary of
Defense (Comptroller), who allots these funds to the Assistant Secretary of Defense for Health Affairs (ASD(HA)). The
ASD(HA) issues Funding Authorization Documents (FADs) to fund the 7 components that exist within DHP Enterprise. These
7 component entities collectively support DHP Enterprise’s mission. With this appropriation, DHP Enterprise strives to
promote a medically ready force by supporting a better, stronger, and more agile MHS, providing health care support for
the full range of military operations, and sustaining the health of all those entrusted to its care. The DHP Enterprise’s
mission is to support the delivery of integrated, affordable, and high-quality health services to its beneficiaries and to drive
greater global integration.

Based on DoD Directive 5136.01, the ASD(HA) exercises authority, direction, and control over DHP Enterprise and directs
the use of its appropriations. For purposes of these consolidated and combined financial statements, the following 7
components comprise the DHP Enterprise financial statement reporting entity:

U.S. Army Medical Command (Army MEDCOM): Army MEDCOM provides sustained health services and research to enable
readiness while caring for the soldiers and their families.

The Navy Bureau of Medicine and Surgery (Navy BUMED): Navy BUMED is a global health-care network that provides
health-care support to the U.S. Navy, Marine Corps, their families, and veterans at medical treatment facilities, hospitals,
clinics, hospital ships, and research units around the world.

U.S. Air Force Medical Service (AFMS): AFMS supports benefit execution and readiness to provide healthy/fit force,
resilient families, and trained medics.

Defense Health Agency (DHA) Financial Operations Division (FOD): The DHA FOD distributes funding for DHA
headquarters activities.

Uniformed Services University of the Health Sciences (USUHS): USUHS educates, trains, and prepares uniformed services
health professionals, scientists, and leaders to support the Military and Public Health Systems, the National Security and
National Defense Strategies of the United States, and the readiness of Uniformed Services.

National Capital Region Medical Directorate (NCR MD): The NCR MD supports the delivery of integrated, affordable, and
high-quality health services and is responsible for driving greater integration of clinical and business processes across the
National Capital Region.

DHA Contract Resource Management Office (CRM): The DHA CRM provides the following support: financial and reporting
for TRICARE’s centrally funded private-sector care; budget execution and component financial statements and notes
preparation; and reimbursements for private-sector health-care providers for services rendered to TRICARE beneficiaries.
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1. B. Basis of Accounting and Presentation

Basis of Accounting and Presentation: The DHP Enterprise’s fiscal year ends September 30. These financial statements
have been prepared to report the financial position, results of operations, net position, and budgetary resources of the
DHP Enterprise, as required by the Chief Financial Officers (CFO) Act of 1990, expanded by the Government Management
Reform Act (GMRA) of 1994, and other appropriate legislation. The financial statements have been prepared from the
books and records of the DHP Enterprise in accordance with, and to the extent possible, U.S. GAAP promulgated by the
FASAB; OMB Circular A-136, Financial Reporting Requirements; and the DoD’s Financial Management Regulation (FMR).

The DHP Enterprise is presenting full financial statements for the first time in FY 2018. As a result, the DHP Enterprise
financial statements only presents current year results of its operations, the financial position, the changes in the financial
position, and the combined budgetary resources.

The accompanying financial statements account for all resources for which the DHP Enterprise is responsible unless
otherwise noted. These financial statements, where possible, reflect both accrual and budgetary accounting transactions.
Under the accrual method of accounting, revenues are recognized when earned and expenses are recognized when
incurred, without regard to the receipt or payment of cash. Budgetary accounting is designed to recognize the obligation of
funds according to legal requirements, which in many cases is made prior to the occurrence of an accrual-based
transaction. Budgetary accounting is essential for compliance with legal constraints and controls over the use of federal
funds.

However, the DHP Enterprise is unable to fully implement all elements of U.S. GAAP as promulgated by FASAB and the
form and content requirements for federal government entities specified by OMB in Circular A-136, Financial Reporting
Requirements, due to limitations of financial and nonfinancial management processes and systems of certain component
entities that support the financial statements. The DHP Enterprise derives reported values and information for major asset
and liability categories largely from nonfinancial systems, such as logistical systems.

The DHP Enterprise’s components’ financial management systems used by DHP Enterprise are unable to meet all full
accrual accounting requirements as many of their components’ financial and nonfinancial feeder systems and processes
were designed and implemented prior to the issuance of U.S. GAAP. These systems were not designed to collect and record
financial information on the full accrual accounting basis as required by U.S. GAAP. These systems were designed to
support reporting requirements for maintaining accountability over assets, reporting the status of federal appropriations,
and recording information on a budgetary basis, rather than preparing financial statements in accordance with U.S. GAAP.
The DHP Enterprise continues to implement process and system improvements addressing these limitations.

Elimination of Intra-Entity Transactions and Balances: Accounting standards require an entity to eliminate intra-entity
activity and balances from consolidated financial statements in order to prevent overstatement for business with itself.
Transactions and balances within a reporting entity (intra-entity) have been eliminated from the Consolidated Balance
Sheet, Consolidated Statement of Net Cost, and the Consolidated Statement of Changes in Net Position. The Combined
Statement of Budgetary Resources is presented on a combined basis; therefore, intra-entity transactions and balances have
not been eliminated from this statement.

Entity and Non-Entity: The DHP Enterprise reports both entity and non-entity assets. Entity assets are assets that the
reporting entity has authority to use in its operations. Management may have authority to decide how funds are used or it
may be legally obligated to use the funds a certain way. Non-entity assets are not available for use in DHP Enterprise’s
normal operations. The DHP Enterprise maintains stewardship accountability and reporting responsibilities for non-entity
assets and will forward these non-entity assets to the Treasury or other federal agencies in the future. DHP Enterprise
records a corresponding liability for these accounts receivable, net.
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Intragovernmental and Governmental Activities: Statement of Federal Financial Accounting Standards (SFFAS) 1,
Accounting for Selected Assets and Liabilities, defines Intragovernmental and Governmental assets and liabilities.
Intragovernmental assets and liabilities arise from transactions among federal entities. Intragovernmental assets are claims
other federal entities owe to DHP Enterprise. Intragovernmental liabilities are claims DHP Enterprise owes to other federal
entities.

Whereas governmental assets and liabilities arise from transactions of the federal government or an entity of the federal
government with public entities, sometimes referred to as nonfederal entities. The term public entities encompasses
domestic and foreign persons and organizations outside the U.S. Government. Governmental assets are claims of DHP
Enterprise against public entities. Governmental liabilities are amounts that DHP Enterprise owes to public entities.

Uses of Estimates: The preparation of financial statements requires DHP Enterprise to make estimates and assumptions
that affect these financial statements. Actual results may differ from these estimates.

Discretionary and Mandatory Spending: The DHP enterprise has both discretionary and mandatory spending.
Discretionary spending is spending provided through an appropriations act(s). Mandatory spending is spending controlled
by existing laws other than an appropriations act(s).

Classified Activities: SFFAS 56, Classified Activities, allows for certain presentations and disclosures to be modified, if
needed, to prevent the disclosure of classified information. As such, information relative to classified assets, programs, and
operations is excluded from the statements or otherwise aggregated and reported in such a manner that it is not
discernible.

1. C. Departures from U.S. GAAP

Financial management systems and operations continue to be refined as DHP Enterprise strives to record and report its
financial activity in accordance with U.S. GAAP. The DHP Enterprise is determining the actions required to bring its financial
and nonfinancial feeder systems and processes into compliance with U.S. GAAP. One such action is the current revision of
its accounting systems to record transactions based on the U.S. Standard General Ledger (USSGL). The DHP Enterprise has
identified the following departures from U.S. GAAP, a number of which are pervasive problems within DoD that may not be
remediated at the DHP Enterprise level.

Definition of Reporting Entity: The DHP Enterprise has not completed an appropriate assessment in accordance with SFFAS
No. 47, Reporting Entity, in order to be able to properly define its financial reporting entity and ensure completeness of its
financial statements and related disclosures, including beginning balances, at the Enterprise or component level. The DHP
Enterprise has identified component reporting entities based on the reporting limits of the DHP appropriation, but a
complete assessment of potential consolidation entities and disclosure entities for which the DHP Enterprise and its
components are accountable has not been completed.

Fund Balance with Treasury (Note 1.H. and Note 3): The DHP Enterprise was not able to identify its undistributed
collections and disbursements in a timely manner because the DHP Enterprise shares a Treasury Index (TI1)-97 with Other
Defense Organizations for Treasury reporting. In addition, the DHP Enterprise was not able to record and report
transactions in suspense accounts since suspense balances are not included in FBWT balances. As a result, the DHP
Enterprise is unable to explain discrepancies between its fund balance with treasury recorded in its general ledger
accounts and the balance in the Treasury’s accounts in accordance with SFFAS 1, Accounting for Selected Assets and
Liabilities.

Accounts Receivable, Net and Revenue Recognition (Notes 1.E. and 1.J., and Note 4): The DHP Enterprise did not have
compliant processes in place to account for accounts receivable and the related revenue balances in accordance with
SFFAS 1, Accounting for Selected Assets and Liabilities, and SFFAS 7, Accounting for Revenue and Other Financing Sources.
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The DHP Enterprise recorded accounts receivable and associated revenue upon the receipt of cash, instead of when
earned. Additionally, the DHP Enterprise does not have an adequate process in place to accrue for pharmacy credits which
it is owed but has not yet received.

The DHP Enterprise did not have a formal policy and procedures in place to estimate the allowance for uncollectible
accounts receivable in accordance with SFFAS 1, Accounting for Selected Assets and Liabilities.

Inventory and Related Property, Net (Note 1.K. and Note 5): The DHP Enterprise was not able to properly record and
report inventory and other related property because its systems were not currently configured to support the
management and valuation of all classes of inventory and related property in accordance with SFFAS 3, Accounting for
Inventory and Related Property.

In addition, inventory and related property beginning balances have not been established using deemed cost as permitted
by SFFAS 48, Opening Balances for Inventory, Operating Materials and Supplies, and Stockpile Materials.

General Property, Plant, and Equipment, Net (Note 1.L. and Note 6): Supportable general property, plant, and equipment,
net beginning balances have not been established for facilities, equipment or internal use software using the alternative
valuation methods permitted by SFFAS 50, Establishing Opening Balances for General Property, Plant, and Equipment.

The DHP Enterprise did not have compliant processes in place to account for general property, plant, and equipment, net,
at historical cost, in accordance with SFFAS 6, Accounting for Property, Plant and Equipment and SFFAS 10, Accounting for
Internal Use Software.

The DHP Enterprise has real property that meets both the reporting requirements of SFFAS and should be included on its
balance sheet, however, portions of real property are excluded due to formal guidance from OUSD-C.

The DHP Enterprise did not have compliant processes in place to account for impairment of facilities and equipment in
accordance with SFFAS 44, Accounting for Impairment of General Property, Plant, and Equipment Remaining in Use.

Leases (Note 1.L., Notes 6 and 13): The DHP Enterprise did not have compliant processes in place to account for capital
and operating leases in accordance with SFFAS 5, Accounting for Liabilities of the Federal Government, SFFAS 6, Accounting
for Property, Plant and Equipment, and SFFAS 10, Accounting for Internal Use Software.

Stewardship Property, Plant, and Equipment (Note 1.N.): The DHP Enterprise did not have compliant processes for
stewardship property, plant, and equipment which includes heritage assets in order to meet the disclosure requirements
of SFFAS 29, Heritage Assets and Stewardship Land.

Accounts Payable and Expenses (Note 1.0. and Note 9): The DHP Enterprise did not have compliant processes in place to
account for accounts payable, accruals, and the related expenses in accordance with SFFAS 1, Accounting for Selected
Assets and Liabilities, and SFFAS 5, Accounting for Liabilities of the Federal Government.

Accrued Unfunded Annual Leave (Note 1.Q. and Note 8): Due to system limitations, the DHP Enterprise was not able to
fully recognize all of its accrued leave liability in accordance with SFFAS 1, Accounting for Selected Assets and Liabilities.

Federal Employee’s Compensation Act (FECA) Liabilities (Note 1.0. and Note 11): The DHP Enterprise did not report the
FECA actuarial liabilities/expenses and chargeback billings in accordance with SFFAS 5, Accounting for Liabilities of the
Federal Government.

Environmental and Disposal Liabilities (Note 1.0. and Note 12): The DHP Enterprise did not have compliant processes in
place to account for cleanup cost associated with general property, plant, and equipment in accordance with SFFAS 5,
Accounting for Liabilities of the Federal Government; SFFAS 6, Accounting for Property, Plant and Equipment; and Federal
Financial Accounting and Auditing Technical Release 2, Determining Probable and Reasonably Estimable for Environmental
Liabilities in the Federal Government.
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Commitments and Contingencies (Note 1.R. and Note 14): The DHP Enterprise did not have compliant processes in place
to account for contingent legal liability arises from pending or threatened litigation and all contracts that contained
clauses, such as price escalation, awarded fee payments, and/or dispute resolution due to the limited capabilities of the
automated system processes to capture potential liabilities in accordance with SFFAS 5, Accounting for Liabilities of The
Federal Government and SFFAS 12, Recognition of Contingent Liabilities Arising from Litigation: An Amendment of SFFAS 5,
Accounting for Liabilities of the Federal Government. Further, the DHP Enterprise does not have compliant processes in
place to report an estimate of obligations related to canceled appropriations and amounts of contractual arrangements
that may require future financial obligations.

Additionally, the DHP Enterprise did not have compliant processes in place to account for contingent liabilities arising from
medical malpractice claims, claims brought under the Military Claims Act, and other settlements and judgments against the
components of DHP Enterprise, in accordance with SFFAS 5, as amended by SFFAS 12, Recognition of Contingent Liabilities
Arising from Litigation.

Consolidated Statement of Net Cost (Note 1.U. and Note 16): The DHP Enterprise did not have compliant processes in
place to ensure its Consolidated Statement of Net Cost was presented in accordance with SFFAS 4, Managerial Cost
Accounting Concepts and Standards, and SFFAS 55, Amending Inter-Entity Cost Provisions.

Intra-Entity Activity: The DHP Enterprise did not have compliant processes in place to account for intragovernmental
transactions by customer in accordance with SFFAS 4, Managerial Cost Accounting Concepts and Standards, SFFAS 7,
Accounting for Revenue and Other Financing Sources and Concepts for Reconciling Budgetary and Financial Accounting, and
SFFAS 55, Amending Inter-entity Cost Provisions, which require that an entity eliminates intra-entity activity and balances
from consolidated financial statements in order to prevent overstatement for business with itself.

1. D. Appropriations and Funds

Appropriations: The DHP Enterprise receives general fund appropriations. General funds are used for financial transactions
funded by congressional appropriations, including personnel, operation and maintenance, research and development,
procurement, and military construction. The DHP Enterprise uses these appropriations and funds to execute its missions
and subsequently report on resource usage.

Deposit Funds: The DHP Enterprise maintains immaterial deposit funds. These funds are used to record amounts held
temporarily until paid to the appropriate government or public entity. They are not the DHP Enterprise funds and as such,
are not available for the DHP Enterprise operations. The DHP Enterprise is acting as an agent or a custodian for funds
awaiting distribution.

1. E. Revenue and Other Financing Sources

Exchange and Non-exchange Revenue: The DHP Enterprise classifies revenue as either exchange revenue or non-exchange
revenue. Exchange revenue is derived from transactions in which the DHP Enterprise provides goods and services to
another party for a price; both the federal government and the other party receive value. Exchange revenue is presented
on the Consolidated Statement of Net Cost and serves to offset the costs of goods and services. Non-exchange revenue is
derived from the government’s sovereign right to demand payment, such as specifically identifiable, legally enforceable
claims. Non-exchange revenue is considered to reduce the cost of the DHP Enterprise operations and is therefore reported
on the Consolidated Statement of Changes in Net Position as a financing source.

Appropriations Used: Most of the DHP Enterprise’s operating funds are provided by congressional appropriations of
budgetary authority. The DHP Enterprise receives appropriations on annual, multiple fiscal year, and no-year bases. Upon
expiration of an annual or multiple fiscal year appropriation, the obligated and unobligated balances retain their fiscal
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identity, and are maintained separately within an expired account. The unobligated balances can be used to make
legitimate adjustments to prior year obligations, but are otherwise not available for new obligations. Annual and multiple
fiscal year appropriations are canceled at the end of the fifth fiscal year after expiration. No-year appropriations do not
expire. Appropriation of budget authority is recognized as used when costs are incurred, for example, when goods and
services are received, or benefits and grants are provided.

Imputed Financing Sources from Cost Absorbed by Others and Imputed Cost: In certain cases, operating costs of the DHP
Enterprise are paid in full or in part by funds appropriated to other federal entities. The DHP Enterprise includes applicable
imputed costs in the Consolidated Statement of Net Cost. In addition, Imputed Financing Sources from Cost Absorbed by
Others is recognized on the Consolidated Statement of Changes in Net Position as other financing source (non-exchange
revenue).

The DHP Enterprise has elected to begin early implementation of SFFAS 55, Amending Inter-Entity Cost Provisions. SFFAS 55
permits entities to no longer recognize imputed costs and corresponding imputed financing from any non-business type
activities, except for personnel benefit costs and Treasury Judgement Fund settlement costs.

The U.S. has cost-sharing agreements with countries having a mutual or reciprocal defense agreement, where U.S. troops
are stationed, or where the U.S. Fleet is in a port (U.S. allies). However, the DHP Enterprise does not report the
consolidated support provided by U.S. allies for common defense and mutual security on the Consolidated Statement of
Net Cost and in Note 16, Reconciliation of Net Cost of Operations to Budget.

Transfer In/(Out): Intragovernmental transfers may include budgetary resources or assets without reimbursement, are
recorded at book value, and reported in the Consolidated Statement of Changes in Net Position.

Other Financing Sources: The DHP Enterprises receives congressional appropriations as financing sources that expire
annually, on a multi-year basis, or do not expire.

1. F. Recognition of Expenses

The DHP Enterprise estimates expenses for major items such as payroll expenses, accounts payable, environmental
liabilities, and unbilled revenue. In the case of Operating Materiel & Supplies (OM&S), operating expenses are generally
recognized when OM&S items are purchased.

OMA&S is considered tangible personal property to be consumed in normal operations. The DHP Enterprise OM&S
encompasses pharmaceuticals, pharmaceutical medical supplies, and non-pharmaceutical medical supplies.

1. G. Transactions with Foreign Governments and International Organizations

The DHP Enterprise sells services to foreign governments and international organizations under the provision of the Arms
Export Control Act of 1976. Under the provisions of the Act, DoD has the authority to sell defense articles and services to
foreign governments and international organizations, generally at no profit or loss to the federal government.

1. H. Fund Balance with Treasury

The U.S. Treasury Department performs cash management activities for all Federal Government agencies. The Fund
Balance with Treasury (FBwT) represents the DHP Enterprise’s right to draw funds from the Treasury for allowable
expenditures. FBWT is increased by the receipt of appropriations and collections and decreased by outlays and fund
transfers.

The U.S. Treasury maintains and reports fund balances at the Treasury Index appropriation level. Defense agencies, to
include the DHP Enterprise, are included at the Treasury Index 97 appropriation level, an aggregate level that does not
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provide identification of the separate defense agencies. As a result, the U.S. Treasury does not separately report on an
amount for the DHP Enterprise.

FBwT is classified as unobligated available, unobligated unavailable, or obligated. Unobligated funds, depending on budget
authority, are generally available for new obligations in current operations. The unavailable balance represents funds that
were appropriated in prior years which are unavailable to fund new and future obligations. The obligated-not-yet-
disbursed balance represents amounts designated for payment of goods and services ordered but not yet received, or
goods and services received but for which payments have not been made.

The DHP Enterprise conducts a portion of operations overseas. Congress established a special account to handle the gains
and losses from foreign currency transactions for five general fund appropriations: (1) operations and maintenance; (2)
military personnel; (3) military construction; (4) family housing operation and maintenance; and (5) family housing
construction. The gains and losses are calculated as the variance between the exchange rate current at the date of
payment and a budget rate established at the beginning of each fiscal year by OUSD-C. Foreign currency fluctuations
related to other appropriations require adjustments to the original obligation at the time of payment. The DHP Enterprise
does not separately identify currency fluctuation transactions on its financial statements.

1. I. Undistributed Disbursements and Collections

Undistributed disbursements and collections represent the difference between disbursements and collections matched at
the transaction level to specific obligations, payables, or receivables in the source systems and those reported by the U.S.
Treasury. Supported disbursements and collections have corroborating documentation for the summary-level adjustments
made to accounts payable and receivable. Unsupported disbursements and collections do not have supporting
documentation for the transaction. However, both supported and unsupported adjustments may have been made to the
DoD or component entity in line with DoD accounts payable and receivable trial balances prior to validating underlying
transactions.

The DoD policy is to allocate supported undistributed disbursements and collections between federal and nonfederal
categories based on the percentage of distributed federal and nonfederal accounts payable and accounts receivable.
Supported undistributed disbursements and collections are then applied to reduce accounts payable and receivable
accordingly. Unsupported undistributed disbursements are recorded as disbursements in transit and reduce nonfederal
accounts payable. Unsupported undistributed collections are recorded in other liabilities due to the public.

1. J. Accounts Receivable, Net

Accounts receivable are amounts due to the DHP Enterprise from other federal entities or the public. All intragovernmental
amounts are considered fully collectible because claims with other federal agencies are resolved in accordance with the
intragovernmental business rules; therefore, no allowance for loss provision is recognized.

An allowance for loss on public receivables must be recorded, which will provide for reducing gross receivables by the
amount of the estimated loss to their net realizable value. The CRM only recognizes an allowance for uncollectible
amounts from the public. The method used to calculate the percentage for bad debt allowance on the accounts receivable
balances is determined by taking a 12 month average of the accounts receivable balance against the 12 month average on
the write off balance per each accounts receivable category. The data from the prior 12 months is used to calculate the
percentages for the allowance. The CRM has one specific accounts receivable category that follows a different percentage
calculation rule, the "Suspended Pharmacy" category. Per a DHA Program Integrity directive that prevents CRM’s Pharmacy
contractor from pursuing collection action against Suspended Pharmacies while under investigation, CRM uses a 100%
allowance methodology for calculating the debt against the accounts receivable balance. Claims with other federal
agencies are resolved in accordance with the intragovernmental business rules.
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The DHP Enterprise is required to transfer the collection of accounts receivable at 120 days to the U.S. Treasury
Department for additional collection efforts. Accounts receivable that are transferred to the U.S. Treasury Department for
collection should remain on the DHP Enterprise’s books until the U.S. Treasury Department acknowledges that the debt is
uncollectible. Once the U.S. Treasury acknowledges that the debt is uncollectible, the DHP Enterprise will close out the bad
debt and take it off their books.

1. K. Inventory and Related Property

The DHP Enterprise inventory and related property includes stockpile materials. Stockpile materials are strategic and
critical materials held due to statutory requirements for use in national defense, conservation, or national emergencies.
Stockpile materials are not held with the intent of selling in the ordinary course of business. The DHP Enterprise is required
to maintain various medications for the DoD in the event a medical epidemic reaches the United States.

1. L. General Property, Plant, and Equipment, Net

Capitalization Threshold: The DHP Enterprise capitalizes acquisitions of fixed assets when the acquisition costs equal or
exceed $250 thousand and the fixed assets has a useful life greater than two years.

Depreciation Method:

Asset Classes Depreciation/Amortization Method

Buildings, Structures, and Facilities S/L* 20, 40 or 45
Software, Internal Use Software S/L 2-50r 10
Equipment S/L 5

*Straight line (S/L)

Buildings, structures, and facilities: Real property in the federal government generally includes land, land improvements,
buildings, facilities, and structures. The DHP Enterprise does not own land or land improvements. However, for buildings,
facilities, and structures, OUSD-C directed the DHP Enterprise to stop reporting these types of real property assets. As of
September 30, 2018, the real property balance on the Consolidated Balance Sheet included certain facilities and structures.

Equipment: Equipment includes equipment, software purchased, and internal use software meeting the capitalization
threshold and expected to be used in the DHP Enterprise’s operations.

Software: The DHP Enterprise has not fully developed and executed its accounting policy and related reporting for
software and internal use software.

Construction-In-Progress (CIP): In accordance with Technical Bulletin 2017-2, Assigning Assets to Component Reporting
Entities, a policy change issued by the OUSD-C requires the DHP Enterprise components that are allocated construction
funds to record CIP projects on that component’s books. Completed CIP projects are then transferred to the respective
Military Department property holder. The DHP Enterprise allocates and provides oversight for all its military construction.
The U.S. Army Corps of Engineers, and Naval Facilities and Engineering Command, and the Air Force Civil Engineering
Center are the execution agents for all DHP Enterprise CIP and related funds received.

Leases: The DHP Enterprise has not fully developed and executed its accounting policy and related reporting requirements
for its lease activity. The DHP Enterprise is in the process of performing an analysis of its lease contracts, but that process
has not yet been completed as of September 30, 2018.
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1. M. Other Assets

Advances and Prepayments: When advances are permitted by law, legislative action, or presidential authorization, the
DHP Enterprise’s policy is to record advances or prepayments. As such, payments made in advance of the receipt of goods
and services are reported as assets on the Consolidated Balance Sheet. The DHP Enterprise’s policy is to expense and/or
properly classify assets when the related goods and services are received.

1. N. Stewardship Property, Plant, and Equipment

Disclosures for stewardship property, plant, and equipment are required under SFFAS 29, Heritage Assets and Stewardship
Land. DHP Enterprise has heritage assets. Heritage assets are unique for one or more of the following reasons: (1)
historical or natural significance, (2) cultural, educational, or artistic importance, or (3) significant architectural
characteristics. Heritage assets are generally expected to be preserved indefinitely. The DHP Enterprise operates the
National Museum of Health and Medicine.

1. O. Liabilities

Liabilities represent probable and measurable amounts to be paid by the DHP Enterprise as a result of past transactions
and are recognized when incurred, regardless of whether there are budgetary resources available to pay them. However,
the liquidation of these liabilities will consume budgetary resources and cannot be made until available budgetary
resources have been obligated. Thus, for financial reporting purposes, the liabilities are classified as liabilities covered or
not covered by budgetary resources.

Covered and Uncovered Liabilities: Liabilities incurred that are covered by available budgetary resources as of the
Consolidated Balance Sheet date are referred to as funded liabilities. Liabilities are covered by budgetary resources if they
are funded by appropriations, provided that the resources are apportioned by OMB without further action by the Congress
and without a contingency having to be met first. Budgetary resources include: (1) new budget authority, (2) unobligated
balances of budgetary resources at the beginning of the year or net transfers of prior-year balances during the year, (3)
spending authority from offsetting collections (credited to an appropriation or fund account), and (4) recoveries of
unexpired budget authority through downward adjustments of prior-year obligations.

Liabilities that are not covered by available budgetary resources as of the Consolidated Balance Sheet date are referred to
as unfunded liabilities.

Current and Noncurrent Liabilities: The DHP Enterprise segregates its other liabilities between current and noncurrent
liabilities. The current liabilities represent liabilities that the DHP Enterprise expects to settle within the 12 months of the
Balance Sheet date. Noncurrent liabilities represent liabilities that DHP Enterprise does not expect to be settled within the
12 months of the Balance Sheet date.

Accounts Payable: Accounts payable are amounts primarily owed for goods, services, or capitalized assets received,
progress on contract performance by others, and other expenses due.

FECA Liabilities: FECA liabilities provide income and medical cost protection to covered federal civilian employees injured
on the job, to employees who have incurred work-related occupational diseases, and to beneficiaries of employees whose
deaths are attributable to job-related injuries or occupational diseases. The FECA program is administered by the U.S.
Department of Labor (DOL), which pays valid claims against the DHP Enterprise and subsequently seeks reimbursement
from DHP Enterprise for these paid claims. Therefore, the accrued FECA liability, included in Intragovernmental Other
Liabilities, represents amounts due to DOL for claims paid on behalf of the DHP Enterprise. These liabilities are not covered
by budgetary resources because funding has not been made available.
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In addition, the DHP Enterprise recognizes an actuarial FECA liability. The actuarial FECA liability represents the liability for
future workers’ compensation (FWC) benefits, which includes the expected liability for death, disability, medical, and
miscellaneous costs for approved cases. The liability is determined by DOL annually, as of September 30, using a method
that utilizes historical benefits payment patterns related to a specific incurred period to predict the ultimate payments
related to that period. Projected annual payments were discounted to present value based on OMB’s interest rate
assumptions, which were interpolated to reflect the average duration in years for income payments and medical payments.

To provide more specifically for the effects of inflation on the liability for FWC benefits, wage inflation factors (cost-of-
living adjustment) and medical inflation factors (consumer price index — medical) are applied to the calculation of
projected future benefits. The actual rates for these factors are also used to adjust the historical payments to current-year
constant dollars. These liabilities are not covered by budgetary resources because funding has not been made available.

Environmental and Disposal Liabilities: The DHP Enterprise has not fully developed and executed its accounting policy and
related reporting for environmental and disposal liabilities. These liabilities are not covered by budgetary resources
because funding has not been made available.

1. P. Military Retirement and Other Federal Employment Benefits

Military Retirement and Other Federal Employment Benefits provide income and medical benefits to covered military
personnel and Federal civilian employees. These actuarial liabilities are not covered by budgetary resources because
funding has not yet been made available.

The DHP Enterprise implemented requirements of SFFAS No. 33, Pensions, Other Retirement Benefits, and Other
Postemployment Benefits: Reporting the Gains and Losses from Changes in Assumptions and Selecting Discount Rates and
Valuation Dates, which directs that the discount rate, underlying inflation rate, and other economic assumptions be
consistent with one another. A change in the discount rate may cause other assumptions to change as well. For the
September 30, 2018, financial statement valuation, the application of SFFAS No. 33 required DoD OACT to set the long-
term inflation, the Consumer Price Index (CPI), the DHP actuarial liability is adjusted at the end of each fiscal year. The 4th
Quarter, FY 2018 balance represents the September 30, 2018 amount that will be effective through 3rd quarter of FY 2019.

1. Q. Accrued Unfunded Annual Leave

Accrued leave includes salaries, wages, and other compensation earned by employees, but not disbursed as of September
30, 2018. Annually, as of September 30, the balances of accrued unfunded annual leave are adjusted to reflect current pay
rates. Sick leave and other types of non-vested leave are expensed as taken. These liabilities are not covered by budgetary
resources because funding has not yet been made available.

1. R. Commitments and Contingencies

A contingency is an existing condition, situation, or set of circumstances involving uncertainty as to possible gain or loss.
The uncertainty will ultimately be resolved when one or more future events occur or fail to occur. SFFAS 5, Accounting for
Liabilities of the Federal Government, as amended by SFFAS 12, Recognition of Contingent Liabilities Arising from Litigation,
requires contingent liabilities and related expenses to be recognized when a past event has occurred, and a future outflow
or other sacrifice of resources is measurable and probable. Further, SFFAS 5, as amended, requires (1) report a contingent
liability on the balance sheet when an unfavorable outcome is ‘probable,” and (2) disclose a contingent liability in the notes
to the financial statements when an unfavorable outcome is ‘reasonably possible.” No disclosure is required if the loss from
a contingent liability is considered ‘remote.’
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A contingent legal liability arises from pending or threatened litigation, possible claims, and assessments which could
result in monetary loss to an entity. The actual monetary liability in contingent legal cases can be considered case-by-case
or as an aggregate of multiple cases.

The DHP Enterprise’s risk of loss and resultant contingent liabilities arising from pending or threatened litigation or claims
and assessments are due to events such as medical malpractice, property or environmental damages, and contract
disputes.

1. S. Net Position

Net position is the residual difference between assets and liabilities, and is comprised of Unexpended Appropriations and
Cumulative Results of Operations.

Unexpended Appropriations: Unexpended appropriations represent the amounts of budgetary resources that are
unobligated and have not been rescinded or withdrawn. Unexpended appropriations also represent amounts obligated for
which legal liabilities for payments that have not been incurred.

Cumulative Results of Operations: Cumulative Results of Operations represent the net difference between expenses and
losses, and financing sources (including appropriations, revenue, and gains), since inception. The cumulative results of
operations also include transfers in and out of assets that were not reimbursed.

1. T. Treaties for Use of Foreign Bases

The DHP Enterprise has the use of land, buildings, and other overseas facilities that are obtained through various
international treaties and agreements negotiated by the Department of State. Generally, the treaty terms allow the DHP
Enterprise continued use of these properties until the treaties expire. The DHP Enterprise purchases capital assets overseas
with appropriated funds; however, the host country retains title to the land and capital improvements. In the event
treaties or other agreements are terminated, use of the foreign bases is prohibited and losses are recorded for the value of
any non-retrievable capital assets. The settlement due to the U.S. or host nation is negotiated and takes into account the
value of capital investments and may be offset by the cost of the environmental cleanup.

1. U. Consolidated Statement of Net Cost

The Consolidated Statement of Net Cost represents the net cost of programs that are supported by appropriations or other
means. The intent of the Consolidated Statement of Net Cost is to provide gross and net cost information related to the
amount of output or outcome for a given program or organization administered by a responsible reporting entity. The DHP
Enterprise current processes and systems capture costs based on appropriations groups. The lower level costs for major
programs are presented on the statement as required by the Government Performance and Results Modernization Act of
2010.

Effective FY 2018, the Department elected early implementation of SFFAS No. 55, Amending Inter-entity Cost Provisions,
which rescinds SFFAS No. 30, “Inter-Entity Cost Implementation: Amending SFFAS No. 4, Managerial Cost Accounting
Standards and Concepts and Interpretation 6, Accounting for Imputed Intra-departmental Costs: An Interpretation of SFFAS
No. 4.” The DoD is in the process of reviewing available data and developing a cost reporting methodology as required by
the SFFAS No. 4, Managerial Cost Accounting Concepts and Standards for the Federal Government, as amended.

1. V. Tax Status

The DHP Enterprise is not subject to federal, state, or local income taxes. Accordingly, no provision for income taxes is
recorded.
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Note 2. Non-Entity Assets

Non-entity assets consisted of the following as of September 30, 2018 (dollars in thousands):

Non-Entity Assets with the Public

Accounts Receivable, Net S 3,225
Total Non-Entity Assets with the Public S 3,225
Total Entity Assets S 25,485,263
Total Assets $ 25,488,488

The non-entity accounts receivable due from the public, restricted by nature, consists of refund receivables, interest
receivables, penalties and fines, and the related allowance for loss on interest receivables. As debts are repaid, they are
deposited to Treasury.

The DHP Enterprise acknowledges various departures from U.S. GAAP as discussed in Note 1.C, Departures from U.S. GAAP.

Note 3. Fund Balance with Treasury

Fund balance with Treasury consisted of the following as of September 30, 2018 (dollars in thousands):

Status of Fund Balance with Treasury

Unobligated Balance

Available S 3,480,139
Unavailable 1,822,066
Obligated Balance not yet Disbursed 15,842,634
Total Status of Fund Balance with Treasury S 21,144,839
Non-Fund Balance with Treasury Budgetary Accounts S (611,633)
Total Fund Balance with Treasury S 20,533,206

Unobligated and obligated balances presented in this note may not equal related amounts reported on the Combined
Statement of Budgetary Resources because unobligated and obligated balances reported on the Combined Statement of
Budgetary Resources are supported by fund balance with Treasury and as other budgetary resources that do not affect
fund balance with Treasury.

Non-Fund Balance with Treasury Budgetary Accounts reduce the Status of Fund Balance with Treasury. This amount is
comprised of unfilled customer orders without advance and reimbursements and other income earned and not collected.

The DHP Enterprise acknowledges departures from U.S. GAAP related to fund balance with Treasury as discussed in Note
1.C, Departures from U.S. GAAP.
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Note 4. Accounts Receivable, Net

Accounts receivable, net consisted of the following as of September 30, 2018 (dollars in thousands):

Unaudited

Allowance For Estimated
Uncollectible

Accounts Receivable, Net

Gross Amount Due

Accounts Receivable

Intragovernmental Receivables S 463,605 N/A S 463,605
Receivables due from the Public S 844,918 S (142,985) S 701,933
Total Accounts Receivable, Net S 1,308,523 $ (142,985) S 1,165,538

Intragovernmental receivables represent amounts due from other federal agencies. As of September 30, 2018, CRM had
recorded $188,600 thousand related to the Standard Discount Program (SDP) and the Additional Discount Program (ADP).
The SDP resulted from the implementation of the Federal Ceiling Program for the TRICARE Retail Pharmacy Refunds
Program as required by the FY 2008 National Defense Authorization Act, Section 703. The ADP resulted from voluntary
agreements between TRICARE and the pharmaceutical manufacturers providing additional discounts above the SDP.

The DHP Enterprise acknowledges departures from U.S. GAAP related to accounts receivable, net as discussed in Note 1.C,
Departures from U.S. GAAP.

Note 5. Inventory and Related Property
Inventory and related property as of September 30, 2018 (dollars in thousands):

Stockpile Materials Held in Reserve for Future Use S 32,461

Inventory and Related Property

Total Inventory and Related Property S 32,461

The DHP Enterprise utilizes both the actual cost and lower of cost or market valuation methods for determining its
stockpile materials. Stockpile materials are restricted for use, to be used only in the event of a nationwide pandemic.

The DHP Enterprise acknowledges departures from U.S. GAAP related to inventory and related property as discussed in
Note 1.C, Departures from U.S. GAAP.
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Note 6. General Property, Plant, and Equipment, Net

General property, plant, and equipment, net consisted of the following as of September 30, 2018 (dollars in thousands):

Unaudited

Acquisition (Accumulated Depreciation / Net Book
Value Amortization) Value

Major Fixed Asset Classes

Buildings, Structures, and Facilities S 1,556 $ - S 1,556
Software 393,919 (315) 393,604
General Equipment 1,667,477 (1,329,544) 337,933
Construction-in-Progress (CIP) 2,986,507 N/A 2,986,507
Other 19,322 (13,181) 6,141
Total General Property, Plant, and Equipment S 5,068,781 S (1,343,040) $ 3,725,741

The majority of general property, plant, and equipment, net owned or leased by DHP Enterprise is primarily used to
provide high quality, cost effective health care services to active forces and other eligible beneficiaries. The DHP Enterprise
facilities range from sophisticated tertiary care medical centers to outpatient and dental clinics and physiological training
units. Dental, surgical, radiographic, and pathologic equipment is essential to providing high quality health care services
that meet accepted standards of practice. The required safety standards, related laws and regulatory requirements from
credentialing and health care standard setting organizations influence and affect the requirement for, cost of, and
replacement and modernization of medical equipment. The DHP Enterprise also acquires and leases capital equipment for
MTFs and participates in other selected health care activities such as acquiring equipment for the initial outfitting of a
newly constructed, expanded, or modernized health care facility; equipment for modernization and replacement of
uneconomically reparable items; equipment supporting programs such as pollution control, clinical investigation, and
occupational/environmental health; and MHS information technology (IT) requirements.

MHS GENESIS is the new electronic health record system that manages military patient health information. MHS GENESIS
integrates inpatient and outpatient solutions that will connect medical and dental information across the continuum of
care, from point of injury to the MTF. When fully deployed, MHS GENESIS will provide a single health record for service
members, veterans, and their families. The DHP Enterprise acknowledges that MHS GENESIS is not presented in the
balances above based on ongoing assessment of system for accounting and valuation purpose.

The DHP Enterprise has the use of overseas facilities that are obtained through various international treaties and
agreements negotiated by the Department of State. Generally, treaty terms allow DHP Enterprise continued use of these
properties until the treaties expire. There are no other know restrictions on general property, plant, and equipment.

Depreciation and amortization expense totaled $72,150 thousand for the year ended, September 30, 2018. Loss on
disposition of assets totaled $3,309 thousand for the year ended, September 30, 2018.

The DHP Enterprise acknowledges departures from U.S GAAP related to general property, plant, and equipment, net as
discussed in Note 1.C, Departures from U.S. GAAP.
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Note 7. Other Assets

Other assets consisted of the following as of September 30, 2018 (dollars in thousands):

Other Assets
Advances and Prepayments S 31,542
Total Other Assets S 31,542

Note 8. Liabilities

Liabilities include both covered and not covered by budgetary resources and consisted of the following as of September
30, 2018 (dollars in thousands):

Liabilities
Intragovernmental

Other S 47,132
Total Intragovernmental S 47,132

Liabilities Due to the Public

Accounts Payable S 30,895
Military Retirement and Other Federal Employment Benefits 251,338,190
Accrued Unfunded Annual Leave 335,237
Environmental and Disposal Liabilities 15,566
Total Liabilities Due to the Public S 251,719,888
Total Liabilities Not Covered by Budgetary Resources S 251,767,020
Total Liabilities Covered by Budgetary Resources S 1,271,813
Total Liabilities S 253,038,833

The DHP Enterprise acknowledges departures from U.S. GAAP related to various liabilities as discussed in Note 1.C,
Departures from U.S. GAAP.
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Note 9. Accounts Payable
Accounts payable consisted of the following as of September 30, 2018 (dollars in thousands):

Unaudited

Interest, Penalties, and
Accounts Payable Administrative Fees

Accounts Payable

Intragovernmental Payables S 324,986 S - S 324,986
Payables due to the Public S 676,184 S 17 S 676,201
Total Accounts Payable S 1,001,170 S 17 S 1,001,187

Accounts payable include amounts owed to federal and public entities for goods and services received.

The DHP Enterprise acknowledges departures from U.S. GAAP related to accounts payable as discussed in Note 1.C,
Departures from U.S. GAAP.

Note 10. Other Liabilities

Other liabilities consisted of the following as of September 30, 2018 (dollars in thousands):

Unaudited

Current Liability Noncurrent Liability

Other Liabilities

Intragovernmental Other Liabilities

Advances from Others S 13,967 S - S 13,967

FECA Reimbursements due to DOL 19,761 26,250 46,011

Employer Contributions and Payroll Taxes 34,345 i 34,345

Payable

Other Liabilities 4,514 96 4,610
Total Intragovernmental Other Liabilities S 72,587 S 26,346 S 98,933
Due to the Public Other Liabilities

Advances from Others S 3,663 S 3,434 S 7,097

Employer Contributions and Payroll Taxes 20,274 i 20,274

Payable

Other Liabilities 6,747 0 6,747
Total Due to the Public Other Liabilities S 30,684 S 3,434 S 34,118
Total Other Liabilities S 103,271 S 29,780 S 133,051

Advances from Others represent liabilities for collections received to cover future expenses or acquisition of assets.

FECA Reimbursements due to DOL provides benefit coverage for death, disability, medical, and miscellaneous costs for
approved cases of on the job incidents. FECA claims are submitted to and approved by the DOL.
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Employer Contributions and Payroll Taxes Payable represents the employer portion of payroll taxes and benefit

contributions for health benefits, retirement, life insurance and voluntary separation incentive payments.

The DHP Enterprise acknowledges departures from U.S. GAAP related to various liabilities as discussed in Note 1.C,

Departures from U.S. GAAP.

Note 11. Military Retirement and Other Federal Employment Benefits

Military retirement and other federal employment benefits consisted of the following as of September 30, 2018 (dollars

in thousands):

Military Retirement and Other Federal Employment Benefits
Pension and Health Benefits
Military Pre Medicare-Eligible Retiree Health Benefits
Total Pension and Health Benefits
Other Benefits
FECA
Other
Total Other Benefits

Total Military Retirement and Other Federal Employment Benefits

The actuarial liability consists of the following as of September 30, 2018 (dollars in
thousands):

Actuarial Liability
Beginning Actuarial Liability

Expenses
Normal Cost
Interest Cost
Plan Amendments
Actuarial Experiences Gains
Other factors

Total Expenses before Gains from Actuarial Assumption Changes

Actuarial Assumption Changes
Changes in trend assumptions
Changes in assumptions other than trend

Total (Gains) from Actuarial Assumption Changes
Total Expenses

Less: Benefit Outlays
Total Changes in Actuarial Liability

Ending Actuarial Liability (Total Pension and Health Benefits)

Unaudited
Unfunded Liabilities

$ 249,693,998
249,693,998

$ 213,964
1,430,228

$ 1,644,192
251,338,190

Unaudited

Military Pre Medicare-Eligible
Retiree Health Benefits

S 252,512,861
S 10,135,672
9,772,839

(2,678,284)

(8,729,912)

(1)

S 8,500,314
S (3,804,999)
3,525,886

(279,113)

S 8,221,201
11,040,064

S (2,818,863)
S 249,693,998
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Military Retirement and Other Federal Employment Benefits provide income and medical benefits to covered military
personnel and Federal civilian employees. These actuarial liabilities are not covered by budgetary resources because
funding has not yet been made available. The DoD Office of the Actuary (DoD OACT) calculates this actuarial liability at the
end of each fiscal year using the current active and retired population plus assumptions about future demographic and
economic conditions.

The DHP Enterprise implemented requirements of SFFAS No. 33, Pensions, Other Retirement Benefits, and Other
Postemployment Benefits: Reporting the Gains and Losses from Changes in Assumptions and Selecting Discount Rates and
Valuation Dates, which directs that the discount rate, underlying inflation rate, and other economic assumptions be
consistent with one another. A change in the discount rate may cause other assumptions to change as well. For the
September 30, 2018, financial statement valuation, the application of SFFAS No. 33 required DoD OACT to set the long-
term inflation, the Consumer Price Index (CPI), the DHP actuarial liability is adjusted at the end of each fiscal year. The 4th
Quarter, FY 2018 balance represents the September 30, 2018 amount that will be effective through 3rd quarter of FY 2019.

Actuarial Cost Method: As prescribed by SFFAS No. 5, the valuation of the Military Retirement Health Benefits is
performed using the Aggregate Entry Age Normal (AEAN) cost method. AEAN is a method whereby projected retiree
medical plan costs are spread over the projected service of a new entrant cohort.

Assumptions: For the FY 2018 financial-statement valuation, the long-term assumptions include a 3.6% discount rate and
medical trend rates that were developed using a 1.5% inflation assumption. Note that the term 'discount rate’ refers to the
interest rate used to discount cash flows. The terms ‘interest rate’ and ‘discount rate’ are often used interchangeably in
this context.

The change in the long-term assumptions is due to the application of SFFAS No. 33. This applicable financial statement
standard is discussed further below. The standard is discussed further below. Other assumptions used to calculate the
actuarial liabilities, such as mortality and retirement rates, were based on a blend of actual experience and future
expectations. Because of reporting deadlines and as permitted by SFFAS No. 33, the current year actuarial liability is rolled
forward from the prior year valuation results using accepted actuarial methods. This roll-forward process is applied
annually. In calculating the FY 2018 “rolled-forward” actuarial liability, the following assumptions were used:

Dmeownthate o

e v S

Direct Care Inpatient 4.45% 4.00%
Direct Care Outpatient 6.00% 4.00%
Direct Care Prescription Drugs 6.00% 4.00%
Purchased Care Inpatient 1.95% 4.00%
Purchased Care Outpatient 3.30% 4.00%
Purchased Care Prescription Drugs 3.28% 4.00%
Purchased Care USFHP 3.95% 4.00%

After a 25 year select period, an ultimate trend rate is assumed for all future projection years.
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The DHP Enterprise’s actuarial liability decreased $2.8 billion (1.1%). This resulted from the net effect of: an increase of
$8.9 billion due to expected increases (interest cost plus normal cost less benefit outlays), a decrease of $0.3 billion due to
changes in key assumptions; a decrease of $2.7 billion due to plan changes; and a decrease of $8.7 billion due to actual
experience being different from what was assumed (demographic and claims data).

DoD complies with SFFAS No. 33. The standard requires the separate presentation of gains and losses from changes in
long-term assumptions used to estimate liabilities associated with pensions, other retirement and other postemployment
benefits. SFFAS No. 33 also provides a standard for selecting the discount rate and valuation date used in estimating these
liabilities. SFFAS No. 33, as published on October 14, 2008, by the FASAB requires the use of a yield curve based on
marketable U.S. Treasury Securities to determine the discount rates used to calculate actuarial liabilities for federal
financial statements. Historical experience is the basis for expectations about future trends in marketable Treasury
securities.

The statement is effective for periods beginning after September 30, 2009, and applies to information provided in general
purpose federal financial statements. It does not affect statutory or other special-purpose reports, such as Pension or
Other Retirement Benefit reports. SFFAS No. 33 requires a minimum of five periodic rates for the yield curve input and
consistency in the number of historical rates used from period to period. It permits the use of a single average discount
rate if the resulting present value is not materially different from what would be obtained using the yield curve.

For the September 30, 2018 financial-statement valuation, DoD OACT determined a single equivalent discount rate of 3.6%
by using a 10-year average of quarterly zero coupon Treasury spot rates. These spot rates are based on the U.S.
Department of the Treasury — Office of Economic Policy’s 10-year Average Yield Curve for Treasury Nominal Coupon Issues
(TNC yield curve), which represents average rates from April 1, 2008 through March 31, 2018.

Other Benefits This amount is calculated by the DoD OACT and provided to the DHP Enterprise for inclusion. The amounts
captured are primarily for Incurred but not Reported (IBNR) Claim Estimates of ($1,406,221) thousand plus administrative
expenses of ($4,532) thousand plus adverse experience margins ($19,203) thousand, and Life Insurance Reserve amount of
($242) thousand.

The DHP Enterprise acknowledges departures from U.S. GAAP related to FECA liabilities as discussed in Note 1.C,
Departures from U.S. GAAP.
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Note 12. Environmental and Disposal Liabilities

Environmental and disposal liabilities consisted of the following as of September 30, 2018 (dollars in thousands):

Environmental and Disposal Liabilities due to the Public

Environmental Disposal for Military Equipment / Weapons Programs

Nuclear Powered Military Equipment / Spent Nuclear Fuel S 15,497
Other Accrued Environmental Liabilities - Non-BRAC 69
Total Environmental and Disposal Liabilities due to the Public S 15,566

Applicable laws and regulations for cleanup requirements:

(a) Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA)
(b) Superfund Amendments and Reauthorization Act (SARA)
(c) Clean Water Act

(d) Safe Drinking Water Act

(e) Clean Air Act

(f) Resource Conversation and Recovery Act (RCRA)
(g) Toxic Substances Control Act (TSCA)

(h) Medical Waste Tracking Act

(i) Atomic Energy Act
() Nuclear Waste Policy Act
(k) Low Level Radioactive Waste Policy Amendments Act

The DHP Enterprise is required to clean up contamination from past waste disposal practices, leaks, spills, and other
activity resulting in public health or environmental risk. The DHP Enterprise accomplishes this effort in coordination with
regulatory agencies and, if applicable, other responsible parties and current property owners. The DHP Enterprise is also
required to recognize closure and post-closure costs for its general property, plant, and equipment, and environmental
corrective action costs for current operations. Each of DHP Enterprise’s major reporting entities is responsible for tracking
and reporting all required environmental information related to environmental restoration costs, other accrued
environmental costs, disposal costs of weapon systems, and environmental costs related to BRAC actions.

The DHP Enterprise follows the Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA, Public
Law 96-510), Superfund Amendments and Reauthorization Act of 1986 (SARA, Public Law 99-499), Resource Conservation
and Recovery Act (RCRA, Public Law 94-580) or other applicable federal or state laws to clean up contamination. The
CERCLA and RCRA require DHP Enterprise to clean up contamination in coordination with regulatory agencies, current
owners of property damaged by DHP Enterprise and third parties with partial responsibility for environmental restoration.
Failure to comply with agreements and legal mandates puts DHP Enterprise at risk of incurring fines and penalties.

The Nuclear Waste Policy Act of 1982 (Public Law 97-425) requires owners and generators of high-level nuclear waste and
spent nuclear fuel to pay their share of the cost of the program. The Low-Level Radioactive Waste Policy Amendments Act
of 1985 (Public Law 99-240) provides for the safe and efficient management of low-level radioactive waste.

For DHP Enterprise the types of environmental liabilities and disposal liabilities identified as nuclear or non-nuclear.
Nuclear liabilities arise from a research reactor and irradiators. Non-nuclear liability arises from medical and chemical
cleanup.
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The DHP Enterprise is not aware of any pending changes but the liability can change in the future due to changes in laws
and regulations, changes in agreements with regulatory agencies, and advances in technology.

Accounting estimates for environmental liabilities use reasonable judgments and assumptions based on available
information. Actual results may materially vary if agreements with regulatory agencies require remediation to a different
degree than anticipated when calculating the estimates. Liabilities can be further affected if investigation of the
environmental sites reveals contamination levels differing from estimate parameters. The DHP Enterprise tangible
property, plant, and equipment contains nonfriable asbestos. At this time, the DHP Enterprise is unable to reasonably

estimate the clean-up costs.

The DHP Enterprise acknowledges departures from U.S GAAP related to environmental and disposal liabilities as discussed
in Note 1.C, Departures from U.S. GAAP.

Note 13. Operating Leases

Future payments due under operating leases consisted of the following as of September 30, 2018 (dollars in thousands):

Unaudited

Asset Category
ENTITY AS LESSEE-Operating Leases Facilities

Fiscal Year Total Future Leases Payments

2019 S 20,829
2020 21,662
2021 22,529
2022 23,430
2023 24,367
After 5 Years 25,341
Total Future Lease Payments Due S 138,158

Future minimum rental payments presented above reflect lease arrangements that have been identified in fiscal year 2019
related to the Community-Based Homes Effort. As of September 30, DHP Enterprise was committed to non-cancellable
operating leases covering the Community-Based Homes Effort, an initiative under the control of U.S. Army MEDCOM to
allow soldiers to remain on active duty while undergoing medical treatment, and to live and perform those duties close to
their homes.

The DHP Enterprise acknowledges departures from U.S. GAAP related to leases as discussed in Note 1.C., Departures from
U.S. GAAP.
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Note 14. Commitments and Contingencies

The DHP Enterprise is a party to various administrative proceedings and legal actions related to healthcare claims
payments, accidents, environmental damage, equal opportunity matters, and contractual bid protests which may
ultimately result in settlements or decisions adverse to the federal government. These proceedings and actions arise in the
normal course of operations and their ultimate disposition is unknown.

MEDCOM is a named party to Fair Labor and Standards Act (FLSA) claims against multiple Army MTFs. These cases are
generally class actions brought by law firms on behalf of MTF employees. The potential liability stems from alleged
misclassification of position descriptions which allegedly led to the underpayment of certain graded employees and, suffer
and permit violations which allegedly involves employees working longer than their scheduled hours. Cases are pending at
Fort Campbell, Fort Sill, White Sands, Fort Jackson, Fort Stewart, Fort Detrick, Fort Bragg, and Fort Irwin. The cases filed in
the locations listed are either in preliminary or active arbitration. FLSA arbitration cases can take anywhere from 10-12
years from the date of the grievance to a decision. The Army has consolidated the defense of these cases at the Army level
and major commands, along with installation legal offices, are actively participating in the defense of these cases. While
some degree of this liability has been deemed reasonably possible by counsel at MEDCOM, the extent of the liability is
difficult to define because in some cases lawsuits are against an entire installation rather than a single MTF and the entire
settlement would not require DHP Enterprise funds. The estimated range of potential loss is estimated at $80 million,
however the defensive posture established by consolidation of these cases at the Army level is expected to reduce this
exposure significantly.

Additionally, the DHP Enterprise is advised that there are situations where counsel was not able to express an opinion
concerning the likely outcome of a case. As such, the DHP Enterprise did not make an estimate of any probable or
reasonably possible loss contingencies through its respective legal counsel.

Furthermore, medical malpractice claims and settlements arising from the activities of the Navy Bureau of Medicine, Air
Force Medical Service, and Army Medical Command are paid either by funds appropriated directly to the military service
lines and/or the Department of Treasury’s Judgement Fund.

The DHP Enterprise cannot estimate the amount of undelivered orders for open contracts citing cancelled appropriations.

The DHP Enterprise acknowledges departures from U.S GAAP related to the commitment and contingencies as discussed in
Note 1.C, Departures from U.S. GAAP.
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Note 15. Disclosures Related to the Combined Statement of Budgetary Resources

Disclosures related to the Statement of Budgetary Resources consisted of the following for the year ended, September 30,
2018:

Apportionment Categories of New Obligations and Upward Adjustments: Direct
and Reimbursable Obligations

Apportionment categories of new obligations and upward adjustments consists of direct and reimbursable obligations.
These obligations incurred against amounts apportioned under Category A, Category B, and Exempt from Apportionment.
Category A apportionments distribute budgetary resources by fiscal quarters, whereas Category B apportionments typically
distribute budgetary resources by activities, projects, objects, or a combination of these categories. The DHP Enterprise
does not have any exempt apportionments. The amounts of direct obligations (derived from appropriations) and
reimbursable obligations (derived from spending authority from offsetting collections) and upward adjustments by
apportionment category for the year ended, September 30, 2018, consisted of (dollars in thousands):

Direct and Reimbursable Obligations
Direct Obligations

Category A S 33,447,530
Category B 3,336,172
Total Direct Obligations S 36,783,702

Reimbursable Obligations

Category A S 1,900,216
Category B 115,852
Total Reimbursable Obligations S 2,016,068
Total Obligations S 38,799,770

Undelivered Orders at End of the Year

Undelivered orders (UDOs) consist of goods and services obligated that have been ordered but not received. Unpaid UDOs
represent obligations for goods and services that have not been received or paid. Whereas, paid UDOs represent
obligations for goods and services that have been paid for in advance of receipt. The budgetary resources obligated for

UDOs for the year ended, September 30, 2018, consisted of (dollars in thousands):

Undelivered Orders

Intragovernmental

Undelivered orders — unpaid S 4,815,357
Total Intragovernmental Undelivered Orders S 4,815,357
With the Public

Undelivered orders — unpaid S 9,776,635

Undelivered orders — paid 29,304
Total Undelivered Orders with the Public S 9,805,939
Total Undelivered Orders S 14,621,296
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Legal Arrangements Affecting the Use of Unobligated Balances

Information about legal limitations and restrictions affecting the use of the unobligated balance of budget authority is
specifically stated by program and fiscal year in the applicable appropriation language or in the alternative provisions
section at the end of the appropriations act.

Explanation of Differences between the Consolidated Statement of Budgetary
Resources and the Budget of the U.S. Government

The reconciliation between the Combined Statement of Budgetary Resources and the Budget of the U.S. Government
(Budget) is presented below. This reconciliation is as of September 30, 2017, because submission of the budget for FY
2019, which presents the execution of the FY 2017 budget, occurs after publication of these financial statements. The DHP
Enterprise budget appendix can be found on the OMB website (http://www.whitehouse.gov/omb/budget) and will be
available in early February 2019.

The amounts in the line ‘Other Differences’ in the table below cannot be further defined because appropriation-level detail
is not provided in the Budget of the U.S. Government.

Budget of the U.S. Government (dollars in millions)

Distributed

Unaudited Budgetary Obligations Offsetting

FY 2017 Resources Incurred Receipts Net Outlays
Combined Statement of Budgetary Resources S 43,221 S 37,869 S (0) $ 32,466
Differences (3,972) (514) (1,547) (654)

Budget of the U.S. Government S 39,249 S 37,355 S (1,547) S 31,812

Explanation of Differences between the Consolidated Statement of Changes in
Net Position and the Combined Statement of Budgetary Resources

The ‘Appropriations’ line on the Combined Statement of Budgetary Resources does not agree with the ‘Appropriations
received’ line on the Consolidated Statement of Changes in Net Position due to: 1) differences between proprietary and
budgetary accounting concepts and reporting requirements; and 2) presentation of the Consolidated Statement of Changes
in Net Position on a consolidated basis versus presentation of Combined Statement of Budgetary Resources on a combined
basis.
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Note 16. Reconciliation of Net Cost of Operations to Budget

The reconciliation of net cost of operations to budget for the period ended September 30, 2018, is as follows (dollars in

thousands):

Resources Used to Finance Activities

Budgetary Resources Obligated

Obligations incurred S 38,799,770
Less: Spending authority from offsetting collections and recoveries (5,505,904)
Obligations net of offsetting collections and recoveries S 33,293,866
Less: Offsetting receipts (7,811)
Net obligations S 33,286,055
Other Resources:
Transfers out without reimbursement (572,060)
Imputed financing from costs absorbed by others 311,523
Other (18,856)
Net other resources used to finance activities S (279,393)
Total Resources Used to Finance Activities S 33,006,662

Resources Used to Finance Items not Part of the Net Cost of Operations:

Change in budgetary resources obligated for goods, services and benefits ordered but not yet provided:

Undelivered Orders S (167,242)
Unfilled Customer Orders (26,802)
Resources that fund expenses recognized in prior periods (7,389,447)
Budgetary offsetting collections and receipts that do not affect Net Cost of Operations 7,811
Resources that finance the acquisition of assets (162,974)
Other 590,917
Total Resources Used to Finance Items not Part of the Net Cost of Operations S (7,147,737)
Total Resources Used to Finance the Net Cost of Operations S 25,858,925

Components of the Net Cost of Operations that will Not Require or Generate Resources in the current period:

Components Requiring or Generating Resources in Future Period:

Increase in annual leave liability S 2,273
Increase in exchange revenue receivable from the public (4,081)
Other 4,534,829
Total Components of Net Cost of Operations that will Require or Generate Resources in future periods $ 4,533,021

Components Not Requiring or Generating Resources:

Depreciation and amortization S 72,150
Revaluation of assets or liabilities (6,543)
Other (1,214,844)
Total Components of Net Cost of Operations that will Not Require or Generate Resources $ (1,149,237)
Total Components of Net Cost of Operations that will Not Require or Generate Resources in the current period. $ 3,383,784
Net Cost of Operations S 29,242,709
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The Reconciliation of Net Cost of Operations to Budget explains how budgetary resources obligated during the period
relate to the net cost of operations for DHP Enterprise.

Due to DHP Enterprise’s financial system limitations, budgetary resources obligated during the period could not be
reconciled to DHP Net Cost of Operations. This difference was a previously identified deficiency requiring adjustments for
the schedule to reconcile.

Other Resources or Adjustments to Net Obligated Resources that Do Not Affect Net Cost of Operations, Other primarily
consists of non-exchange gains and losses to revalue assets, as well as reconcile the proprietary and budgetary amounts.
The absolute value of the adjustment that reconciles the balance with the Consolidated Statement of Net Cost for the
period ended September 30, 2018, is $29,242,709 thousands.

Components Requiring or Generating Resources in Future Period, Other consist primarily of future funded expenses.

Components Not Requiring or Generating Resources, Other primarily consist of cost capitalization offsets, applied
overhead, and other expenses not requiring budgetary resources.

Recognition of liabilities not covered by budgetary resources on the Consolidated Balance Sheet were recognized as
components of net cost that require or generate resources in future periods.

The following Reconciliation of Net Cost of Operations to Budget lines are presented as combined instead of consolidated,
as intra-entity budgetary transactions are not eliminated:

Obligations Incurred

Less: Spending Authority from Offsetting Collections and Recoveries
Obligations Net of Offsetting Collections and Recoveries

Less: Offsetting Receipts

Net Obligations

Undelivered Orders

Unfilled Customer Orders
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Required Supplementary Stewardship Information

Non-Federal Physical Property

The DHP Enterprise operates MTFs overseas which require the use of land, buildings, and other overseas facilities. These
items are obtained through various international treaties and agreements negotiated by the Department of State. In order
to keep these facilities mission ready, DHP Enterprise also purchases capital assets with appropriated funds. When these
treaties expire, ownership of these purchased assets and any related improvements to these MTFs revert to the host
country. DHP Enterprise acknowledges that by definition this meets the definition of nonfederal physical property but does
not currently track or have a process in place to report the required information. As such, DHP Enterprise acknowledges a
departure from SFFAS 8, Supplementary Stewardship Reporting.

Research and Development

Military combat is a joint service activity, and ensuring the best quality medical care of the warfighter must also be a cross-
component effort. The medical mission of DoD is to enhance the DoD and our Nation’s security by providing health support
for the full range of military operations and sustaining the health of all those entrusted to our care. In order to be
responsive to current needs and ready for the next fight, DoD invests significant resources into research and development
of medical materiel products (e.g., equipment, tools, and devices) and knowledge products (e.g., clinical practice guidelines
and protocols) for the warfighter.

The DHP Enterprise leads the MHS integrated system of readiness and health to deliver the Quadruple Aim (increased
readiness, better health, better care, and lower cost). Within DHP Enterprise, the Research and Development Directorate
(J-9) leads the discovery, development, and delivery of enhanced pathways to military health and readiness. The DHP
Enterprise J-9 research and development activities are presented in the following three major categories:

e Basic research: systematic study to gain knowledge of the fundamental aspects of phenomena and of observable facts
without specific applications toward processes or products in mind;

e Applied research: systematic study to gain knowledge necessary for determining the means by which a recognized and
specific need may be met;

e Development: systematic use of the knowledge gained from research for the production of useful materials, devices,
systems, or methods, including the design and development of prototypes and processes.

The following are highlights of some of the research and development programs/projects and their accomplishments:
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Basic Research

In-House Laboratory Independent Research (ILIR) Program

The ILIR Program at USUHS is designed to answer fundamental questions of importance to the military medical mission of
DoD in areas such as military operational medicine and combat casualty care. The studies within the USUHS ILIR program
support the essential military mission by enhancing and protecting the health, performance and fitness of service members
throughout the deployment cycle. Their discoveries should lead to better strategies for enhancing and preserving memory
and reasoning capabilities under battle conditions, help understand and ultimately prevent and treat neuropsychiatric
illnesses such as depression and post-traumatic stress disorder (PTSD), and assist deployed troops and their families better
prepare for and contend with common, significant stressors related to the deployment cycle.

What this program will accomplish:
Military Operational Medicine

e Refinement of a PTSD screening tool for use in the DoD Primary Care system

e Identification of the unique proteomic signature for the diagnosis and assessment of the neuro-immune response to
traumatic brain injury (TBI)

e Identification of novel neural stem/progenitor cell pathways for therapeutic targeting in the development of neuro-
regenerative therapies to treat brain injuries

Combat Casualty Care

e Bridging tissue gaps in the periphery following injury or surgery

e Guiding the regeneration of axons to neural-prosthetic interfaces following amputation and inhibiting axon extension
following excision of neuromas

e Investigation of drug-induced arrhythmias to improve the safety profile of drugs used to treat pathological conditions
such as cardiac hypertrophy or hypercholesterolemia

Basic Operational Medical Research Sciences Program

The Basic Operational Medical Research Sciences Program provides support for basic medical research directed toward
greater knowledge and understanding of the fundamental principles of science and medicine that are relevant to the
improvement of force health protection. Research in this program is designed to address areas of interest to the Secretary
of Defense regarding wounded warriors, capabilities identified through the Joint Capabilities Integration and Development
System, and sustainment of DoD and multi-agency priority investments in science, technology, research, and development.

What this program will accomplish:
Military Operational Medicine

e Identification and characterization of the biomechanical responses of brain tissue in animal models due to the indirect
mechanism of blast waves, i.e., through the vasculature, that will guide the development of interventions for
mitigating blast-induced brain injuries

e Identification of candidate targets and neurological systems for treatment and diagnostic indicators of PTSD

e Identification of physical, physiological and psychosocial factors that may differentially impact the performance of
female versus male service members and gender-based susceptibility to musculoskeletal injury

Combat Casualty Care

e Understanding of associated pathophysiologic mechanisms using advanced hemostatic and resuscitation approaches in
prolonged field care scenarios

e Identification of molecular and cellular mechanisms involved in abnormal bleeding due to coagulopathy of trauma that
occurs following severe trauma
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Applied Research

Applied Biomedical Technology Program

The Applied Biomedical Technology Program provides applied research funding to refine concepts and ideas into potential
solutions for military health and performance problems, with a view toward evaluating technical feasibility. Research in the
Applied Biomedical Technology Program aims to develop medical countermeasures against operational stressors, prevent
musculoskeletal, neurosensory, and psychological injuries during training and operations, and to maximize health,
performance and fitness of service members. Additionally, the research is focused on optimizing survival and recovery
from point of injury through en route and facility care including efforts to reconstruct, rehabilitate, and provide care for
injured service members.

What this program will accomplish:
Military Operational Medicine

e Collection and analysis of experimental data to validate computational models of the direct and indirect mechanism of
blast-induced brain injury and inner ear injury

e Delivery of an evidence-based approach to reduce stigma and a training program to increase provider skill in assessing
and treating suicidality

e Identification and development of candidate biomarker panels indicative of treatment-related improvement, and
animal/human PTSD disease model development

Combat Casualty Care

e Investigation of new diagnostic tools and the development of treatments for severe hemorrhage following injury
including novel oxygen carriers for use in severe casualties where blood transfusions are not available

e Advancement of treatments for extremity trauma for wound stabilization in prolonged field care scenarios

e Evaluation of the effectiveness of acute lifesaving interventions and how to improve survival for those in critical care
on the battlefield, in acute stages of injury, and for those in prolonged field care scenarios

Clinical and Rehabilitative Medicine

e Selection of products to transition to technology development in the areas of neuro-musculoskeletal injury, pain
management, and regenerative medicine

e Identification of targets for therapies to alleviate acute, chronic, and battlefield pain and identification of strategies for
addressing psychosocial aspects of pain management and pain-related substance abuse

e Development of candidate reconstructive and regenerative technologies and methodologies for replacement or
regeneration of human cells, tissues, or organs for restoration or establishment of normal tissue form and function of
bone, skin, muscle, nerve, vasculature and connective tissue

Medical Technology Development Program

The Medical Technology Development Program provides funding for promising candidate solutions that are selected for
initial safety and effectiveness testing in animal studies and/or small scale human clinical trials regulated by the US Food
and Drug Administration prior to licensing for human use. Key focus areas of the research in the Medical Technology
Development Program include care on the battlefield and in field hospitals prior to transporting patients out of theater to
CONUS, and studies trauma resuscitation, hemorrhage control, and other life-saving interventions to keep critically
wounded patients alive in the golden hour and to the next level of care. Additional goals of this research are to identify
cutting edge techniques and technologies that can be employed by Air Force medics during contingency operations and
develop medical technology solutions and components of early prototype systems for test and evaluation.
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What this program will accomplish:
Expeditionary Medicine Research & Development

e Research and development of therapeutic interventions to sustain life through transfer to definitive care including
blood sparing drugs for hemorrhagic shock resuscitation and treatment for neuroprotection, cryopreserved blood
products, rhabdomyolysis and ischemia-reperfusion injury

e Evaluation of novel hemorrhage control products that utilize alternative technologies to active hemostatic coatings to
provide a lower-cost, safer and more versatile solution to various hemorrhage control pathologies across the
continuum of care

Military Operational Medicine

e Refinement and improvement of predictive auditory injury models in order to update acoustic injury standards for
health hazard assessment
e Production of individualized treatment guidelines for PTSD as well as PTSD-related sleep disturbances

Combat Casualty Care

e Development of novel technologies to better assess, monitor and maintain the stability of more severely injured TBI
casualties closer to point of injury and during prolonged field care

e Demonstration of photochemical cross-linking to strengthen veins for grafting to arteries in wounded warrior surgery
and post-surgical benefits of photochemical bonding in reducing scarring and adhesions

Development Research

Medical Products Support and Advanced Concept Development Program

The Medical Products Support and Advanced Concept Development Program provides funding to support advanced
concept development of medical products, clinical and field validation studies supporting the transition of products and
medical practice guidelines to the military operational user, prototyping, risk reduction and product transition efforts for
medical IT applications, and medical simulation and training system technologies. Research in the Medical Products
Support and Advanced Concept Development Program supports clinical assessments related to interventions for PTSD and
real-time physiological status monitoring. Additionally, the research supports clinical trials such as those assessing
biomarkers for TBI, pain management, regenerative medicine and advanced product development related to hemorrhage,
extremity trauma, pre-hospital combat casualty care, and en-route care.

What this program will accomplish:

Military Operational Medicine

e Advanced development on a real-time physiological status monitor system

e Development of monitors detecting oxygen toxicity in combat and training environments

e Advance technologies supporting the integrated Soldier Sensor System to include sensor(s) quantifying the impact of
energy expenditure and physical load, improved metabolic monitoring in training environments, and the assessment of
cognitive status in operational settings

Combat Casualty Care

e  Clinical studies on the Wound Stasis System, a product to control non-compressible hemorrhage within a body cavity

e Develop devices to enable first responders to more precisely triage, measure and monitor physiological parameters
relevant to the progression of moderate and severe TBI in the battlefield

e Advanced development of technology that electronically captures, records, and transmits combat casualty clinical data
during evacuation to higher echelons of care
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Clinical and Rehabilitative Medicine

e Validation of regenerative medicine strategies to modulate the immune system in order to reduce the need for lifelong
immunosuppression following transplantation

e Advanced clinical trials for oral trans-mucosal Ketamine, a fast acting, easily dispensed oral battlefield pain
management product to assess its effectiveness in managing pain after surgery

Medical Products and Support Systems Development Program

The Medical Products and Support Systems Development Program provides funding for system development and
demonstration of medical commodities that are directed at meeting validated requirements prior to full-rate initial
production and fielding. Development and demonstration activities will be focused in areas such as medical modeling and
simulation systems for training/education/treatment, rapid screening for fresh whole blood, spray-dried plasma, and TBI
biomarker point of care devices.

What this program will accomplish:
Military Operational Medicine

e Validation, through end-user field testing, of a system-on-a-chip ultra-low power physiologic status monitoring system
e Real-time physiological status monitoring system that integrates algorithms and sensors into actionable real-time
physiological status, health, and readiness information

Combat Casualty Care

e Clinical trials to confirm safety and effectiveness of the spray-dried plasma product in diverse populations

e Clinical studies to confirm safety and effectiveness of valproic acid, a drug to prolong survival following severe
hemorrhage

e Validation of down-selected point of care device to assess and monitor TBI casualties in the far forward field
environment.

Research and Development Program Outlays and Expenses

Program: DHP RDT&E Program
Program Expenses

(dollars in thousands)

Basic Research S 658 S 9,706 S 25,621 S 43,752 § 118,051 S 197,788
Applied Research S 10,274 S 75,195 S 1,424,441 S 1,336,362 S 1,047,900 S 3,894,172
Development S 15,829 §$ 154,860 $ 464,761 S 720,753 S 1,027,383 S 2,383,586
Total S 26,761 S 239,761 $ 1,914,823 $ 2,100,867 $ 2,193,334 $ 6,475,546

*Note: Expenses derived from expenditures reported on the 1002 report.

Research and Development Program Outcomes and Outputs

Program: DHP RDT&E Program Outcomes and Outputs

Programs Transitioned to Advanced Development* 7 4 7 8 0 26
Patents/Patent Applications 179 186 226 144 48 783
Publications 2,874 2,183 1,726 1,178 630 8,591

*Material Development Decision, or beyond, has signed Technology Transition Agreement with developer, or delivered to a
Program Manager.
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Required Supplementary Information

Deferred Maintenance and Repairs

Although DHP Enterprise receives the economic benefit and is responsible for the sustainment of various general property,
plant and equipment, the DHP Enterprise did not disclose deferred maintenance for FY 2018 in accordance with U.S. GAAP
per SFFAS 42, Deferred Maintenance and Repairs: Amending Statements of Federal Financial Accounting Standards 6, 14,

29, and 32.
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Combining Statement of Budgetary Resources for the year ended Operations, Research, Family Housing and
Total Budgetary

Accounts

September 30, 2018 Readiness and Procurement Development, Test Military
(dollars in thousands) Support and Evaluation Construction

Unobligated balance from prior year budget authority, net S 3,161,945 S 365,031 S 1,319,109 S 906,525 S 5,752,610
Appropriations (discretionary and mandatory) 31,803,899 498,350 1,871,866 645,295 34,819,410
Spending Authority from offsetting collections
(discretionary and mandatory) 3,210,602 ©) 19,353 ’ 3,329,955
TOTAL BUGETARY RESOURCES S 38,476,446 S 863,381 S 3,210,328 S 1,551,820 S 44,101,975
Total New obligations and upward adjustments S 35,821,242 §$ 572,738 S 1,757,424 S 648,366 S 38,799,770
Unobligated balance, end of year:
Apportioned, unexpired accounts 885,408 242,386 1,389,117 840,419 3,357,330
Exempt from apportionment, unexpired accounts 122,809 - - - 122,809
Unapportioned, unexpired accounts 4,799 - - - 4,799
Unexpired unobligated balance S 1,013,016 § 242,386 § 1,389,117 S 840,419 S 3,484,938
Expired unobligated balance 1,642,188 48,257 63,787 63,035 1,817,267
Total Unobligated balance, end of year S 2,655,204 S 290,643 S 1,452,904 S 903,454 S 5,302,205
TOTAL STATUS OF BUDGETARY RESOURCES S 38,476,446 S 863,381 S 3,210,328 S 1,551,820 S 44,101,975
Outlays, Net (discretionary and mandatory) S 30,553,433 S 427,596 S 1,335,746 S 612,326 S 32,929,101
Distributed offsetting receipts - - (7,811) - (7,811)
AGENCY OUTLAYS, NET $ 30553433 $ 427,596 $ 1,327,935 $ 612,326 $ 32,921,290
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Summary of Financial Statement Audit and
Management Assurances

Table 1 below provides a summary of Financial Statement Audit.

Table 1: Summary of Financial Statement Audit*?

Summary of Financial Statement Audit

Audit Opinion

Restatement

Disclaimer

No

Beginning Ending
Material Weaknesses Balance Resolved | Consolidated | Reassessed Balance

Governance Structure and Entity-Level
Controls

Financial Reporting

Universe of Transaction
Reconciliations

Internal Controls over Defense
Departmental Reporting system
Journal Vouchers

Fund Balance with Treasury

Medical Revenue and Associated
Receivables

General Equipment Existence and
Completeness

Valuation of Property, Plant, and
Equipment

Real Property

Internal Use Software and IUS In-
Development

Operating Materials and Supplies and
Stockpile Material

Liabilities
Information Systems

Total material weaknesses

13

12 The Summary of Financial Statement Audit of material weaknesses are from the Independent Auditor’s DHP Report on Internal Controls over

Financial Reporting.
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Table 2 below provides a summary of management assurances

Table 2: Summary of Management Assurances?®?

Effectiveness of Internal Control over Financial Reporting (FMFIA § 2)

Statement of Assurance Reasonable Assurance

Beginning
Material Weaknesses Balance Resolved Consolidated Reassessed Ending Balance
3 3

Accounts receivable

Acquire to retire 1 1
Budget to report 12 2 10
Civilian pay 1 1
Consumables 1 1
Contract/vendor pay 1 1
Financial management systems 1 1
Financial reporting 3 3
Fund balance with Treasury 1 1
General equipment 1 1
Health care liabilities 1 1
Internal use software 2 2
Operating materials and supplies 1 1
Order to cash 4 q
Plan to stock 1 1
Real property assets 1 1

Total material weaknesses 35 - 2 - - 33

13 The total number of material weaknesses and non-Compliances for ICOFR, ICO and internal controls over federal financial management
system requirements include both material weaknesses and significant deficiencies.
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Effectiveness of Internal Control over Operations (FMFIA § 2)

Statement of Assurance Reasonable Assurance
Compliance 1 - 1
Financial management systems 1 1
Fund balance with Treasury 1 1
Health care liabilities 9 9
Operations 5 1 4
Operations and compliance 6 6
Total material weaknesses 23 - 1 - - 22
Compliance with Federal Financial Management System Requirements (FMFIAS§ 4)
Statement of Assurance Reasonable Assurance
Financial management systems 1 1
Total noncompliances 1 - - - - 1

Compliance with Section 803(a) of the Federal Financial Management Improvement Act (FFMIA)

1. Federal financial management

. No lack of compliance noted Lack of compliance noted
system requirements
2. Applicable fi | ti
B e No lack of compliance noted Lack of compliance noted
standards
3. USSGL at transaction level No lack of compliance noted Lack of compliance noted

Management’s assessment of FFMIA compliance was completed prior to the results of the FY 2018 financial statement
audit. Our auditor has noted the DHP Enterprise financial management systems did not comply substantially with the
Federal financial management system’s requirements, applicable Federal accounting standards, or application of the
United States Standard General Ledger (USSGL) at the transaction level, as a result of material weaknesses noted in the
Independent Auditor’s Report on Internal Control over Financial Reporting. The DHP Enterprise is in process of evaluating
the FY 2018 audit findings contributing to noncompliance to begin the process of remediation plans necessary to bring the
financial managements systems into substantial compliance.
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Management Challenges

Per OMB Circular A-136 as it relates to form and content of an AFR, the DHP Enterprise’s Inspector General (IG) must, “as
required by the Reports Consolidation Act of 2000, include as Ol, a statement summarizing what the IG considers to be the
most serious management and performance challenges facing the agency and assessing the agency's progress in
addressing those challenges.” For the reporting purposes of the DHP Enterprise, the DoD IG on behalf of DHP Enterprise
has reviewed DoD’s Top Management Challenges for FY 2018, and determined Challenge 5 (DHP Challenge 1) Improving
Financial Management, and Challenge 9 (DHP Challenge 2), Providing Effective, Comprehensive, and Cost-Effective Health
Care, are applicable challenges to DHP Enterprise.

Challenge 1: Improving Financial Management

The DoD is the only federal agency that has never undergone a full financial statement audit. Moreover, the lack of a
favorable audit opinion on the DoD financial statements is the major impediment to a successful audit of the

U.S. government. Long-standing financial management challenges continue to impair the DoD’s ability to provide reliable,
timely, and useful financial and managerial information to support reported financial statement balances. Additionally, the
lack of reliable financial information prevents its full use in operating, budgeting, and policy decisions. The DoD’s financial
management challenges involve a complex array of issues. These include maintaining documentation that supports
recorded transactions, recording timely and proper accounting entries, maintaining a valid universe of transactions,
operating with many decentralized and noncompliant IT systems, accurately documenting business processes,
implementing strong internal controls over accounting data and business operations, and eliminating the need for journal
vouchers to force agreement of budgetary, financial, and accounting transactions and balances. The DoD is required by the
Chief Financial Officers Act of 1990 to undergo a full financial statement audit covering its budget, assets, and liabilities. In
addition, the NDAA for FY 2010 specifically requires the DoD to have audit-ready financial statements by September 30,
2017. In the past, DoD Office of Inspector General (OIG) and independent public accounting firm auditors have not
conducted a full-scope, detailed audit of the DoD financial statements because the DoD’s supporting records have not
been suitable for audit. Since the DoD began preparing financial statements in the early 1990s, the DoD Under Secretary of
Defense (Comptroller)/Chief Financial Officer and the Military Departments have consistently acknowledged that
weaknesses exist with respect to financial reporting. In addition to process design weaknesses and insufficient accounting
policies, the DoD could not previously assert that it was able to provide auditors with sufficient evidence to complete a
timely financial statement audit.

Importance of Strong Financial Management

For decades, auditors have reported weaknesses in DoD financial management, including financial statement reporting and
financial management systems. These weaknesses affect not only the DoD’s ability to attain an unmodified opinion on its
financial statements but also its ability to make sound decisions related to its mission and operations. Having sound
financial management practices and reliable, useful, and timely financial information is also important to ensure
accountability over the DoD’s budgets and assets and to allow DoD leadership to make informed decisions. Sound financial
management is particularly important for the DoD because its expenditures constitute nearly half of the government’s
discretionary spending and its physical assets represent more than 70% of the government’s physical assets. A key
component of sound financial management is an agency’s network of internal controls. Strong internal controls include the
procedures, requirements, instructions, and checks designed to ensure that agency resources are used effectively and
safeguarded properly. For example, within the DoD, key financial management internal controls include leadership
commitment to auditability, automated system security, policies and procedures that ensure compliance with accounting
standards, checks to ensure adherence to asset or fiscal accountability, documented data reconciliations, performance
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measurement, and tracking corrective actions to audit findings. Internal controls are also vital to effective financial
management. For example, sound internal controls over asset quantities, asset cost information, item movement,
customer requirements, and product ordering help ensure that property location, movement, and costs are known and
accurate. Internal controls help prevent waste and even fraud, minimize costs, and allow timely decision-making. For
example, accurate quantity and cost information is essential to making informed procurement decisions. In addition, when
managers can trust that financial data is accurate, buying and inventory decisions will improve. With respect to internal
control over asset accountability, recent DoD OIG audits had determined that the DoD needs improvements in this area.
Specifically, the DoD continues to struggle to provide auditors with detailed asset cost information and to maintain
accurate asset quantity information when assets are tracked in multiple property systems. Better internal controls, such as
detailed reconciliations and research of quantity discrepancies, would improve the accuracy of financial reports and could
improve budgeting decisions because the financial system data would match actual quantities on hand. When internal
controls are strong and on-hand quantities and costs of physical assets are known and accurate, the DoD can make the
most cost-effective buying decisions. Internal controls over asset accountability, such as periodic inventories, also minimize
the risk of buying more stock than needed. Unreliable financial information also makes it difficult to accurately develop
and execute budgets and to determine the effectiveness and efficiency of military operations. DoD financial management
challenges hinder the ability to see potential waste, mismanagement, and cost overruns when certain data is untimely,
unavailable, or inaccurate. For example, auditors of the Military Department’s budgetary financial statement have recently
concluded that adequate supporting records were not available to complete the audit. The findings demonstrate the
difficulty that the DoD has in maintaining accounting control of the hundreds of thousands of transactions that occur all
over the world every day. Yet, internal control weaknesses and noncompliance continue to exist within the DoD’s financial
feeder systems. Feeder systems contain information that the DoD provides to its accounting agency (the Defense Finance
and Accounting Service) to support dollar values reported in DoD financial statements. The feeder systems are
decentralized and consist of over 200 significant systems that process millions of transactions reported in DoD financial
statements. Independent public accountants have issued hundreds of findings to the DoD related to the lack of internal
controls and noncompliant IT processes in these feeder systems. Improving financial feeder systems and controls by
correcting weaknesses identified by auditors may be the most demanding challenge related to DoD financial management
and audit readiness. For example, the DoD reported in its May 2017 Financial Improvement and Audit Readiness Plan
Status Report that each Military Department will have uncorrected IT weaknesses when the FY 2018 financial statement
audits begin. As part of improving financial management, the DoD must eliminate outdated systems and continue to
develop and document adequate controls that comply with accounting standards and improve system security. The DoD
also needs to expedite its plan to retire legacy systems while ensuring that remaining systems interface with each other
without the need for manual processes to validate that data is transferred accurately. The remaining systems should
record, maintain, and disseminate timely and accurate transaction data that decision-makers can rely on for financial
reporting and for assurance that programs are working and funds are being used properly. Characteristics of strong
financial management include routine and documented reconciliations without the need for thousands of journal vouchers
and other adjustments. Sound process improvements would also significantly reduce the current effort being made to
reconcile transactions between DoD business partners and limit the need for processing thousands of journal vouchers.

Financial Audibility

Throughout FY 2017, DoD senior leadership has been clear regarding its commitment to undergoing full financial statement
audits beginning in FY 2018, as required by statute. For example, in a May 2017 memorandum, Secretary of Defense Mattis
stressed the challenge of achieving a clean audit opinion, as well as the importance of improving financial management. He
stated that DoD leadership would be held accountable for achieving a positive audit opinion in the shortest time frame
possible. He also indicated that undergoing a full financial statement audit is the best tool to improve controls and
strengthen business processes and systems. On September 27, 2017, Secretary Mattis and DoD Comptroller Norquist
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asserted to the DoD Acting Inspector General that the DoD is ready for a financial statement audit. They added that the
DoD was not expecting an unmodified audit opinion on its agency-wide consolidated financial statements, and it was not a
certification that the DoD financial statements or components’ financial statements are reliable. Rather, they were
asserting that the DoD has the capabilities to allow an auditor to scope and perform a full financial statement audit that
results in actionable feedback on various financial processes, systems, and documentation. At the same time, Secretary
Mattis notified Congress that the DoD will begin full financial statement audits in FY 2018. He wrote that it will take time
for the DoD to go from being audited to passing an audit. He noted that “Direct feedback from auditors keeps audit
remediation in the forefront of our day-to-day work and helps us to be accountable to DoD decision-makers as well as
responsive to you and other stakeholders.” In addition, Deputy Secretary of Defense Shanahan wrote a memorandum to all
DoD employees stating the DoD’s support for the FY 2018 financial statement audits. He wrote that he expected everyone
to make it a priority to correct problems identified in these audits. He noted “This Department is the last federal agency to
not have a clean agency-wide financial opinion. This must change. We must lead and not lag behind.” He added that the
audits will give DoD leaders and commanders the reliable information they need to exercise judgment and accomplish their
mission. Other DoD leaders have also initiated actions to obtain buy-in from all personnel involved in the recording and
reporting of financial data. For example, Army leaders have stressed the publication for functional components to support
audit readiness. In addition, the DoD pursued initiatives to support audit readiness or improve overall financial
management. For example, the Financial Improvement and Audit Readiness Directorate continues to work toward
improving the quality of DoD financial information with a positive audit opinion as the desired outcome. The Financial
Improvement and Audit Readiness Directorate also provides DoD reporting entities the key tasks and requirements that
should be followed to become audit ready. And the DoD has created working groups to ensure that solutions to its
financial management challenges comply with accounting standards and can pass auditor testing. The groups are working
to address long-standing accounting weaknesses, including FBWT reconciliation, property valuation documentation, and a
full account of billions of dollars in payments to DoD contractors. Further, the DoD continues to update the Financial
Management Regulation and issue policy memorandums designed to improve accounting operations and establish
standard and sustainable processes. The DoD’s definition of “audit ready” and the DoD Comptroller’s position that a clean
audit opinion is not expected immediately demonstrates that, while progress has been made, the magnitude of what
remains to be done to achieve a favorable opinion is significant. Even if the DoD does not obtain clean audit opinions
immediately, the DoD OIG agrees that performing full financial statement audits can benefit the DoD. Financial statement
audits can help DoD leadership ascertain where financial and other business processes are working as intended and where
specific deficiencies need to be corrected.

Current Status of DoD Financial Statement Audits

The DoD continues to award financial statement audit contracts for entities that have asserted audit readiness. In FY 2016,
the DoD contracted for seven financial statement audits and three Military Department budgetary statement audits. The
U.S. Army Corps of Engineers, the Military Retirement Fund, and DHP Enterprise CRM all passed FY 2016 audits with
unmodified audit opinions. In addition, the results of the Defense Information Systems Agency financial statement audit
were generally favorable in that one of its two business segments attained a clean opinion. Other FY 2016 audits were not
as successful. Independent public accountants determined that the Military Department budgetary financial statements
were not audit-ready and thus the auditors disclaimed opinions. In FY 2017, the Defense Logistics Agency (DLA) and the
Marine Corps underwent a full financial statement audit. However, the independent public accountants determined that
DLA and Marine Corps personnel were not able to provide sufficient documentation to the auditors to perform a full audit.
In addition, independent public accountants continue to perform audits of FY 2017 Army and Air Force budgetary records.
Recently, these independent public accountants notified Army and Air Force leadership that the auditors were not
provided sufficient documentation to perform a full audit and that the auditors plan to issue disclaimers of opinion on the
budgetary financial statement. Other audit contracts continue to be awarded, including those for the FY 2018 financial
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statement audits of the U.S. Special Operations Command, the U.S. Transportation Command, and the DHP Enterprise. In
addition, actions have been taken to award contracts or exercise options so that independent public accountants can
perform FY 2018 financial statement audits of the Military Departments. The CFO Act requires that the DoD OIG either
perform or contract for DoD financial statement audits. To fulfill this responsibility, the DoD OIG performs oversight of the
contractors to ensure that the independent public accountants follow auditing standards, comply with DoD security
policies, and meet contract requirements. DoD OIG audits have found a lack of supporting documentation for account
balances and system data that are not reliable, accurate, or timely. In addition, asset information, such as certain inventory
and equipment balances, continue to lack sufficient valuation documentation, and sometimes lack accurate location and
guantity information. These deficiencies have consequences. For example, inaccurate inventory and equipment counts can
result in DoD personnel placing orders for new parts or equipment even though there are sufficient supplies in stock.
Likewise, inaccurate asset information limits the DoD’s ability to ensure material and equipment are available for
operational readiness if actual on-hand balances are lower than balances in the property system. Other DoD OIG financial
management audits continue to identify the need for improved financial management controls and reporting. In FY 2017,
the DoD OIG issued reports that highlighted problems with FBwT reconciliations, ineffective financial management system
strategies, and inaccuracies in reported costs of programs. As of July 2017, 172 open DoD OIG recommendations related to
DoD finance and accounting topics, such as management of DoD suspense accounts, transactions that support financial
statements and budget submissions, and DoD financial management and accounting systems. Implementing the necessary
actions to close these recommendations has proven challenging for the DoD because business processes and accounting
policies need to be reviewed, improved, and monitored. For example, the DoD’s implementation of new integrated
logistics and accounting systems that include proper internal controls, such as compliant and timely accounting entries, has
been slow and costly. When the property systems of record include accurate account balances, reliance on these balances,
such as physical asset counts or cost information, can result in efficient buying decisions

What’s Left To Do — DoD Auditor Perspective

Although the DoD plans to conduct its full financial statement audits beginning October 1, 2017, as required by law,
numerous key challenges continue to face the DoD when preparing for the FY 2018 and subsequent financial statement
audits. According to the DoD, a key indicator of its FY 2018 audit readiness will be its ability to respond to auditors’
requests for supporting documentation. This indicator is very different from the normal objective of a financial statement
audit, which is to determine whether the agency’s financial statements are fairly presented in all material respects in
accordance with U.S. GAAP. For the FY 2018 financial statement audits, the DoD needs to clearly demonstrate the extent to
which it has remediated the material weaknesses previously identified. Remediating these weaknesses requires improved
internal controls, systems, and data reliability. Evidence that these weaknesses have been corrected will contribute to
auditable financial statements that contain complete, reliable, timely, and consistent data for financial management
decision making. The major impediments to auditability require the DoD to improve, and in some cases change, its way of
doing business. Long-standing business processes that have supported DoD missions are not always sufficient for an audit.
For example, audits conducted by independent public accounting firms of the Military Department’s FY 2016 budgetary
financial records cited more than 700 combined findings and recommendations that revealed individual and systemic
issues that prevented the auditors from opining on the Military Department budgetary statements. These audit results
demonstrate that current DoD business practices need to be redesigned to support Federal accounting policies and IT
requirements. DoD OIG and independent auditors have consistently found that the DoD needs to develop sustainable and
repeatable processes to better respond to audit requirements and provide timely and sufficient supporting documentation
for transactions. To achieve and sustain reliable financial data, the DoD must also focus on other high-risk areas, such as
the ability to eliminate the use of journal vouchers as a means of addressing unsupported or unreconciled accounting
transactions. DoD accountants use journal vouchers for various reasons, such as to adjust errors identified during financial
statement compilation; record accounting entries that, due to system limitations or timing differences, have not been
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otherwise recorded; or for month and year-end closing purposes. For decades, DoD accountants have prepared journal
vouchers as a means to complete financial reporting requirements and force balances to agree without detailed
reconciliation processes to fully support and explain the accounting adjustment. Unsupported journal vouchers and
unresolved differences between the DoD and the Department of the Treasury have contributed to unfavorable audit
results on prior DoD financial statements. Another area of significant concern that delays an auditor’s ability to opine on
financial statement balances is the lack of a verifiable universe of transactions from the outset of the audit. The DoD
recognizes the need for detailed transactions and continues to work internally with stakeholders to develop a complete
universe of transactions that reconciles from feeder systems to its financial statements. Further, the DoD must be able to
account for the assets reported on its balance sheet, including adequate support for how much assets cost, how much the
DoD owns, and where the assets are located. These challenges must be addressed as the DoD pursues its plan to reduce
the number of financial and feeder systems. With the heightened level of review and scrutiny of full financial statement
audits, the DoD should anticipate additional independent public accountant audit findings and recommendations. The DoD
needs to be prepared for this additional workload and have the capability to prioritize the current and new weaknesses
and recommendations into an efficient plan for success. The need for corrective actions to address current and newly
identified material weaknesses and deficiencies will compete for tight resources in the future. In summary, the DoD plans
to have its largest agencies under financial statement audit in FY 2018, including the Military Departments and many
Defense agencies. DoD leaders have acknowledged that there are still corrective actions to be implemented and
remediation efforts to be completed before unmodified audit opinions can be achieved. Without these corrections, the
DoD financial statements will continue to remain unreliable and affect the DoD’s ability to make important financial,
management, and resource decisions.

Challenge 2: Providing Effective, Comprehensive, and Cost Effective Health Care

The DHP Enterprise is a global, comprehensive, integrated health care system that includes a health care delivery system,
combat medical services, public health activities, medical education and training, and medical research and development.
The DHP Enterprise provides medical care to service members, retirees, and their eligible family members. It includes
direct and purchased care. Direct care is health care provided at MTFs, primarily by military, civilian, and contracted
doctors. Purchased care is health care provided at commercial locations through the TRICARE program, which is the DoD’s
health care program. The DHP Enterprise manages the TRICARE program under the authority of the Assistant Secretary of
Defense (Health Affairs). In total, the DHP Enterprise must provide health care, within fiscal constraints, for over 9 million
beneficiaries, while facing increased user demand and inflation. As with any large health care system, the DHP Enterprise
must also respond and adapt to changing demographics, shifting policies, evolving standards for access and quality,
advances in science and medicine, complex payment and cost considerations, rapidly evolving communications and IT
capabilities, and fluid patient expectations. As a result, providing health care at a reasonable cost without sacrificing
quality remains a challenge for the DoD. Over the last 10 years, the DoD OIG has performed audits and evaluations and
made multiple recommendations related to DoD health care, many of which are still awaiting full implementation. As of
March 31, 2017, the DoD had 114 open recommendations related to health care and morale issues, including
recommendations to improve tracking of suicides throughout the DoD and reducing health care costs. The DoD OIG
believes that fully implementing those open recommendations will help the DoD effectively address these challenges.

Quality, Safety and Access

In August 2014, the DHP Enterprise Review Group published a report to the Secretary of Defense, which concluded that the
DHP Enterprise generally provided quality care that was safe, timely, and comparable in access, quality, and safety to that
found in the civilian sector. However, as former Secretary of Defense Charles “Chuck” Hagel stated, “We cannot accept
average when it comes to caring for our men and women in uniform and their families. We can do better; we all agree that
we can do better.” The DHP Enterprise Review report indicated some areas where the DHP Enterprise excelled and other
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areas where some facilities underperformed. The report contained 78 recommendations to improve military health care.
The report made recommendations in six major areas and recommended immediate action to improve underperformance
and establish clear performance goals with standardized metrics. On October 1, 2014, the Secretary of Defense issued a
memorandum, which directed the DoD to follow up on the August 2014 review results and to perform other specified tasks
to improve transparency and transform the DHP Enterprise into a High Reliability Organization. In addition, the National
Defense Authorization Act for FY 2016 added several requirements for the DoD that highlighted the importance of health
care quality, safety, and access. For example, the Act included a provision requiring the Secretary of Defense to establish
access standards for routine and specialty care and to ensure that TRICARE Prime beneficiaries seeking an appointment
obtain appointments within those standards. The Act added requirements for the Secretary of Defense to publish on a DoD
public website all measures he deemed appropriate to assess patient safety, quality of care, patient satisfaction, and
health outcomes for health care provided under the TRICARE program. The Act also added requirements to detail the
number of practitioners at MTFs that were reported to the National Practitioner Data Bank, and to assess the accreditation
status of MTFs and other data related to health care quality, safety, and access. According to DHP Enterprise personnel,
the DHP Enterprise has implemented all of the National Defense Authorization Act for FY 2016 requirements. In FY 2017,
the DoD OIG initiated two evaluations, and plans to initiate another evaluation, to determine whether the DoD’s response
to the August 2014 DHP Enterprise Review Final Report improved access to care, quality of care, and patient safety. The
DoD OIG also initiated an audit to review access to care at selected MTFs.

Behavioral Health

Behavioral health treatment for the military continues to be a significant issue for the DoD. In recent years, the DoD has
focused significant attention and resources on detecting, diagnosing, and treating mental disorders—especially those
related to long and repeated deployments and combat stress. Between 2012 and 2016, mental disorders were among the
leading cause for hospitalization of active duty service members, accounting for between 12 to 15 percent of
hospitalizations during those years. In addition, mental disorders accounted for the second most common reason for
outpatient clinic visits by active duty service members in FY 2016. In particular, proactively diagnosing and treating those
with behavioral health conditions and those at risk for suicide remains a challenge for the DoD. A RAND report published in
August 2017 highlighted the continuing challenges facing the DoD in providing both access and follow up to quality
behavioral health care, which are key to the DoD’s suicide prevention efforts. The RAND report concluded that the DHP
Enterprise continues to be a leader in achieving high rates of follow up after psychiatric hospitalization, and that the DHP
Enterprise excels at screening for suicide risk and substance use, but that follow up for service members who have already
been identified as having elevated suicide risk needs improvement. The report also concluded that quality of care for post-
traumatic stress disorder and depression varied by Service branch, TRICARE region, and service member characteristics,
and suggested that opportunities for quality improvement may be achievable by systemic enhancements of processes
across the DoD. A DoD spokesperson stated that the DoD is reviewing the report findings and recommendations and that
they will be used to shape and improve the future direction of patient care.

Separation from Service of Personnel with Mental Health Conditions

The Government Accountability Office (GAO) reported in May 2017 that from FY 2011 through FY 2015, 62 percent of
service members separated for misconduct were diagnosed with post-traumatic stress disorder, traumatic brain injury, or
other mental health conditions within 2 years of separation. Other mental health conditions for these separated service
members included adjustment disorders, alcohol-related disorders, anxiety disorders, bipolar disorders, depressive
disorders, personality disorders, and substance-related disorders. Of those with mental health conditions, 23 percent
received other than honorable characterizations of service, making them potentially ineligible for health benefits from the
Department of Veterans Affairs. The GAO concluded that, because of policy inconsistencies and limited monitoring, the
DoD had minimal assurance that certain service members diagnosed with post-traumatic stress disorder or traumatic brain
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injuries received the required screening and counseling before they were separated from the Service for misconduct.
Additionally, the risk increased that service members may be inappropriately separated for misconduct without adequate
consideration of these conditions’ effects on behavior, separation characterization, or eligibility for the Department of
Veterans Affairs benefits and services. The GAO recommended that the Secretary of Defense direct the Air Force and Navy
to address inconsistencies in their policies with DoD policy related to screening service members and reviewing results
prior to separation for misconduct, and training service members to identify mild traumatic brain injuries in a deployed
setting. The GAO also recommended that the Secretary of Defense ensure that the military Services routinely monitor
adherence to those policies and policies related to counseling on Department of Veterans Affairs benefits and services. The
DoD agreed with the recommendations.

Suicide Prevention

As noted above, suicide prevention continues to be a challenge for the DoD. As of the 4" Quarter, FY 2016, the total
number of suicide deaths for DoD was 276 for the Active Component and 203 for the Reserve Component. In response to
the number of suicides, the DoD developed and promoted prevention policies, practices, and programs to attempt to
reduce military suicide. For example, the Defense Suicide Prevention Office was established in FY 2011 to provide
advocacy, program oversight, and policy for DoD suicide prevention, intervention, and follow-up efforts to reduce suicidal
behaviors in service members, civilians, and their families. It also leads working groups of representatives from the
Services, the Office of the Assistant Secretary of Defense (Health Affairs), and other interested organizations, related to
expanding access to behavioral health care for service members. In FY 2015, the Defense Suicide Prevention Office also
implemented the DoD Strategy for Suicide Prevention, which is designed to guide and coordinate suicide prevention efforts
across the DoD. As one part of that effort, the Defense Suicide Prevention Office published and distributed guides to
military family members on suicide warning signs, risk factors, and actions to take in a crisis. The office also sponsors
research initiatives and training that address gaps in suicide prevention and resilience policies and practices. The DoD
collaborated with the Department of Veterans Affairs to develop suicide prevention and intervention policy. For example,
in June 2013, the DoD and Department of Veterans Affairs jointly developed the Clinical Practice Guideline, “Assessment
and Management of Patients at Risk for Suicide,” which recommended best practices for assessing and managing the risk
of suicide among active duty military and veterans. The DoD OIG has performed several evaluations to assess DoD suicide
prevention efforts. For example, in September 2015, a DoD OIG evaluation found that the DoD lacked a clearly defined
governance structure and alignment of responsibilities for the Defense Suicide Prevention Program. In addition, the DoD
OIG identified the lack of clear processes for planning, directing, guiding, and resourcing to effectively develop and
integrate the Suicide Prevention Program within the DoD. In response to the DoD OIG’s recommendations, the Defense
Suicide Prevention Office issued and implemented the 2015 Strategy for Suicide Prevention, noted above, to coordinate
suicide prevention efforts across the DoD. In response to another DoD OIG evaluation report in November 2014, the
Defense Suicide Prevention Office developed and is in the process of issuing guidance for data collection and reporting on
suicide events. In November 2014, the DoD OIG recommended that the Under Secretary of Defense for Personnel and
Readiness publish guidance requiring suicide event boards to establish a multidisciplinary approach for obtaining the data
necessary to make comprehensive DoD Suicide Event Report submissions. The DoD OIG reported this as a key open
recommendation in its July 2017 Compendium of Open Recommendations. Without a comprehensive and complete DoD
Suicide Event Report submission, it will be difficult for the DoD to conduct the trend or causal analysis necessary to
develop effective suicide prevention policy and programs to reduce suicide rates across the force. In summary, the DoD
needs to continue to pursue programs to diagnose behavioral health issues and risk factors for military personnel and its
other health care beneficiaries.
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Increasing Health Care Costs

The DoD faces a continuing challenge to contain costs and prevent health care fraud. Over the last decade, health care
costs in the United States have grown dramatically, and DHP Enterprise costs have been no exception. For example, the
DoD FY 2016 appropriations for health care were $32.3 billion, almost triple the FY 2001 appropriation of $12.1 billion. In
its FY 2018 budget, the DoD requested $33.7 billion for the DHP Enterprise. One of the leading contributors to health care
cost is fraud. Health care fraud is one of the top investigative priorities for the Defense Criminal Investigative Service
(DCIS). As of July 7, 2017, DCIS had 523 open health care investigations. In FY 2016 and FY 2017 combined, DCIS health care
fraud investigations resulted in 100 criminal charges and 68 convictions, the seizure of $53 million in assets, and $117
million in recoveries for TRICARE and the DHP Enterprise. However, health care fraud schemes are constantly evolving. As
one vulnerability is closed, corrupt individuals look for another vulnerability within the health care payment system to
exploit. Therefore, the DoD needs to be constantly vigilant to detect health care fraud, and to establish strong internal
controls to determine areas at risk for health care fraud.

Pharmaceuticals

The DCIS continues to vigorously investigate fraud epidemic that exploited TRICARE in FY 2014 and 2015, mixing, or
altering two or more ingredients to create a customized medication for an individual patient. In FY 2015, the DHP
Enterprise experienced a dramatic increase in compounding pharmacy fraud, with $1.6 billion spent on compound
medications in that 1 year alone. Much of expenditures were fraudulent. For example, compound drug fraud schemes
involved providers who prescribed compound drugs, including various pain and other creams, without examining or even
meeting the patient; medication refills sent without the consent of the patient; kickbacks paid to providers, marketers, and
patients; and grossly inflated bills for prescriptions. These schemes took advantage of a TRICARE reimbursement policy
that allowed for full and immediate reimbursement of prescribed compound drugs. The DHP Enterprise changed its
reimbursement policy for compound drugs in response to the significant losses it realized. As a specific example of this
type of fraud, one compounding pharmacy in Florida sought reimbursement for compounding pharmaceutical prescriptions
that were not medically necessary and were prescribed by physicians that had never actually examined or even seen the
patients. Further, a military member involved in the scheme committed identity theft by stealing fellow military members’
personally identifiable information in order to facilitate additional billings to TRICARE in exchange for kickbacks. In this
case, 14 individuals have been convicted of various crimes, $31 million has been court-ordered back to the DHP Enterprise
as restitution, and approximately $10 million in assets have been seized. In May 2015, the DHP Enterprise implemented
new controls, which reduced payments for compound drugs from $497 million in April 2015 to $10 million in June 2015. In
an audit report issued in July 2016, the DoD OIG found that, while the controls were effective in reducing costs for
compound drugs, additional controls were necessary to prevent reimbursement for certain non-covered compound drug
ingredients. The DHP Enterprise agreed with the recommendation and took actions to improve controls related to
compound drugs. Fraud and escalating costs also occur in non-compound pharmaceuticals. The DoD OIG has two ongoing
audits related to pharmaceuticals, including an audit reviewing the DHP Enterprise’s process for implementing controls in
response to escalating costs for non-compound pharmaceuticals, and an audit to determine whether the Defense Logistics
Agency Troop Support managed its Pharmaceutical Prime Vendor Program to effectively control health care costs.

Autism Treatment

One emerging fraud trend involves Applied Behavioral Analysis, which employs techniques and principles to encourage a
meaningful and positive change in behavior. Applied Behavioral Analysis is a benefit offered by TRICARE for children with a
diagnosis on the Autism Spectrum. In a March 2017 audit, the DoD OIG determined that the DHP Enterprise made
improper payments for autism services to five companies in the TRICARE South Region. Specifically, the DHP Enterprise
improperly paid for services where the beneficiary was not present; the beneficiary was napping; providers were not
authorized by TRICARE; documentation to support services was lacking; and the provider billed for higher qualified health
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care professionals than those who actually performed the services. As a result, the audit determined that the DHP
Enterprise improperly paid $1.9 million of the total $3.1 million paid to the five companies in FY 2015. The DCIS also
investigated an Applied Behavioral Analysis therapy clinic that allegedly provided therapy using personnel who were not
properly trained per the DHP Enterprise guidelines, billed group therapy as one-on-one therapy, and billed for services
never rendered. The investigation resulted in the indictment and conviction of the clinic owner and the reassignment of
TRICARE beneficiaries from this clinic to others in the area.

Payment Collections

Another aspect of controlling health care costs involves ensuring collections are made for services provided at MTFs. The
DoD OIG issued six reports from August 2014 through January 2017 related to collections from non-DoD beneficiaries,
which concluded that MTFs did not actively pursue collections from non-DoD beneficiaries for 129 accounts, valued at
$13.1 million, of the 145 accounts the DoD OIG reviewed. The MTFs also did not appropriately transfer funds to the U.S.
Treasury for 114 delinquent accounts, valued at $13.4 million, of the 145 accounts the DoD OIG reviewed for collection. In
2017, the DoD OIG plans to perform another audit to review billing and reimbursement for health care provided to
Department of Veterans Affairs patients at selected Army MTFs. While the DHP Enterprise has made progress in controlling
some costs, people committing fraud will continue to look for new vulnerabilities to exploit. As internal controls are
tightened in one area, those intent on committing fraud seek other vulnerabilities to exploit. For example, emerging areas
of concern for fraud within the DoD health care system involve genetic and DNA testing, durable medical equipment, and
opioids. The DHP Enterprise needs to be vigilant in reviewing billing trends to look for the next fraud schemes and
implement effective controls to help prevent payments for fraudulent claims.

Electronic Health Records

In addition, the DoD faces challenges with the security of electronic health records and integration of those records with
the Department of Veteran Affairs. According to a media report, more than 115 million patient records in the United States
were compromised in FY 2015, and more than 25 million records were compromised from January to October 2016. The
DoD has a responsibility to protect the patient health information for its 9 million beneficiaries and transfer records as
needed to the Department of Veterans Affairs. The DoD OIG also found security weaknesses within the DoD’s electronic
health records. A July 2017 DoD OIG audit reported that DHP Enterprise and Army officials did not consistently implement
effective security protocols to protect systems that stored, processed, and transmitted electronic health records and
electronic patient health information. Specifically, DHP Enterprise and Army officials did not enforce the use of Common
Access Cards to access five electronic health record systems and did not comply with DoD password complexity
requirements for three systems. In addition, the DoD OIG reported that system and network administrators at three Army
facilities did not consistently mitigate known vulnerabilities affecting Army networks, protect stored data for five systems,
and grant user access to the seven systems based on the user’s assigned duties. The DoD OIG began a similar audit in April
2017 of the Navy and Air Force electronic health records. In addition to the security of health records, according to
congressional testimony by a GAO official in FY 2016, the DoD and the Department of Veterans Affairs have failed in
several attempts to integrate their respective electronic health records since FY 1998. The testimony noted that the
Department of Veterans Affairs has undertaken a patchwork of initiatives with the DoD to allow their health information
systems to exchange information and increase interoperability. These have included initiatives to share viewable data in
their existing (legacy) systems, link and share computable data between their updated health data repositories, and jointly
develop a single integrated system that would be used by both departments. The National Defense Authorization Act for FY
2017 directed the DoD and the Department of Veterans Affairs to integrate their electronic health records and gave the
Departments 5 years to meet this requirement. The Secretary of the Department of Veterans Affairs announced in FY 2017
that the Department of Veterans Affairs will acquire the same system as DoD. The DoD should monitor this acquisition and
work closely with the Department of Veterans Affairs to ensure that the system will be interoperable with the DoD system.
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The DoD should work closely with the Department of Veterans Affairs to ensure interoperability between the Departments’
electronic health records and ensure that sensitive patient health information contained in electronic health records are
adequately protected. In summary, providing quality, cost-effective health care to the DoD’s 9 million beneficiaries will
continue to be a significant challenge for the DoD. The DoD must continue to seek efficiencies to control costs without
undermining timely access to quality health care. That is not an easy task. At the same time, the DoD needs to address
behavioral disorders and aggressively seek to reduce the number of suicides within the military. In addition, the DoD must
protect patient health information within its electronic health records and work closely with the Department of Veterans
Affairs to integrate electronic health records between the Departments. The DoD OIG will continue to perform reviews of

high-risk health care issues and monitor progress in these areas to identify additional ways to improve health care for DoD
beneficiaries.
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Payment Integrity*

The Federal Improper Payments Coordination Act of 2015 amended the Improper Payment Elimination and Recovery
Improvement Act of 2012 (IPERIA) and earlier legislation affecting improper payment and requires extension of DoD
reporting of its data analytics performance. The intent is to ensure federal and state entities maintain strong financial
management controls to better detect, prevent, and report improper payments to the president and the Congress in the
annual AFR.

OMB Circular No. A-123, Appendix C, defines an improper payment as any payment that should not have been made or
that was made in an incorrect amount under statutory, contractual, administrative, or other legally applicable
requirements. Incorrect amounts are overpayments or underpayments that are made to eligible recipients (including
inappropriate denials of payment or services, any payment that does not account for credit for applicable discounts,
payments that are for an incorrect amount, and duplicate payments). An improper payment also includes any payment
that was made to an ineligible recipient or for an ineligible good or service, or payments for goods or services not received
(except for such payments authorized by law). In addition, when an agency’s review is unable to discern whether a
payment was proper as a result of insufficient or lack of documentation, this payment must also be considered an
improper payment.

The DHA reports its improper payments and payment recapture programs in accordance with applicable laws and
regulations. The following subcategories are included in this section:

. Risk assessment
1. Payment reporting

A. Root causes
B. Corrective actions

1. Recapture of improper payments reporting

V. Agency improvement of payment accuracy with the Do Not Pay Initiative
V. Barriers

VI.  Accountability

VIl.  Agency information systems and other infrastructure

VIIl.  Sampling and estimation

IX.  Significant accomplishments

The DHA reports improper payments for the MHS TRICARE purchased health care program for payments made by the DHA
to private sector contractors for delivery of health care services to TRICARE eligible beneficiaries. For FY 2018 the Agency
reports improper payments for the following private sector contracts, DHA administrative costs and other plans and
programs:

e Managed care support contracts (MCSCs):

e T-3 North Region, HealthNet Federal Services
e T-3 South Region, Humana Government Business
e T-3 West Region, UnitedHealthcare Military and Veterans

e TRICARE Dual Eligible Fiscal Intermediary Contract (TDEFIC)

¥ Improper Payments Information Act of 2002 (IPIA), as amended by the Improper Payments Elimination and Recovery Act of
2010 (IPERA) and the Improper Payments Elimination and Recovery Improvement Act of 2012 (IPERIA)
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e TRICARE Overseas Program (TOP)

e  TRICARE Pharmacy Program (TPharm)
e Active Duty Dental Program (ADDP)

e DHA Administrative Contract Cost

e Other:

e Uniformed Services Family Health Plan (USFHP)
e Women, Infants, and Children (WIC)

e TRICARE Dental Program

e  TRICARE Retiree Dental Program

e  Mail-Order Pharmacy

l. Risk Assessment

The DHA risk assessment process is managed through contracts with an external independent contractor (EIC) to provide
an independent, impartial review of reimbursements and claims processing procedures used by DHA’s purchased-care
contractors. The EIC identifies improper payments resulting from the contractors’ noncompliance with the military health
care system (collectively referred to as TRICARE in this report) benefit and/or reimbursement policies, regulations, and
contract requirements. The risk level of programs is evaluated based on results of these compliance reviews.

In FY 2018, the Agency applied statistical sampling estimation methods to produce and report statistically valid improper
payment estimates for the military health benefits program. In accordance with OMB Circular A-123, Appendix C, agencies
are not required to perform additional risk assessments on programs reporting improper payment estimates. However, any
new programs identified must be assessed for improper payment risk prior to reporting an improper payment estimate.
DHA had no new program(s) implemented in FY 2017, and therefore no additional risk assessment was required for

FY 2018 reporting.

ll.  Payment Reporting

Table 1 reports the estimated amounts that were improperly paid and the corresponding percent by program for FY 2018.
It also reports the estimated amount of improper payments that resulted in overpayments or underpayments and the DHA
contractual reduction targets by program for FY 2019.
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Table 1: Improper payment reduction outlook

12-Month Sampling!
Time Frame for
(dollars in thousands) FY 2018 Data

Month and | Month-
FY2018 FY2018 Year Start | and Year-

FY 2017 FY 2017 FY 2017 FY 2018 FY 2018 FY 2018 | Over- Under- FY2019 Est. FY2019 Est. | FY2019 Est. | Date for End Date
Program Name Outlays IP Amount IP Rate Outlays IP Amount IP Rate payment $ payment$ | Outlays 2 Data for Data

<
L7

T3 North Region $ 3,513,321.91 $ 18,28516 0.52% S 3,548,471.18 $ 12,902.22 036% S 6,847.19 S 6,055.02 S 3,686,861.56 0.85% $ 31,338.32 10/1/2016 9/30/2017
T3 South Region $ 4,632,307.25 $ 18,407.04 0.40% S 4,451,15826 S 29,708.84 0.67% S 25,570.67 $ 4,138.17 $ 4,624,753.43 1.29% $ 59,659.32 10/1/2016 9/30/2017
T3 West Region $ 3,985064.60 S 32,211.62 0.81% S 3,668,395.99 $ 23,71569 0.65% S 18,341.52 S 537417 $ 3,811,463.44 0.93% $ 35,446.61 10/1/2016 9/30/2017
TDEFIC $ 3,558,675.79 S 7,59591 0.21% $ 3,531,990.60 $ 8,480.08 0.24% S 6,080.54 S 2,399.54 $ 3,669,738.23 0.66% $ 24,220.27 10/1/2016 9/30/2017
TOP S 23837249 $ 2,707.85 1.14% S 234,321.36 $ 3,358.97 1.43% S 2,80241 S 556.56 $  243,459.90 1.28% $ 3,116.29 9/1/2016  8/31/2017
TPharm $ 3,161,134.46 S 70,213.07 2.22% S 2,758,492.03 $ 11,864.59 0.43% S 11,74551 $ 119.07 $ 2,866,073.22 1.35% $ 38,691.99 11/1/2016 10/31/2017
ADDP S 81,260.69 $ 746.88 0.92% S 82,787.70 $ 1,211.29 1.46% @ $ 995.52 $ 21577 $ 86,016.42 1.62% $ 1,393.47 8/1/2016  7/31/2017
DHA Administrative* $ 1,225,766.16 $ - 000% S 751,728.53 $ - 0.00% S - S - $  781,045.95 0.00% S - 10/1/2016 9/30/2017
Other ® $ 3,487,396.60 $ - 000% S 4,269,209.00 S - 0.00% S - S - $ 4,435,708.15 0.00% S - 10/1/2016 9/30/2017
TOTAL $23,883,299.95 $ 150,167.53 0.63°% $ 23,296,554.65 $ 91,241.68 0.39% $ 72,383.36 $ 18,858.30 $ 24,205,120.30  0.80% $ 193,866.27
Footnotes:

1-DHA reports data 12 months in arrears, thus this FY2018 AFR includes data from FY2017 reviews.
2-The FY2019 Est. Outlays were calculated using the OMB CPI-U Annual Averages and Percent Change Table. As DHA reports 12 months in arrears, the FY 2018 CPI-U medical percent change was used to calculate the FY 2019 outlay estimates.

3 - DHA established its FY2019 Est. IP % based on a trend of actual improper payment data from prior years. These figures are estimated to be higher than the FY 2018 actuals as a result of DHA's implementation of medical record reviews (which have the
potential to identify additional improper payments) and the implementation of NDAA 2017 legislative requirements, which established changes to the TRICARE program that could result in increased payment errors.

4 - DHA Administrative data represents payments shared among multiple contractors to administer the TRICARE program. These costs include contractually defined claim rates for processing TRICARE claims, and non-claim rate administrative costs (i.e., contract
change orders, per member per month charges, and contract incentive payments). Payments are validated via TED system program edits, COR review/validation procedures, and/or internal/external financial audits.

5 - Other data represents contracts that are not included in DHA EIC independent audits but which have internal and external pre- and post-payment controls. The following contracts are included in the “other” category:
a. Uniformed Services Family Health Plan (“USFHP”)

b. Women, Infants, and Children (“WIC”)

c. TRICARE Dental Program (“TDP”)

d. TRICARE Retiree Dental Program (“TRDP”)
e. Mail Order Pharmacy (“MOP”)

6—The FY 2017 IP Rate of 0.63% does not represent a true statistical estimate for the agency because the 2015'10-2016'09 low dollar TPharm audit that was not conducted (due to the contractor opting out of participating in the audit, as approved by the
Contracting Officer). This audit represented $138,057,695 paid dollars.
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Chart A below reports the estimated amount and percentage of payments made correctly under the DHA health benefits
program in FY 2017.

Chart A: Amount and percentage of DHA improper vs. proper payments

Improper Payments vs Proper Payments by Contract
(dollars in thousands)
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Table 2 below provides current year estimate statistical information.

Table 2: Current year estimate statistical information

Program Name CY Confidence Level CY Margin of Error
T3 North Region 90% 0.20%
T3 South Region 90% 0.25%
T3 West Region 90% 0.27%
TDEFIC 90% 0.29%
TOP 90% 0.33%
TPharm 90% 0.25%
ADDP 90% 0.56%
DHA Administrative 90% 0.00%
Other 90% 0.00%
TOTAL 90% 0.09%*

Footnotes:

1-The TOTAL CY Margin of Error (0.09%) is not a direct sum of CY Margin of Error values from this table, because the values must be weighted according to the outlays. The final value was
derived as the square root of the variance of all contracts (not shown in this table) times the z-score, divided by the total outlays (from Table 1).
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Table 3 reports the root cause for overpayments and underpayments by amount and by program for FY 2018.

Table 3: Improper payment root cause category matrix*

(dollars in thousands)

a Z = <
v 8 o 2 g 5 2 2 g5 5® S
g o g o L = U ® 4] ] . ©
5% | £3 £ : £ s £ | 8% g2 |83Ee £
= 23 28 a s iy & = =R Té T8 ws s > E
59 £5 £2 & = = = 5L S S o S o E£32 = =
g 23 - 528 | % £ £ £ e ¢ 3 ¢35 | ¢588¢8 i 2 o
= gz =k S8 S S s . > > 8 53 82 | 888 w5s 8 2 £
2 £ T - S 25 2 2 2% 8 2> g3 £S% | 2582 = o £
9 s 2 2 @ @ g2 v vE | £% Ews | Eadg?e g g2
E s 28| 2 E = E CE | Es EST | Eswy 8 3 30
Program Name & &5 & A B & S8 s sl 25 258 25823 s £
T3 North Region oP S -S -S - S - S - S -3 - S -S -$ 6,847.19 $ -3 -$ 6,847.19
T3 North Region upP s - s - s -s -s -s -s - $ -3 -3 6,055.02 $ - $  6,055.02
T3 South Region opP S - S 16.04 $ - S - S - S - S - $ -S - S 25,553.12 $ - S 152 $ 25,570.68
T3 South Region upP s - s - s -s -s -s -s - $ -3 -3 4,138.17 $ - $ 413817
T3 West Region oP ' $ -8 B B NS NS NS - $ B B 18,341.36 $ -8 0.16 $ 18,341.52
T3 West Region up s -S -S - S - S - S -3 - S - S - S 5,374.17 $ - $ 537417
TDEFIC oP s -s -s - s -$ -$ -$ - $ - S -$ 6,080.54 $ -$ - $ 608054
TDEFIC up s -$ -$ -3 - s - s - s - $ - S - S 2,399.54 $ - $  2,399.54
TOP OP S - S 1.01 $ -S - S - S - S - S - S - S 2,746.59 S - S 54.81 $ 2,802.41
TOP up S - S 0.89 $ - S - S - S - S - S - S - S 555.67 $ - S 556.56
TPharm oP $ -8 0.22 $ RS -8 -8 -8 - $ -8 -8 11,650.11 $ 85.59 $ 9.59 $ 11,745.51
TPharm up $ -8 -8 -$ -8 -$ -8 - $ -$ -$ 119.07 $ - $ 119.07
ADDP oP $ -8 6.16 $ RS -8 -8 -8 - $ -8 -8 74875 $ 96.01 $ 144.60 $ 995.52
ADDP uP s -s -s - s -$ -$ -$ - $ -$ -$ 21577 $ - $ 215.77
DHA Enterprise Admin. op $ -$ -$ -3 -3 -3 -3 - $ -$ -3 - S - S - S -
DHA Enterprise Admin. upP s - S - S - s - s - s - s - $ - S - S - s - $ -
Other oP s -s -s - s -$ -$ -$ - $ - S -$ - S -$ - $ -
Other up s -S -S - S -3 -3 -3 - $ -$ -$ -3 - $ -
Total $ -$ 24328 -8 - 3 - 3 - 3 5 $ - 3 - 3 90,825.07 $ 181.60 $ 210.68 $ 91,241.67
Footnotes:

1 - Figures were derived by multiplying the proportion of sample error dollars for each error category by the extrapolated overpayment (OP) or underpayment (UP) dollars from Table 1. For example, for TPharm, Medical Necessity overpayments from samples
totaled $1,143.89. All sample overpayments from the TPharm samples totaled $156,973.23. Therefore, this error category accounted for 0.7287% of total sample overpayment dollars ($1,143.89 divided by $156,973.23). 0.7287% of the TPharm FY2018 Over-
payment $ from Table 1 (511,745,514.25) yields $85,591.51. Rounded to millions, this number becomes $0.86 (which is shown in this table). This process was repeated for each cell in the table.
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A Root Causes

The following section provides additional information regarding the root causes of improper payments for each program
reported in Table 3 above.

The DHA contracts with an external independent contractor (EIC) to conduct quarterly, semiannual, and annual compliance
reviews of previously processed health care claims. EIC auditors review claims to identify improper payments and to
validate the accuracy of the claims processing procedures used by TRICARE private sector contractors. Overpayment or
underpayment errors can be assessed for (but not limited to) payments in the correct amount being sent to the wrong
payee, incorrect denial of a payable claim, misapplication or calculation of a patient’s deductible or co-payment/share
liability, or payment of a non-covered service or supply. In FY 2017, EIC compliance reviews determined the root cause for
over/underpayment errors was the result of the following:

e Inability to Authenticate Eligibility: DHA private sector contractors incorrectly paid or denied health care claim(s) as a
result of an incorrect patient eligibility determination.

e Administrative or Process Errors Made by Other Party: DHA’s EIC determined throughout the course of compliance
reviews that DHA private sector contractors incorrectly processed health care claims by either:

e Applying an incorrect reimbursement determination or methodology when processing a health care claim

e Incorrectly calculating the government’s liability after consideration of other health insurance (OHI) payment(s)

e Based on a patient’s health care claims history, incorrectly made duplicative payments for previously paid health care
services or supplies

e Miscalculated the patient’s cost-share or benefit deductible liability

e Made a payment for services or supplies which were not a TRICARE benefit or incorrectly denied payment for services or
supplies that were a TRICARE benefit

e Incorrectly calculated the government’s reimbursement of health care based on a billed amount other than what was
being reported on a health care claim form or itemized medical bill

e Incorrectly based its reimbursement determination/methodology on an incorrect procedure code

e Claims processor failing to follow TRICARE authorization or pre-authorization requirements prior to processing a
payment

e Claims required further development prior to payment (i.e. additional or correct information needed)

e  Other health insurance payments omitted when calculating government liability

e Reimbursement rates miscalculated for institutions subject to Diagnosis Related Group (DRG) reimbursement system.

e Medical Necessity: The claims processor failed to follow TRICARE medical necessity review policy requirements prior
to processing and paying a health care claim or failed to provide the medical necessity review documentation needed
to support or substantiate the adjudication of the claim being reviewed during audit.

e Insufficient Documentation to Determine: The EIC determined during a compliance review that the claims
documentation provided by private sector contractors was insufficient and/or did not support the adjudication of the
health care. As a result the EIC determined the services or procedures rendered should not have been paid.

Table 4 below reports the amount of improper payments identified in samples by contract that resulted in actual monetary

losses to the government. The purpose of this classification is to estimate the monetary loss to the Federal Government

due to improper payments. Monetary loss to the Government would be an amount that must not have been paid and in
theory should/could be recovered (e.g. improper overpayment errors). This table excludes improper underpayments.
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Table 4: Improper payment classification

(dollars in thousands)

Actual Monetary Loss to Estimated Total Monetary Loss to

Program Name
g the Government Identified in Sample the Government

T3 North Region S 191.19 § 6,847.19
T3 South Region S 1,961.11 $ 25,570.68
T3 West Region S 1,198.04 $ 18,341.52
TDEFIC S 13149 § 6,080.54
TOP S 480.72 S 2,802.41
TPharm S 156.97 §$ 11,745.51
ADDP S 2095 §$ 995.52
DHA Administrative S - s -
Other S -5 -
TOTAL S 4,140.47 $ 72,383.37

B Corrective Actions

Military Health Benefits (FY 2018 IP Amount = $91.24m)

DHA private sector contractors are monetarily incentivized or dis-incentivized, through payment accuracy performance
standards, to reduce and/or eliminate improper payments. The fewer improper payments the contractors make, the less
money is deducted from their reimbursements. Additionally, details of the EIC compliance reviews are shared with the
private sector contractors, DHA program offices, private sector contract contracting officers, and contracting officer
representatives (CORs) to coordinate appropriate corrective action plans with the respective private sector contractor.
Moreover:

e Upon completion of an EIC compliance review, contractors review results, formulate an action plan to mitigate future
findings, and derive a process to avoid future improper payments.

e If warranted, contractor claims processing systems are modified to meet the Department’s health care policy,
reimbursement, or benefit requirements.

e If review results show a potential error pattern for a certain type of claim, additional claims are pulled to conduct a
focused study, and adjustment actions are taken as appropriate.

Each private sector contractor has its own business process for evaluating compliance review results, conducting root
cause analyses to ensure the accuracy of future claims payment, and developing internal corrective action plans. If
required, DHA contracting officers and contracting officer representatives issue contractor corrective action plans (CAPs)
to resolve and track noncompliance with TRICARE health care policy/regulations and purchased-care contracts.

For each payment error/root cause category assessed as a result of ongoing compliance reviews, DHA will continue to
instruct private sector contractors to follow Code of Federal Regulation (CFR) Chapter 199.11, Overpayments recovery,
instructions and to investigate and make necessary adjustments to those claims identified as having payment errors. In
addition, DHA will:

e Modify TRICARE purchased care contracts requiring contractors to develop procedures for reporting CAPs for each
payment error category/root cause assessed against a claim during a quarterly or semi-annual compliance review cycle
as well as developing procedures for government entities to validate proposed CAPs
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e Develop Contract Data Requirements List (CDRL) requirements that require contactors to provide monthly status
reports on CAPs established for each payment error category/root cause assessed for a specified compliance review
cycle (reference TRICARE Operations Manual (TOM), Chapter 14, for additional information regarding DHA CDRL
requirements)

e Include TRICARE private sector contractor CAP reports as part of DHA’s AFR reporting to the DoD Comptroller annually

e Develop database or tracking tool to monitor TRICARE private sector contractor CAP reporting and contractor actions
taken

lll.  Recapture of Improper Payments Reporting

Table 5 below reports each program or activity that exceeds $1 million or more annually that recapture payments outside
of a payment recapture audit and the amounts recovered through sources other than recapture audits.

DHA utilizes a number of different mechanisms to prevent, identify, and collect improper payments. These include claims
auditing by an EIC, contractor utilization of DHA’s Duplicate Claims System, and periodic independent reviews of private
sector payments. This process employs pre- and post-payment review techniques, performed internally and by external
contractors, with overpayment recoveries returned to the military health benefits program.

Contract payments make up a large volume of transactions with high-dollar values; therefore, DHA is vigilant to ensure
payment accuracy. In addition to the pre- and post-payment reviews, DHA also uses various internal manual and
automated prepayment initiatives to prevent improper payments. During FY 2017, DHA recovered $22.482 million in
overpayments as a result of overpayment errors identified by the EIC, refunds occurring in the course of routine claims
adjustments, and ongoing private sector contractor internal audits, resulting in a 543 percent overpayment recovery rate.

Table 5: Overpayment Payment Recaptures with and without Recapture Audit Programs

(dollars in thousands)

Overpayments Recaptured
Outside of Payment Recapture
Audits

Overpayments Recaptured Through
Payment Recapture Audits

Does This Include

Funds Recaptured

From a High- Amount Amount Recapture FY2019 Amount Amount
Priority Program Identified in | Recaptured in |Rate in FY Recapture Identified in | Recaptured in
70 Program or Activity | FY 2018 FY 2018 2018 Rate Target FY 20181 FY 20182
N T3 North Region - - - - $ 191.19 $ 3,858.58
N T3 South Region - - - - $ 1,961.11 S 5,609.41
N T3 West Region - - - - $ 1,198.04 $ 7,072.21
N TDEFIC - - - - S 13149 $ 1,916.41
N TOP - - - - $ 480.72 $ 952.62
N TPharm - - - - $ 156.97 $ 3,001.29
N ADDP3 - - - - S 2095 $ 71.723
N DHA Administrative - - - - S - S -
N Other - - - - S - s -
TOTAL - - - - $ 414047 S 22,482.24

Footnotes:
1-Amount Identified in FY 2018 represents the total overpayment dollars from sampled claims.

2 - These numbers include recoupments for overpayments identified in audits as well as refunds occurring in the course of routine claim adjustments (for claims initially paid in FY 2017 and
other fiscal years). DHA has no way to distinguish overpayment recoupments from routine claim adjustments.
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3 —The Active Duty Dental Program refunds were calculated differently. The amount recovered in FY 2018 figure for ADDP represents refunds shown on contractor invoices to DHA. ADDP
data is not included in the TED system, so contractor invoices were used because TED transactions are not available.

IV.  Agency Improvement of Payment Accuracy with the Do Not Pay Initiative

Individual Payments: The DHA processes relatively few (5—20) case recoupment refunds each month for small dollar
amounts ($5-520,000). The Single Online Search service is utilized pre-payment for 100% of all case recoupment refunds to
verify (1) a business or individual has not been placed on the List of Excluded Individuals/Entities (LEIE) and (2) an
individual has not died. Any matches will be referred to the DHA Office of General Counsel.

Vendor, Contract Payments: The DHA processes approximately 226 routine payments per month for thirteen unique
contractor payees. The Single Online Search service is utilized pre-payment once a month to verify a DHA contractor payee
has not been placed on the Excluded Parties List System (EPLS) or the LEIE. Any matches are validated with the Treasury
Offset Program (TOP) ensuring the contractor does not have the same Employer Identification Number (EIN) as a person’s
Social Security Number (SSN). The contractor is responsible for resolving these matching issues due to proprietary reasons.
If the contractor is on the list, the finding is referred to the assigned Contracting Officer. DHA processed approximately 312
payments totaling $2,088,582,881.81 with no matches on the Do-Not-Pay system for Fiscal Year of 2018.

The risk for payments to a subcontractor or individual via the contractor, however, lies outside of DHA control. DHA
contractors are not required to utilize the Do-Not-Pay database, and there is no current mechanism in place to require the
contractors to use the Do-Not-Pay databases at the prepayment phase to comply with IPERA.

Table 6 below provides results of the Do Not Pay Initiative for DHA’s Military Health Benefits program.

Table 6: Results of the Do Not Pay Initiative in Preventing Improper Payments

(dollars in Number (#) of Dollars ($) of Number (#) of | Dollars ($) of | Number (#) of Dollars ($) of
thousands) Payments Payments Payments Payments Potential Improper Potential Improper
Reviewed for Reviewed for Stopped Stopped Payments Reviewed |Payments Reviewed

Possible Possible Improper and Determined and Determined
Improper Payments Accurate Accurate
Payments

Reviews with the
IPERIA-specified 312 S 2,088,582.88 0 S 0 312 S 2,088,582.88
databases

Reviews with
databases not 0 S 0 0 S 0 0 S 0
listed in IPERIA

V. Barriers

The Agency did not identify any statutory or regulatory barriers limiting its corrective actions in reducing improper
payments in those programs determined in FY 2018 to be susceptible to significant improper payments.

VI.  Accountability

The Under Secretary of Defense (Comptroller)/Chief Financial Officer is the Accountable Official for the Department and is
responsible for ensuring that, to the greatest extent possible, all DoD disbursements are accurate.

Certifying Officer Legislation, 10 U.S5.C. 2773a, holds Certifying and Disbursing Officers accountable for government funds.

In accordance with this law, pecuniary liability attaches automatically when there is a fiscal irregularity, i.e., (1) a physical
loss of cash, vouchers, negotiable instruments, or supporting documents, or (2) an improper payment. This is further
captured in the DoD Financial Management Requlation (DoDFMR), Volume 5, Chapter 33, entitled “Certifying Officers,
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Accountable Officials, and Review Officials.” The Department’s efforts to recover overpayments from a recipient must be
undertaken in accordance with the debt collection procedures outlined in the DoDFMR, Volume 5,Chapter 28,
“Management and Collection of Individual Debt,” and DoDFMR, Volume 10, Chapter 18, “Contractor Debt”.

The DoD FMR contains other policies that specifically address Improper Payments (DoDFMR Volume 4, Chapter 14) and

Recovery Auditing (DoDFMR Volume 10, Chapter 22). Beginning in Quarter 3, FY 2013, all reporting DoD Components were

required to begin downloading their improper payment reports to the DFAS ePortal, as the Office of the Deputy Chief
Financial Officer’s Accounting & Finance Policy Directorate was designated as the Executive Agent to manage this
information and its associated reporting requirements. This centralized electronic system allows the reporting Components
to access improper payment information without regard to the time zone in which they are located. More importantly, it
allows management to ensure all Components’ submissions are timely and accurate.

VIl.  Agency Information Systems and Other Infrastructure

DHA has much of the information and infrastructure needed to reduce improper payments. DHA Purchased Care Program
(managed by the Contract Resource Management Office) includes an immense volume of claims processed by TRICARE
purchased care contractors. To track programs, CRM uses the following systems:

e TRICARE Encounter Data Set (TEDS): TEDS is a financial feeder system, through which all claims are processed to
Oracle Federal Financials. TEDS is the entry point of claims information from DHA purchased care contractors. TEDS
records provide detailed information for each treatment encounter and are submitted as either an institutional or non-
institutional record. TEDS is primarily required by DHA to account for the expenditure of government funds, develop
statistical information, and is a data source of records for EIC audits. Records submitted through the TEDS must pass
numerous validation edits prior to being accepted into TEDS.

e E-Commerce System (ECS): ECS is an integrated, centralized major system that improves DHA’s core financial,
contracting and business process by providing seamless integrated financial and contracting systems.

e Oracle Federal Financials (OFF): OFF is the financial subsystem of the DHA ECS. It supports budget and
accounting/financial functions and health care (TEDS) claims processing and contains TRICARE Claims Management,
Accounts Receivable, Accounts Payable, Purchase Orders and the General Ledger modules. CRM uses OFF to track
commitments and obligations. These transactions are submitted to DFAS and become the primary source into financial
statements.

In addition to internal DHA financial systems, DHA purchased care contractors claims processing systems are developed
and designed in accordance with TRICARE System Manual
http://manuals.tricare.osd.mil/pages/v3/DisplayManual.aspx?Seriesld=TS15 requirements and contain numerous system

edits. These edits include patient eligibility (verified via the Defense Enroliment Eligibility Reporting System (DEERS)),
provider eligibility, and more. If a claim passes initial eligibility edits, benefit calculations occur based on programmed
payment rules and reimbursement methods determined by TRICARE Reimbursement Policy. The claims processing systems
are able to determine the appropriate reimbursement methodology based on information included in the healthcare claim
such as type of service, claim form type, provider specialty, etc.

Further, DHA has developed the TRICARE Duplicate Claims System (DCS). This tool facilitates the identification of duplicate
claim payments, the initiation and tracking of recoupments, required by purchased care contractors, and the ultimate
cancellation of duplicate records from the TEDS database. DHA purchased care contractors are contractually required to
use the DCS and resolve duplicate payments.
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VIIl. Sampling and Estimation

DHA followed OMB Circular A-123, Appendix C, dated October 20, 2014, when developing its sampling methodology to
select FY 2017 claims for its EIC compliance review. This statistically valid sampling methodology met OMB’s requirements
of a 90 percent confidence level and a margin of error of +2.5 percent. By using this methodology, DHA is able to identify
valid sample sizes and project improper payment percentages for the Agency’s improper payment program. DHA performs
100 percent pre-payment reviews of its administrative and other program disbursements.

DHA defines samples (sets strata boundaries, calculates sample sizes, and randomly selects claims for review) and the EIC
reviews the selected claims to identify improper payments. Payment accuracy compliance reviews include two sample
types: a payment sample (to ensure payment accuracy by identifying underpayment and overpayments) and a denied
sample (to ensure appropriate claim denial). Paid samples are conducted as a stratified random sample based on paid
amounts and denied samples are conducted as a stratified random sample based on billed amounts. Samples are drawn on
either a quarterly or semi-annual basis, respective of DHA purchased care contract requirements.

e Payment Sample: Paid samples are conducted to identify improper payments and measure payment accuracy.
Depending on the private sector contract type (i.e., MCSC, TDEFIC, TOP, etc.), the universe for a paid sample may
contain between several hundred thousand to 30 million claims. All claims with government payment amount above a
high-dollar threshold (i.e., $200,000) are reviewed by the EIC. Claims between the high-dollar threshold and a low-
dollar threshold (i.e., $100) are randomly sampled based on stratification of the government payment amount and
reviewed by the EIC. Claims below the low-dollar threshold are not included in EIC audits (but are represented by DHA
Low-Dollar Internal Reviews).

e Samples for paid claims include between four and 12 strata, depending on the composition of the claims in the universe.
Mathematical formulas are utilized to identify optimal strata boundary points, and sample sizes are calculated to meet
(or exceed) an estimate with a minimum of 90 percent confidence plus or minus 2.5 percentage points (as stipulated in
the OMB Circular A-123, Appendix C guidelines).

e Low-Dollar Internal Review: In addition to the ongoing EIC quarterly and semi-annual reviews, the EIC conducts an
annual statistically valid review of low-dollar claims that fall below the low-dollar threshold for payment samples.
Audits for these EIC reviews are stratified if appropriate, given the composition of the universe data.

e Denied Sample. The primary purpose of the denied payment samples is to ensure that health care/supplies are not
being denied inappropriately (which may represent obstacles in TRICARE beneficiaries’ access to care) by private
sector contractors. Records that encompass the denied payment sample universe are limited to records with
government payment amount equal to $0. All denied claims with a billed amount above a high-dollar threshold are
reviewed, and claims below this threshold are randomly sampled based on stratification of the billed amount.
Depending on the contract type, a denied audit universe may contain between several thousand to over 1 million
claims.

e The denied payment sample is similar in design to the payment sample; the primary difference is that the denied sample
is stratified based on billed amount since the paid amount for a denied claim is equal to $0.

e Combining the Samples: Results from the payment sample, denied sample, and DHA’s internal low-dollar review are all
considered when DHA calculates the overall improper payment rate.

IX.  Significant Accomplishments

The DHA is committed to full compliance with the requirements of IPERIA. As part of the Agency’s audit efforts, DHA
Components diligently review and report all payments subject to IPERIA, as well as examining processes for identifying the
complete universe of payments. Moreover, DHA continues to explore measures to improve its internal controls to prevent
improper payments, and strengthen post payment reviews to identify and recover improper payments. To ensure the

15 FY 2018 Sampling Methodology for FY 2017 Purchased Health Care Costs

FY 2018 Agency Financial Report | Page 139



Defense Health Program Enterprise
Other Information

accurate and reliable reporting of improper payments, DHA modified the TRICARE pharmacy contract to require the
contractor to participate in the annual low-dollar pharmacy claim reviews. As a result, DHA’s reported improper payment
estimates includes the complete universe of payments, as required by OMB guidance.
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Fraud Reduction Report

OMB Circular No. A-136 requires that, “Under the Fraud Reduction and Data Analytics Act of 2015, each agency must
include in its Agency Financial Report or Performance and Accountability Reports a report on its fraud reduction efforts
undertaken in FY 2018.” The DHA OIG began working towards its goal of preventing fraud, waste, and abuse a little over
two years ago. Prior to the Deputy IG’s arrival in April 2016, the DHP Enterprise did not have an IG — it relied on the
services and the DoD IG to provide a hotline program and other IG services. The DHA OIG currently has five civilian
government employees and three contract support personnel. As the DHA OIG becomes fully staffed, they will
operationalize the four major IG functions of inspection, investigations, teach and train, and assistance. The office will also
evolve from a reactive to proactive model where it spends concerted effort helping the DHP Enterprise identify and
address problems through inspections before occurrence, promoting organizational health, and enabling DHP Enterprise
readiness.

The DHA OIG derives its authority to inspect and investigate from the Director, DHP Enterprise. The DHA OIG control and
reporting relationship may not be further delegated. Approval with written authority must be gained from the director to
conduct inspections or full investigations. However, the DHA OIG can respond to requests for assistance and can conduct
informal inquiries, generally to gather initial facts to determine if a formal investigation is warranted, without the
director’s personal approval. The DHA OIG staff are impartial and independent whose loyalty rests with the Agency, not
just with the director.

In accordance with the authority in DoD Directive 5106.01, the DHA OIG maintains the DHP Enterprise Hotline Program,
ensuring that inquiries resulting from allegations are conducted in accordance with applicable laws, DoD regulations, and
policies. Per DoD Instruction (DoDI) 7050.01, the DHP Enterprise Hotline Program provides a confidential, reliable means
for individuals to report fraud, waste and abuse; violations of law, rule or regulation; mismanagement; and classified
information leaks involving the DHP Enterprise. The detection and prevention of threats and danger to the public health
and safety of the DoD and the United States are essential elements of the hotline mission. The DHP Enterprise Hotline
Program maintains a public awareness campaign ensuring that the current DoD fraud, waste, and abuse hotline poster,
prepared by the DoD Office of the Inspector General, is displayed in common work areas.

Allegations of Fraud

Hotline personnel promptly report all allegations of fraud to the appropriate Defense Criminal Investigative Organization in
accordance with DoDI 5505.02, Criminal Investigations of Fraud Offenses, August 29, 2013, as amended. Fraud is defined
by DoD regulations as any intentional deception designed to deprive the United States unlawfully of something of value or
to secure from the United States a benefit, privilege, allowance, or consideration to which a person or entity is not
entitled. Such practices include, but are not limited to:

e Offering to make a payment or accepting bribes or gratuities

e Making false statements

e Submitting false claims

e Using false weights or measures

e Evading or corrupting inspectors or other officials

e Deceiving either by suppressing the truth or misrepresenting material fact
e Adulterating or substituting materials

e Falsifying records and books of accounts

e Arranging for secret profits, kickbacks, or commissions

e Conspiracy to do any of the above
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Performance Metrics and Trend Analysis
Hotline personnel collect and analyze data to:

e Identify opportunities to improve the management of hotline complaints from receipt to resolution
e Identify trends that will help DHP Enterprise decision-makers combat fraud, waste, abuse, and mismanagement in DHP
Enterprise programs and operations more effectively

Preventing and Deterring Fraud

Curbing fraud is vital to conserving scarce health care resources and protecting beneficiaries. Fraud schemes shift over
time, but certain health care services have been consistent targets. They include services provided by durable medical
equipment (DME) suppliers, pharmacy companies, and providers. To secure the future of health care for our beneficiaries,
the DHP Enterprise must be vigilant in reducing wasteful spending and promoting better health outcomes at lower costs.
As the DHA OIG evolves and coordinates with offices to include DHP Enterprise Program Integrity and the appropriate
Defense Criminal Investigative Organization, cost savings will continue to be recognized.

DHA OIG will ensure the workforce and culture continue to serve as a reflection of core Department values — values that
are rooted in the belief of doing the right thing.
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Grants Oversight and New Efficiency (GONE)
Act Requirements

Army MEDCOM

Number of grants/cooperative agreements with zero- 0 0 0
dollar balances

Number of grants/cooperative agreements with
undisbursed balances

Total amount of undisbursed balances - - -

Navy BUMED

Number of grants/cooperative agreements with zero-

0 0 0
dollar balances

Number of grants/cooperative agreements with
undisbursed balances

Total amount of undisbursed balances - - -

Number of grants/cooperative agreements with zero-

0 0 0
dollar balances

Number of grants/cooperative agreements with
undisbursed balances

Total amount of undisbursed balances - - -
DHA/FOD

Number of grants/cooperative agreements with zero- 0 0 0
dollar balances

Number of grants/cooperative agreements with
undisbursed balances

Total amount of undisbursed balances - - -
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Uniformed Services University of the Health Sciences

Number of grants/cooperative agreements with zero-

0 0 0
dollar balances

Number of grants/cooperative agreements with
undisbursed balances

Total amount of undisbursed balances - - -

National Capital Region MD

Number of grants/cooperative agreements with zero-

8 0 0
dollar balances
Number of grants/cooperative agreements with 1 0 0
undisbursed balances
Total amount of undisbursed balances $319.00* - -

*The $319.00 balance represents expired FY 2016/17 funds. A DD 448-2 MIPER Addendum will be sent to the grantor in the amount of
$319.00 to close out this action.

DHA Contract Resource Management

Number of grants/cooperative agreements with zero-

0 0 0
dollar balances

Number of grants/cooperative agreements with
undisbursed balances

Total amount of undisbursed balances - - -

Table 7: Total number of Federal grant and cooperative agreement awards and balances for which closeout has not yet occurred but the period of

performance has elapsed by more than two years.
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Appendix A: Abbreviations & Acronyms

ACGME Accreditation Council for Graduate Medical Education RM Contract Resource Management Office
Anti-deficiency Act SA Combat Support Agency
ADDP Active Duty Dental Program Y Calendar Year

Additional Discount Program DATA Digital Accountability and Transparency Act of 2014

Active Duty Service Members DCIA Debt Collection Improvement Act of 1996
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Aggregate Entry Age Normal

U.S. Air Force Medical Service

Agency Financial Report

Annual Health Care Cost

Accounting and Inventory Management System

L Actuarial Liability
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LC Agency Location Code

MEDCOM U.S. Army Medical Command
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RR American Recovery and Reinvestment Act
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(/Y Assistant Secretary of Defense (Health Affairs)

BS
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Balance Sheet
BUMED Bureau of Medicine and Surgery

AP Corrective Action Plan

0O

AP College of American Pathologists
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CM Combatant Command
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(&) Choctaw Contracting Services
Contract Data Requirements List

Comprehensive Environmental Response,
Compensation, and Liability Act
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X
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Chief Financial Officer

(@)

Code of Federal Regulations

Services

Continued Health Care Benefits Program
Construction in Process

CFO Load Reconciliation System

CHAMPUS Maximum Allowable Charge
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Combat Mission Requirement

Continental United States

i

Contracting Officer Representative

Commercial Off-the-Shelf

Consumer Price Index

Current Procedural Terminology

Civilian Health and Medical Program of the Uniformed

DCIS Defense Criminal Investigative Service

DCPS Defense Civilian Personnel System

lw)

CS Duplicate Claims System

DEERS Defense Enrollment Eligibility Reporting System
DFAS Defense Finance and Accounting Service

DISV.VASoDIl Defense Health Agency, Financial Operations Division
DHA-C DHA-Comptroller

DHP Defense Health Program

BINY:SeI{ell Defense Information Systems Agency-Oklahoma City

o

LA Defense Logistics Agency
DMDC Defense Manpower Data Center
DME Durable Medical Equipment
DMLSS Defense Medical Logistics Standard Support
Department of Defense
Department of Defense Instruction
(o] Department of Labor
ON Department of Navy
Designed Providers
Designated Providers Program
DRRS Defense Readiness Reporting System
DRG Diagnosis Related Group

CS E-Commerce System
EHR Electronic Health Record
External Independent Contractors
EIN Employer Identification Number

EPLS Excluded Parties List System

m m
(@]

ESA Enterprise Support Activities
S

m

Express Scripts

ESRD End-stage renal disease

FAD Funding Authorization Document

FASAB Federal Accounting Standards Advisory Board
FBCH Fort Belvoir Community Hospital

FBWT Fund Balance With Treasury
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FCA False Claims Act
FCP Federal Ceiling Price

Federal Funding Accountability and Transparency Act

FFATA of 2006

FFMIA Federal Financial Management Improvement Act

FFS Federal Financial System

FGB GFEBS Functional Governance Board
FIAR Financial Improvement and Audit Readiness
Fair Labor Standards Act

Financial Management Regulation

Financial Systems Integration Office

Financial Statement Reporting Entity

<

Il 0O |60 (0| |m™m o,
T |olzm > <
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Z (V2]
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Fiscal Year

Generally Accepted Accounting Principles
Government Accountability Office
General Funds Enterprise Business System
Government Management Reform Act
Grants Oversight and New Efficiency

Government Performance and Results Modernization
Act of 2010

A Health Affairs

HGB

Humana Government Business Inc.
HMO
HNFS
HRO
HRQOL

Health Maintenance Organization
Health Net Federal Services

High Reliability Organization
Health Related Quality of Life
Incurred but not reported

co Internal Controls Over Operations
ICOFR
ICOFS

Internal Controls Over Financial Reporting
Internal Controls Over the Financial Systems
G Inspector General

ILIR In-House Laboratory Independent Research
Improper Payment

Improper Payments Elimination and Recovery Act of

IPERA 2010

Improper Payment Elimination and Recovery

IPERIA Improvement Act of 2012
IPIA Improper Payment Act of 2002

iRAPT Invoice Receipt, Acceptance and Property Transfer

—
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o | o =
|0 =
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Information Technology

Joint Pathology Center

Joint Financial Management Improvement Program
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LEIE List of Excluded Individuals/Entities
KSA Knowledge, Skills and Abilities
LES Leave and Earnings Statement

2 MHS Mart
MCSCs

Ii

Managed Care Support Contractors

Military Health System (DHP Enterprise) Data
Repository

MDR
MERHCF
MHBs
MHS
MILCON
MTF
NWCF

NAVY
BUMED

NCR
NCR MD
NDAA
NGPL

Medicare-Eligible Retiree Health Care Fund
Military Health Benefits
Military Health System

Military Construction
Military Treatment Facilities

Navy Working Capital Fund

Navy Bureau of Medicine Surgery

National Capital Region

National Capital Region Medical Directorate
National Defense Authorization Act

No Government Pay List

Internet/Non-secure Internet Protocol Router

NIPRNET Network

NOAA
o&M

National Oceanic & Atmospheric Administration

Operation and Maintenance
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Office of the Actuary

The Office of the Assistant Secretary of Defense for
DLy Health Affairs

Outside of the Continental United States
FF

GC

Oracle Federal Financials
Offices of General Counsel
Other Health Insurance

Other Information

Office of Management and Budget

@]

Y Office of Personnel Management
Other Procurement
Overpayment

SD Office of the Secretary of Defense

Office of the Under Secretary of Defense
(Comptroller)

CM Primary Care Manager
HS Public Health Service
Program Integrity
PIMS
POG

Participant Information Management System
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Process Owner’s Group
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Point-of-service

Prompt Payment Act

Preferred Provider Organization
PVFB Present Value of Future Benefits

PVENC

Present Value of Future Normal Costs

Post-Traumatic Stress Disorder

>

wnw | umn
> S
X
>

Quality Assurance
RCRA Resource Conservation and Recovery Act
RDT&E Research Development Test & Evaluation

Return On Investment

Superfund Amendments and Reauthorization Act

Statement of Budgetary Resources
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Savings Deposit Program
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Standard Discount Program

Statement of Federal Financial Accounting Standards
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Straight Line

Service Medical Activity
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Subject Matter Expert
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Sustainment Management System

Statement of Net Cost

(%)

Statement of Changes in Net Position
Status of Forces Agreement
Social Security Number

Transitional Assistance Management Program
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(@Y TRICARE Claims Management
TDEFIC
DP TRICARE Dental Program

Traumatic Brain Injury
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TRICARE Dual Eligible Fiscal Intermediary Contract
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TRICARE Encounter Data Set
TRICARE for life
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Treasury Financial Manual
TRICARE Management Activity
TRICARE Mail Order Pharmacy

e e
<
(@]
©

Treasury Nominal Coupon Issues

—

TRICARE Operations Manual

—

TRICARE Overseas Program

—

Treasury Offset Program
TRICARE Pharmacy Program
TRICARE Prime Remote

TRICARE Prime Remote for Active Duty Family
Members

TRICARE Retiree Dental Program
TRICARE Regional Offices

Toxic Substances Control Act
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SM TRICARE Systems Manual
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YA TRICARE Young Adult Program

BIEIVEAYAI UnitedHealth Military and Veterans Services
upP Underpayment

USACE United States Army Corps of Engineers
United States Code

USFHP
USSGL

USUHS

Uniformed Services Family Health Plan
U.S. Standard General Ledger
Uniformed Services University of the Health Sciences

A Veterans Affairs

WIC Women, Infant, and Children

) Wisconsin Physicians Services
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WNYLY(el \Walter Reed National Military Medical Center
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