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Defense Adv Research Projects Agcy

FY 2006 RDT&E PROGRAM EXHIBIT R-1
APPROPRIATION: 0400D Research, Development, Test & Eval, DW Date: FEB 2005
Program Thousands of Dollars S
Line Element E
No Number Item Act FY 2004 FY 2005 FY 2006 C
1 0601101E Defense Research Sciences 01 130,223 169,571 130,090 U
Basic Research 130,223 169,571 130,090
10 0602301E Computing Systems and 02 316,590 U
Communications Technology
11  0602302E Embedded Software and Pervasive 02 19,824 U
Computing
12 0602303E Information & Communications 02 187,767 198,831 U
Technology
13 0602304E Cognitive Computing Systems 02 149,782 200,799 U
14  0602383E Biological Warfare Defense 02 141,921 159,567 145,354 U
16  0602702E Tactical Technology 02 247,405 327,825 361,562 U
17  0602712E Materials and Electronics 02 465,450 U
Technology
18 0602715E Materials and Biological 02 256,480 294,188 U
Technology
20 0602716E Electronics Technology 02 261,406 241,736 U
Applied Research 1,191,190 1,342,827 1,442,470
31 0603285E Advanced Aerospace Systems 03 304,741 U
32 0603286E Advanced Aerospace Systems 03 71,420 75,866 U
33 0603287E Space Programs and Technology 03 222,880 223,811 U
43 0603739E Advanced Electronics Technologies 03 185,917 222,777 214,378 U
46  0603760E Command, Control and 03 189,062 219,765 216,408 U
Communications Systems
47 0603762E Sensor and Guidance Technology 03 309,637 U
48 0603763E Marine Technology 03 13,051 U
49 0603764E Land Warfare Technology 03 80,961 62,546 139,100 U
50 0603765E Classified DARPA Programs 03 211,192 180,802 162,534 U
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Defense Adv Research Projects Agcy

FY 2006 RDT&E PROGRAM EXHIBIT R-1
APPROPRIATION: 0400D Research, Development, Test & Eval, DW Date: FEB 2005
Program Thousands of Dollars S
Line Element E
No  Number Item Act FY 2004 FY 2005 FY 2006 C
51 0603766E Network-Centric Warfare Technology 03 82,185 121,613 136,899 U
52 0603767E Sensor Technology 03 201,917 189,452 U
53 0603768E Guidance Technology 03 114,330 103,272 U
Advanced Technology Development (ATD) _1:5;8:;;8 _1:;15:6;6 _i:iélj§§6
134  0605502E Small Business Innovative Research 06 71,353 U
143 0605898E Management HQ - R&D 06 45,925 46,264 49,472 U
RDT&E Management Support ___ll;:é;é ____;8:58; ____;;:;;5
Total Defense Adv Research Projects Agcy _ijéiéjié; _5:5;8:;15 _5:655:555
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Program:  Basic

Research
Agency: Department of Defense--Military

Bureau: Research, Development, Test, and Evaluation

Key Performance Measures from Latest PART

Year

Target Actual

Annual Measure:

Certification in biennial reviews by technically competent
independent reviewers that the supported work, as a
portfolio, is of high quality, serves to advance the national
security and is efficiently managed and carried out.

20038&lat
er

100%

100%

Annual Measure:

Long-term Measure:

Portion of funded research that is chosen on the basis of
merit review

Reduce non-merit-reviewed and -determined projects by
one half in two years (from 6.0% to 3.0%)

2005

-50%

Update on Follow-up Actions:

Rating: Effective

Program Type: Research and Development

Last Assessed: 2 years ago

Recommended Follow-up Actions

Continue to emphasize the use of independent review panels
in assessing the performance of the program.

Work with the research community and Congress to explain
the need to limit claims on research grant funds to proposals
that independently can meet the standards of a strict merit-
review process.

Status
Completed

Action taken, but
not completed

Program Funding Level (in millions of dollars)

2004 Actual 2005 Estimate 2006 Estimate

1,358 1,513

1,319
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Program:  DoD Applied Research Program

Agency: Department of Defense--Military

Bureau:
I I I I
Purpose 100
I I I
Planning | 67
Management | SRS MU 58
Results /
Results| vy N S 67
0 100

Key Performance Measures from Latest PART  Year  Target Actual
Long-term Efficiency Measure: 2006 <$800 M
Reduce by half within three years, grant and contract award
funding not (1) resulting from needs identified by military or
technical experts within the Services or Agencies and (2) 2007 <§500 M
awarded through the merit-review process. Currently about
$1.0 Blyr. 2008 <$500 M
Annual Measure: 2005 70%
Percentage of ambitiously chosen Defense Technology
Objectives (DTO) targets achieved. 2006 70%

2007 70%

2008 70%
Annual Measure: 2006 100%
Portion of external technology area review panels that are
fully independent (all external reviewers). 2007 100%

2008 100%

Rating: Moderately Effective

Program Type:  Research and Development

Program Summary:

The Department of Defense’ s Applied Researclprogram supports systematic, scientific
study to gain understanding necessary to determine how the Department’ s military
mission can be accomplished more effectively or more efficiently. Applied research
often takes the results of basic research investments and carries them forward to
determine the operational parameters of potential technologies and evaluate the
practicality of applying those technologies to military needs.

The assessment of the Applied Research program found that:

e  The program purpose and design are clear. The Department has built methodical
processes for setting program goals and for reviewing progress. The program is
designed to ensure that warfighters have superior and affordable technology to
support their missions and to provide revolutionary war-winning capabilities.

e Reviews of the program by external review panels are not independent of program
officials.

e A large part of the program is executed either without the benefit of military or
scientific expertise in choosing the funded work or without allowing the applications
process to be open to all capable researchers. Earmarking of projects in the program
has increased in the recent past and has led to these problems.

In response to these findings, the Administration will:

1. Continue to ensure that adequate funding exists to carry promising basic research
results into the realm of applied research.

2. Change the expert evaluation process to use fully independent review panels in
assessing the performance of the program.

3. Work with the research community and Congress to explain the need to limit claims
on research grant funds to proposals that independently can meet the standards of a
strict merit-review process.

Program Funding Level (in millions of dollars)

2004 Actual 2005 Estimate 2006 Estimate

4,350 4,850 4,139
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Program:  DoD Small Business Innovation Rating: Results Not Demonstrated

Research/T echnology Program Type: Research and Development
Agency: Department of Defense--Military
Bureau: Research & Development Last Assessed: [ year ago
Key Performance Measures from Latest PART Year  Target Actual Recommended Follow-up Actions Status
Long-term Measure: 2004 All Change the way companies' past performance is assessed to No action taken
Revise the Commercialization Achievement Index (CAl) to ensure that it more closely matches the intent of the law.

eliminate counting of investments as commercialization no
later than three years after receiving the first Phase I

. . .
support. After that, count competitive sales receipts only. Look for ways to budget explicitly for the program's No action taken

administrative costs.

Seek to get highly successful awardees to enter the No action taken
mainstream of Defense contracting.

Long-term Measure: 2005 Al ) s . . .

Stop funding companies with more than 5 current or past Tighten eligibility requirements for accepting proposals from  No action taken

Phase Il awards in the last 5 years if the company is in the companies and individuals that repeatedly fail to sell resulting

bottom quartile in the CA. products in the marketplace.

Long-term Efficiency Measure: 2005 TBD

Emphasize commercialization so overall competitively

awarded sales to the government (direct or indirect) from 2006 TBD

resulting products is at least equal to new R&D investment
(Phases I-ll), as a portfolio of prior 3-8 year investments
(rolling average). 2007 TBD

2008 TBD

Update on Follow-up Actions:
The Department of Defense's program management is working with the Military Services and Defense Agencies to determine how to make the changes noted above. The
Department is expected to reach agreement on how to implement the changes by the end of 2005.

Program Funding Level (in millions of dollars)

2004 Actual 2005 Estimate 2006 Estimate
1,100 1,133 1,500

vii
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UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) P ebruary 2008
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, R-1# 1
COST (In Millions) FY 2004 Fy 2005 FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 Fy 2011
Total Program Element (PE) Cost 130.223 169.571 130.090 132.041 140.339 145.893 153.596 153.596
Bio/Info/Micro Sciences BLS-01 40.602 57.779 52.389 52.180 56.794 60.925 64.925 64.925
Information Sciences CCS-02 14.872 23.791 19.933 21.958 23.751 23.951 24.951 24.951
Electronic Sciences ES-01 27.854 33.965 23.783 23.453 25.169 25.679 26.752 26.752
Materials Sciences MS-01 46.895 54.036 33.985 34.450 34.625 35.338 36.968 36.968

(U) Mission Description:

(U)  The Defense Research Sciences Program Element is budgeted in the Basic Research Budget Activity because it provides the technical
foundation for long-term National Security enhancement through the discovery of new phenomena and the exploration of the potential of such
phenomenafor Defense applications. 1t supports the scientific study and experimentation that is the basis for more advanced knowledge and
understanding in information, electronic, biological and materials sciences.

(U)  TheBio/Info/Micro Sciences project will explore and develop potentia technologica breakthroughs that exist at the intersection of
biology, information technology and micro/physical systems to exploit advances and leverage fundamental discoveries for the development of new
technologies, techniques and systems of interest to the DoD. Programsin this project will draw upon information and physical sciencesto
discover properties of biological systems that cross multiple length scales of biological architecture and function, from the molecular and genetic
level through cellular, tissue, organ, and whole organisms’ levels. Key focus areas include multidisciplinary programs in BioComputational
Systems, Simulation of Bio-Molecular Microsystems; Bio Interfaces; Biological Adaptation, Assembly, and Manufacturing; Nanostructurein
Biology; and Human Assisted Neural Devices.

(U)  TheInformation Sciences project supports basic scientific study and experimentation for national security requirements such as
computational models, new mechanisms for performing computation and communication, innovative approaches to the composition of software,
novel human computer interfaces, novel computing architectures, and automatic speech recognition research.

UNCLASSIFIED
R-1Line Item No. 1
Page 1 of 28 1



UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) "M Eebruary 2005

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide

BA1 Basic Research

R-1 ITEM NOMENCLA”_FURE
Defense Research Sciences

PE 0601101E, R-1 # 1

(U)  The Electronic Sciences project explores and demonstrates el ectronic and optoel ectronic devices, circuits and processing concepts that will
provide: (1) new technical options for meeting the information gathering, transmission and processing required to maintain near-real time
knowledge of the enemy and the ability to communicate decisions based on that knowledge to all forcesin near-rea time; and (2) provide new
means for achieving substantial increases in performance and cost reduction of military systems providing these capabilities.

(U)  The Materids Sciences project is concerned with the development of:  high power density/high energy density mobile and portable power
sources; processing and design approaches for nanoscale and/or bimolecular materials, interfaces and microsystems; materials and measurements
for molecular-scal e el ectronics and spin-dependent materials and devices.

(U)  Program Change Summary: (In Millions)

Previous President’ s Budget
Current Budget
Total Adjustments

Congressional program reductions
Congressiond increases
Reprogrammings

SBIR/STTR transfer

UNCLASSIFIED
R-1Line Item No. 1
Page 2 of 28

FY 2004 FY2005 FY2006 FY2007
139.434 143.729 146.565 148.723

130.223 169.571 130.090 132.041
-9.211 25.842 -16.475 -16.682

0.000 -7.558
0.000 33.400
0.000 0.000
-9.211 0.000




UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) DATE February 2005
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Applied Research PE 0601101E, R-1 # 1

(U) Change Summary Explanation:

FY 2004 Decrease reflects SBIR/STTR transfer.
FY 2005 Increase reflects ten congressional adds in the areas of nanotechnology, photonics and electronics offset by a

congressional reduction to the Biointerfaces program and undistributed reductions.
FY 2006 - 2007 Decrease reflects reduced emphasis on Simulation of Bio-Molecular Microsystems (SIMBIOSY S) and maturation
of Bio/Info/Micro effortsinto 6.2.

UNCLASSIFIED
R-1Line Item No. 1
Page 3 of 28
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UNCLASSIFIED

DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2005
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01
COST (In Millions) FYy 2004 | FY 2005 | FY 2006 Fy 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011
Bio/Info/Micro Sciences BLS-01 40.602 57.779 52.389 52.180 56.794 60.925 64.925 64.925

(U) Mission Description:

(U)  Thisproject will investigate and develop the intersections of biology, information technology and micro/physical systems to exploit
important technological advances and leverage fundamental discoveries for the development of new technologies, techniques, and systems of
interest to the DoD. Thisresearch is critica to the development of rapid responses to engineered biological warfare agents, radically new
biomolecular computers, and novel materias for the DoD. Programsin this project will draw upon the information and physical sciences to
discover properties of biological systems that cross multiple scales of biological architecture and function, from the molecular and genetic level
through cdlular, tissue, organ, and whole organism levels. This project will develop the basic research tools in biology that are unique to the
application of biological-based solutions to critical Defense problems. This project is also providing the supporting basic research for the effort to
revolutionize prosthetics.

(U) Program Accomplishments/Planned Programs:

Fy 2004 | FY 2005 | FY 2006 | FY 2007

BioComputational Systems 8.000 9.237 6.500 6.750

(U)  The BioComputational Systems (BioCOMP) component seeks to use computation to enhance biology and to use biology to enhance
computation. The BioCOMP program will explore and develop computational models of bio-molecular processes in living cdlls that will enable a
range of novel DoD capabilities for bio-agent threat assessment, force health protection, and bio-sensor design. In addition, the program will
explore new biologically-inspired computing principles of robust information processing systems.

(U) A primary thrust of the BioCOMP program is the development of cutting edge computational models and tools for predictive systems
biology and the demonstration of these toolsin Defense applications. These computer prediction methods will give the warfighter more
information about biological threats in far less time than today’ s costly wet-lab methods.

UNCLASSIFIED
R-1Line Item No. 1
Page 5 of 28 5



UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) DATE February 2005
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1Badc Research PE 0601101E, Project BLS-01

(U) A critical chalenge in the post-genomic erais to utilize genomic information to model and characterize systems of bio-molecular
networks and pathways underlying biologica mechanisms at the cdllular level. Modéls of complex gene-protein interactions will enable
simulation, dynamic analysis, prediction and control of cellular processes. Based on these models, the program is developing Bio-SPICE
(Simulation Program for Intra-Cell Evaluation), an open software framework providing innovative models and andysistools. The extensible
design of Bio-SPICE alows for adding, refining and customizing of the Bio-SPICE models and tools for specific cell processes.

(U)  Technical challenges to developing Bio-SPICE are met in several ways. First, four-dimensional (4-D) computational models are being
developed to capture spatio-tempora interactions of gene-proteinsin cellular mechanisms. This includes hybrid anal og-discrete models of
biochemical reactions, small concentration reactants, asynchronous and stochastic computation, and reaction-diffusion spatial models. Second,
cognitive information processing tools will be exploited to rapidly extract and incorporate molecular interaction information from structured and
unstructured databases and scientific publications in the private and public domain. Third, new 4-D simulation techniques are being devel oped
that can scale to large numbers of gene-protein interactions. To transition the technology, the program is collaborating with several DoD client
agencies including Defense Threat Reduction Agency (DTRA), U.S. Army Medical Research and Materidl Command (USAMRMC), Soldier
Biologica and Chemical Command (SBCCOM), Walter-Reed Army Institute for Research (WRAIR), Naval Medical Research Command
(NMRC), the U. S. Air Force Toxicology program, and the Center for Disease Control and Prevention (CDC).

(8)) Program Plans:

- Develop aprogressively sophisticated suite of dynamic cellular models and architecture for Bio-SPICE, which will enable modeling,
prediction, and control of cellular processes. Continually validate results through experimentation.

- Continue to incorporate spatial models into Bio-SPICE and explore potential reduced-order models to analyze the non-linear and
stochastic dynamics of thousands of interactions.

- Investigate scalable and extensible implementation of Bio-SPICE that utilizes a distributed computing architecture supporting arich
st of gpatio-temporal models to handle vast amounts of experimental data for prediction and analysis.

- Build basdline modds of intra-cell processes of interest to DoD, such as spore formation in bacteria like the anthrax, bacterial cell
division and growth, and cell death induced by toxins from bio-warfare agents (apoptosis). Identify candidate molecular targets for
intervention strategies in sporulation (such as for therapeutics and safe decontamination), cell cycle control, and other processesin
defense against bio-agents.

UNCLASSIFIED
R-1Line Item No. 1
Page 6 of 28



UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) DATE February 2005
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1Badc Research PE 0601101E, Project BLS-01

- Demongtrate computer analysis methods for commanders to use in the threat assessment of natural and emerging bio-agents. These
methods, which predict pathogenicity and virulence of agents from their genomic information, will be far more informed than today’s
costly wet-experiments.

- ldentify new methods for early detection of exposure of soldiers to pathogens and toxins using molecular (gene expression) signatures,
which isvital for early intervention and avoidance of death.

- Develop aframework for describing and representing biological knowledge that spans data from molecular (genomic, proteomic) to
clinical level, and across organisms, to support deep and rapid knowledge extraction.

- Implement cutting edge learning and reasoning algorithms that act on vast amounts of biological experimental and simulation data,
and demonstrate rapid reasoning and knowledge-acquisition.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Simulation of Bio-Molecular Microsystems (SIMBIOSY S) 9.000 9.000 5.000 3.000

(U)  The Smulation of Bio-Molecular Microsystems (SIMBIOSY S) program will focus on methods to dramatically improve the interaction
and integration of biological elements with synthetic materials in the context of microsystems. Specificaly the SIMBIOSY S program will
develop methods and tools to smulate and design Bio-Molecular Microsystems with a high degree of multi-disciplinary integration. Thiswill be
accomplished by exploring fundamental properties and compatibility of biological elements at the molecular surface level through experimental
and theoretical analyses. Key phenomena to be studied include molecular recognition processes, signal transduction phenomena, and micro- and
nano-scale transport of biological molecules. Engineering of biological systems may be used to manipulate these fundamenta characteristics and
optimize the integration of biologica elements with synthetic materials for information collection. It is expected that significant advancementsin
devices that utilize or mimic biological elements will be realized including sensors, computational devices and dynamic biological materias for
force protection and medical devices.

UNCLASSIFIED
R-1Line Item No. 1
Page 7 of 28 7



UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) DATE

February 2005

APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences

BA1Badc Research PE 0601101E, Project BLS-01

(V)

Program Plans.

Demondtrate high (signal to noise ratio [SNR] > 10) transduction of molecular signals into measurable electrical and mechanical
signals using nanopores, micro/nano-cantilevers, and nanoparticles; demonstrate SNR ~ 100 using solid-state nanopores for DNA
trand ocation and using nanopores for ultraselective DNA detection; demonstrate models to correlate transduced signal intensity to
bio-molecular structure and binding events.

Demongtrate that, using microcantilevers, a nanoparticle conjugation can successfully enable detection of 10-100 atto-molar DNA
concentrations with single base pair selectivity without performing polymerase chain reaction; transition to other DoD agencies and
Homeland Defense.

Demonstrate low power transport (~ 10X reduction in power) of fluids by modulating surface tension in droplet based transport.
Demonstrate surface-tension modulated transport of droplets on a substrate; demonstrate computational models to optimize transport
characteristics.

Demonstrate orders of magnitude (> 100X) improvement in microfluidic mixing using electrokinetic and Magneto Hydrodynamic
(MHD) schemes (based on modeling studies).

Develop scaling laws and phenomenological models for bio-molecular phenomena such as molecular recognition, signal transduction
and bio-fluidic transport processes in bio-microfluidic systems; develop and implement scaling laws into microfluidic system
modeling software to enable design of lab-on-a-chip systems.

Design novel hybrid macro-molecular devices that form specific and controlled transducing functions at the molecular scale;
demonstrate design of maltose binding proteins and ion channels with desired selectivity and sensitivity using computationa tools.
Design and demonstrate working devices that incorporate biological elements as sensors, actuators and computational devices.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Bio Interfaces 5.366 4.000 4.000 4750

(V)

The Bio Interfaces program will support scientific study and experimentation, emphasizing the interfaces between biology and the

physical and mathematical/computer sciences. This unique interaction will develop new mathematical and experimental tools for understanding
biology in away that will allow its application to a myriad of DoD problems. Chief among them is the ability to seamlesdy integrate and control
mechanical devices and sensors within a biologica environment — a critical aspect in the successful implementation of a major prosthetics effort.
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In addition, these tools will help exploit the advances in such fields as neuroscience. It is aso expected that understanding the fundamenta's of

biology will aid in developing tools to understand complex, non-linear networks and force structures.

V) Program Plans:

- Manufacture the world's smallest nanofluidic channels (~2 nm in diameter) for parallel processing of single biomolecules; creste
microfluidic devices for trapping developing insect embryos for analysis of biological materias (e.g., pathogens); create a multi-

cantilever field effect transistor for measuring single cell physiology.

- Develop new agorithms based on wavel ets and superparamagnetic resonance for sorting neuronal spike data; develop a Bayesian
network framework for analysis of cellular regulatory networks; develop a hybrid computational model for representing tissue

differentiation; develop a software tool for analysis of high dimensional gene expression data.

- Examine behavior of materials/biological interfaces to improve performance and biocompatibility of mechanical and microelectronic

devices for ultimate integration into new prosthetic devices.

- Develop mathematical approaches and new microelectronic devices for sensing and controlling biological responses.
- Demongtrate and vdidate novel mathematical tools for analyzing and interpreting complex data sets obtained from complex biological

systems and behavior. Extend these tools to other problems of interest to DoD.

- Exploit advances in neuroscience, sensors and real-time signal processing techniques to gain access to neura signatures previously
undetected. Potential future DoD applications would include new approaches to training as well as the ability to improve the

throughput and accuracy of intelligence imagery analysis.

FY 2004

Fy 2005 | FY 2006 | FY 2007

Biological Adaptation, Assembly and Manufacture 6.200

11.200 11.889 11.500

(U)  TheBiological Adaptation, Assembly and Manufacturing program will examine the structure, function, and informational basis
underlying biological system adaptation, particularly to harsh environments, and the factors employed by the organism to assemble and
manufacture complex biological subsystems. The unique stability afforded biological systemsin their ability to adapt to wide extremes of physica
and endurance (e.g., heat, cold, and deeplessness) parameters will be examined and exploited in order to engineer stability into biological systems
of Defense needs (such as blood or other therapeutics). In addition, the fault tolerance present in biological systems will be exploited in order to
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assemble and manufacture complex physical and multi-functional systems, both biological and abiotic. Further activity in this area will investigate
the communication between adaptive elements within biological systems, including biofilms, as they develop in space and time, and uncovering
the fundamental informational and physical architectures that underlie this unique biological property. Applications to Defense systems include
the development of chemical and biological sensors, and improved battlefield survivability of the warfighter.

(9)] Program Plans:

Identify promising strategies in nature that allow organisms to survive under environmental extremes and adapt those strategies to
other cdlls, tissues, organs and organisms, including platelets and red blood cdlls.

Understand biologica methods for controllable and reversible adhesion and adapt these methods to material systems that can be used
for awide range of Defense applications (e.g., wall climbing).

Understand how cells and organisms can be engineered to adapt to environmental chemicals and toxins of interest to DoD by
producing signas (colors, fluorescence) that can be detected remotely.

Develop approaches for engineering biofilms for a variety of DoD applications including sensing; reporting and removing agents of
interest from the environment; power generation; and systematically evaluating mechanisms of biofilm induced failure in metals,
welds, and fabrications methods due to corrosion.

Develop methods to heal limb-threatening wounds without loss of function through approaches that |ead to the regeneration of
functiona tissue (muscle, bone, etc.) rather than debilitating scar tissue.

Demonstrate the adaptation of bacteriato the digestion of cellulose in disaccharides to enable the ability to use cellulose (e.g., grass)
as nutrition and for the prevention of dysentery.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Nanostructure in Biology 5.036 10.442 10.000 11.180

(U)  The Nanostructure in Biology program will investigate the nanostructure properties of biological materias to better understand their
behavior and accelerate their exploitation for Defense applications. This new information about biomolecules will provide important new leads
for the development of threat countermeasures, biomolecular sensors and motors, and molecular interventions to maintain human performance in
the battlefield. This program will also develop approaches to mathematically predict a priori the structure of biological materials, especialy
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proteins, based on the desired performance. This will enable the rapid design of new biosensors against previously unknown threats and the
design of advanced catalysts based on biological activity to produce new materias of interest to DoD (e.g., tailored explosives). In addition,
research will be conducted in the interaction, at the nanoscale, of biotic and abiotic materials and functions, a critical aspect in the development of
advanced prosthetics. Finally, this thrust supported the early, basic work in biomagnetics, which has now been transferred to PE 0602715E,

Project MBT-02.

(8)) Program Plans:

- Demonstrate proof of concept for using nanomagnetics to detect and manipulate individual cells and biomolecules.

- Investigate fundamental issues of hanowire communication with electrically active biologica systems (neurons) including high
density recording, information processing, stimulation patterns, and new computational methods of anaysis.

- Demonstrate image formation through the use of microchip-driven wire to simultaneoudly stimulate thousands of retinal neurons.

- Demondtrate the ability to rapidly (hours as opposed to weeks or months) predict new protein structures that inactivate new biological
pathogens or toxins.

- Demongtrate approaches for making enzymes that catalyze chemical reactions not performed by natural enzymes for the synthesis of
chemicals of interest to the Department of Defense.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Human Assisted Neura Devices (formerly Brain Machine Interface) 7.000 12.000 15.000 15.000

(U)  Thisprogram will develop the scientific foundation for novel concepts that will improve warfighter performance on the battlefield as well
as technologies for enhancing the quality of life of paralyzed veterans. Thiswill require an understanding of neuroscience, significant
computationa efforts, and new material design and implementation. Closed-loop control of peripheral devices using brain signals will be
examined. Examination of different brain regions will be accomplished in order to generate coded patterns to control peripheral devices and
robotics. Techniques will be examined to extract these signals non-invasively. This effort will be conducted with the Veteran's Administration to
ensure approaches are compatible with prosthetic requirements. Technol ogies developed by this program will be exploited by the Revolutionizing
Prosthetics program in PE 0602715E, Project MBT-02.
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(V) Program Plans.

- Extract neura and force dynamic codes related to patterns of motor or sensory activity required for executing simple to complex
motor or sensory activity (e.g., reaching, grasping, manipulating, running, walking, kicking, digging, hearing, seeing, tactile).

- Determine necessary force and sensory feedback (positional, postural, visual, acoustic, and other) from a periphera device or interface
that will provide critical inputs required for closed-loop control of a prosthetic.

- Explore new methods, processes, and instrumentation (e.g., Magnetoencephal ography, optical, IR, and RF) for accessing neura codes
nor-invasively at appropriate spatiotemporal resolution to provide closed-loop control of a peripheral device.

- Demondtrate real time control for recognizing and picking up an item and manipulating it in a realistic complicated environment.

- In partnership with Veteran’s Administration and Walter Reed Army Medical Center, demonstrate the ability to use neural codes for
closed loop control of a prosthetic device.

FY 2004 | FY 2005 | FY 2006 | FY 2007
Bio Detection of Unexploded Ordnance & Land Mines 0.000 1.900 0.000 0.000

V) Continue to develop bee-based UXO detection as a viable technology for landmine detection. Research tasks will focus on the
development of a cost effective, reliable and easy-to-use bee detection system for the DoD, countermine, and homeland security communities.

U) Other Program Funding Summary Cost:

Not Applicable.
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Information Sciences CCS-02 14.872 23.791 19.933 21.958 23.751 23.951 24.951 24.951

(U) Mission Description:

(U)  Thisproject supports scientific study and experimentation on new computational models and mechanisms for reasoning and
communication in complex, interconnected systems in support of long-term national security requirements. The project is exploring novel means
of exploiting computer capabilities; practical, logical and heuristic reasoning by machines; development of enhanced human-computer and
computer-to-computer interaction technologies; innovative approaches to the composition of software; and new learning mechanisms for
systematically upgrading and improving these capabilities. Promising techniques will transition to both ongoing and system-level projects.

U) Program Accomplishments/Planned Programs:

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Computer Exploitation and Human Collaboration 14.872 23.791 19.933 21.958

(U)  The Computer Exploitation and Human Collaboration program is developing highly innovative information processing technologies that
will alow warfighters and commanders of the future to interact intuitively with computers, enable a new generation of collaboration methods and
information acquisition in a natural way, and provide intelligent seamless exchange of information in aworld where computing devices are
ubiquitous and heterogeneous. The program is exploring new human-machine interaction (HMI) paradigms where computing and
communications systems reason about warfighter’s and commander’s goals and capabilities, and use this information to drive the interaction.
Technical challenges include architectures for software agents (including mobile code); redesign of classical computer operating systems; secure
exchange of information over insecure channels; and robust, natural modes for increasing information and knowledge; and organizing both into
easily retrievable, re-usable forms. Research is addressing breakthrough techniques for distilling key concepts from massive amounts of
information and novel information presentation modes to provide concise, salient Situational awareness. Work includes creation of powerful
multi-agent systems and tools for effective decision-making and analysis in complex, multi-participant environments; high-performance, user-
centered interfaces capable of understanding the warfighter and commander’ s combined natural communication and activity patterns; and
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fundamenta technologies for integrating information expressed in different modalities and formats, which is currently a critical bottleneck to
timely military situational awareness.

(U)  The Computer Exploitation and Human Collaboration program is also exploring the fundamental science of interconnected systems to
provide powerful mathematical tools for understanding the intrinsic properties and complexities of large-scale networks and other distributed
systems. Thisfoundationa research isimperative for future design of robust systems that break out of the established tradition of piece-wise
patching current infrastructures. The resulting mathematical tools will alow development and defense of critical infrastructures; and create more
efficient, reliable data networks for the warfighter. The security of the nation depends on interconnected systems, such as the power grid,
telecommunications systems, socia and organizational networks, economic and financial systems and command and control structures. These
networks can suffer dramatic failures (examples include the Midwestern power grid outage and the increasingly mission-critical yet fragile internet
infrastructure). Such failures can potentialy be prevented or controlled through a fundamental, quantitative understanding of the intrinsic
properties of networks, or more generally, any interconnected system. Deeper scientific foundations for what might be called “ network
understanding” will eventually generate dramatic new capabilities for the DoD while at the same time generating benefits for civilian applications.
Overall, the program will provide vastly expanded power and improved interaction for a wide range of military tasks and environments.

(9)] Research on machine intelligence over the last two decades has revealed that many reasoning problems are inherently computational
complex, and in many cases, intractable. The Real-World Reasoning thrust (REAL) is developing foundational technologies, heuristic
approaches, and tools necessary to enable effective, practica machine reasoning about increasingly complex, large-scale problems on time scales
and with accuracies that will aid commanders and warfighters in assessing the consequences of specific actions and strategies, and predict future
results. This research will push the envelope of deep-reasoning decision-making by systematically considering interactions among multiple teams
of warfighters, robots and weapon systems in strategic settings where each team may have different or varying goals. The key technologies under
investigation are effective, practical inferential reasoning in realworld situations with complexity and uncertainty; novel paradigms for learning
from experience, events, and actions that affect the final outcome of a situation or scenario; integration of multiple reasoning paradigms;
representation and reasoning with information that changes constantly over time; reasoning about the goals of other agents; pragmatic reasoning
that uses appropriate default assumptions to respond intelligently; and appropriate metrics for measuring cognitive behavior and performance.
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(V)

U)

Program Plans:

Develop new forms of human-computer interaction that enable humans and computers to work as synergistic teams. Aninitial suite
of technologies has been devel oped and tested.

Explore cognitive models for integrating users natural communication modalities (e.g., spoken language, gesture, and gaze) for a new
class of interfaces. Preliminary work on spoken language input and gesture has been done and tested for robustness.

Develop adaptive multimodal processing techniques tailored to the user, task, and environment, assessing performance and usability
advantages within multimodal systems.

Develop a mixed-initiative multi-threaded task manager that is advisable by the user, able to aert the user to key activities and events,
and able to be told limited forms of new knowledge.

Establish multidisciplinary studies of large-scale interconnected systems drawn from the fields of information theory, complexity
theory, adaptive systems, diffusion theory, group theory and socid network analysis.

Identify fundamental properties common across different types of networks and other distributed systems.

Investigate the relationship between the statics and dynamics of networks, and relate these to important phenomena (such as tipping
points) and properties (such as the resilience of networks to attacks and failures).

Develop methods for combining statistical and knowledge-based reasoning and learning algorithms.

Develop and demonstrate scal able high-performance reasoning techniques and knowledge representation methods that perform
temporal reasoning, handle rapid changes in information, and deal with tempora static uncertainty.

Develop innovative techniques for dramatically reducing the complexity and processing required for reaching conclusionsin
propositional logic systems.

Evduate algorithms to find the dominant plan and/or the Nash equilibrium solution from a given set of plans for avariety of reasoning
tasks, such as effective coalition formation.

Develop strategic reasoning tools that will aid decision-making in distributed environments, and will systematically incorporate
information, incentives and goals in a complex multi-adversarial environment.

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2004 FY 2005 FY 2006 FY 2007 FYy 2008 | FY 2009 FY 2010 FY 2011
Electronic Sciences ES-01 27.854 33.965 23.783 23453 25.169 25.679 26.752 26.752

(U) Mission Description:

(U)  Thisproject seeks to continue the phenomenal progress in microelectronics innovation that has characterized the last decades by exploring
and demonstrating electronic and optoel ectronic devices, circuits and processing concepts that will: 1) provide new technical options for meeting
the information gathering, transmission and processing required to maintain near real-time knowledge of the enemy and the ability to
communicate decisions based on that knowledge to al forces in near rea-time; and 2) provide new means for achieving substantia increasesin
performance and cost reduction of military systems providing these capabilities. Research areas include new electronic and optoel ectronic device
and circuit concepts, operation of devices at higher frequency and lower power, extension of diode laser operation to new wavel ength ranges
relevant to military missions, development of uncooled and novel infrared detector materials for night vision and other sensor applications,
development of innovative optical and electronic technologies for interconnecting modules in high performance systems, research to realize field
portable electronics with reduced power requirements, and system and component level improvements to provide greater affordability and
reliability. Additionaly, electronically controlled microinstruments offer the possibility of nanometer-scale probing, sensing and manipulation for
ultra-high density information storage “ on-a-chip,” for nanometer-scale patterning, and for molecular level anaysis and synthesis. These
microinstruments may also offer new approaches to integration, testing, controlling, manipulating and manufacturing nanometer-scale structures,
molecules and devices.

(U) Program Accomplishments/Planned Programs:

FY 2004 | FY 2005 | FYy 2006 | FY 2007
University Photonic Opto-Centers 11.568 7.072 5.922 9.245

(U)  Thisprogram is dedicated to coupling university based engineering research centers of excellence with appropriate industry groups to

conduct research leading to development of advanced optoel ectronic components. Such components are critical to enhancing the effectiveness of

military platforms that provide warfighter comprehensive awareness and precision engagement. Topics researched include emitters, detectors,
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modulators and switches operating from infrared to ultraviolet wavelengths, and related heterogeneous material's processing and device fabrication
technologies for realizing compact, integrated optoelectronic modules. The University Opto-Centers Phase Il program will facilitate and enhance
interaction between the devel opers of cutting edge photonic device technology in the industry and academic researchers that exploit these devices
for novel applications. Industrial participants benefit by getting feedback from potentia users of their device technology as well as by ensuring
that the graduates are trained in the latest device technologies.

(8)) Program Plans:

Evauate novel methods for the design, fabrication and demonstration of chip-scale modules that integrate photonic, electronic and
MEMS based technologies.

Characterize the impact of these new technologies on applications in the areas of bio-photonics, optically addressed memory and on-
chip optical interconnects.

Fabricate and test individual chip-level sub-assemblies for later use in prototype devel opment.

Design and fabricate prototype modules using the system-on-a-chip approach.

Develop testbeds capable of fully measuring and characterizing the mixed technol ogies implemented in the chip-scale components.
Evaluate the performance characteristics of the prototype modules and determine the highest payoff dual use development paths.
Identify and enlist industrial participants.

Develop a process for competitive selection of Phase |1 university participants.

Identify a common set of photonic devices most widely used/requested and make them immediately available for experimentation.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Semiconductor Technology Focus Centers 5.000 10.000 8.876 10.000

(U)  The Semiconductor Technology Focus Center Research program concentrates on exploratory and fundamenta semiconductor research
efforts that solve the most critical, long-term scaling challenges in the fabrication of high performance complex integrated circuits. This program
will develop new design and fabrication approaches and will demonstrate technologies for reaching nano-scale device dimensions and hyper-scale
integrated circuits that will meet future military needs.
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(V) Program Plans:

- Deveop efficient platform-based design methodologies and low latency interconnect technologies for complex integrated circuits that
have application in high performance signal processing and communications systems.

- Develop methods for physics-based smulations of performance of deeply scaled switching device structures and circuit architectures.

- Develop the interface methodology for efficient handling and compilation of design object information for complex military integrated
circuits.

- Deveop circuit architectures that reduce long interconnects.

- Develop novel device fabrication and integration approaches for deeply scaled transistors and architectures for high performance
mixed signa circuits for military needs.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Molecular Photonics(MORPH) (formerly Supermolecular Photonics Engineering) 5.168 6.893 7.885 2610

V) Large dendritic and other highly branched organic molecules offer great potential for active photonic applications. Three-dimensiona
molecular structure and shape can be engineered to orient and immobilize opticaly active substituents to achieve much higher electro-optic
activity than with traditiona polymer systems. The ability to engineer molecular structure, shape, energy transport, and chemical composition
offers the potential for distinct electronic energy level engineering without the traditional semiconductor crystd lattice. Thiswill alow more
freedom to tailor electromagnetic response of individual molecules to achieve functionality not possible in semiconductors. Potentia applications
include: direct conversion of sunlight to power ("optical antenna'), inversion-less lasers and e ectromagnetically induced transparency (coherent
organic emitters, and dow light materials), high performance photorefractive materials for signal processing and hol ographic memory, optica
limiters and saturable absorbers as well as high performance modulators.

V) Program Plans:
- Model and simulate advanced structures for four classes of applications.
- Improve modeling capability for predicting macro functionality from nanostructure.
- Emphasize chemical synthesis.
- Address parameters such as thermal stability, environmental chemistry tolerance (O,, H,0, etc) and photochemistry.
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- Fabricate initial devices; continue modeling maturation.

- Fina materia synthesis, prototype device fabrications, characterization and demonstration.

Fy 2004 | FY 2005 | FY 2006 | FY 2007
Advanced Photonics Research 2450 3.500 0.000 0.000
V) Program Plans:
- Continue research in photonic composites and device fabrication.
Fy 2004 | FY 2005 | FY 2006 | FY 2007
Photonics Technology Access Program (PTAP) 3.668 2.500 1.100 1.598

(V)

The main goal of the Photonic Technology Access Project (PTAP) isto create a mechanism for providing the latest prototype

optoelectronic devices and custom materials to systems researchers. The program seeks to build bridges between the device and systems research

community, the university and industrial community and the teaching and research community.

FY 2004

FY 2005

FY 2006

FY 2007

Nanophotonics Systems Fabrication

0.000

3.000

0.000

0.000

C)
integration and packaging.
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Fy 2004 | FY 2005 | FY 2006 FY 2007

Repeatable & Robust Lithographic Processes 0.000 1.000 0.000 0.000

V) Develop nove lithographic devices and new processes.

U) Other Program Funding Summary Cost:

Not Applicable.
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Materials Sciences MS-01 46.895 54.036 33.985 34.450 34.625 35.338 36.968 36.968

(U) Mission Description:

(U)  Thisproject provides the fundamental research that underpins the devel opment of advanced nanoscale and bio-molecular materials,
devices and electronics for DoD applications.

(U) Program Accomplishments/Planned Programs:

FY 2004 | FY 2005 | FY 2006 | FY 2007
Nanoscale/Bio-molecular and Metamaterials 7.845 14.051 11.000 11.450

V) The research in this thrust area exploits advances in nanoscale and bio-molecular materials, including computationally based materials
science, in order to develop unique microstructures and properties of materials. Thisincludes efforts to develop the underlying physics for the
behavior of materials whose properties have been engineered at the nanoscale (Metamaterials) level.

(8)) Program Plans:

- Develop theoretical understanding and modeling tools for predicting novel metamaterial structures that exhibit superior microwave
and magnetic properties for DoD electric drive and propulsion, power el ectronics, antenna, and radar applications.

- Develop dgorithmic approaches for predicting properties and structure of nano-scale and meta-materials using first
principles/quantum mechanical methods with higher accuracy and reduced computational complexity.

- Couple the algorithmic approaches to methods that extract parameters for smulation of materials at larger spatial scales while
conducting experiments to verify/validate the predicted properties at al spatial scales.

- Explore fundamental behavior of nanostructured materias that display quantum and/or non-equilibrium behavior.
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Develop theoretical advances to characterize the propagation of random effects through differential equation models of
electromagnetic material systems to allow interpolation, extrapolation, and hybridization of solutions to known systems to closely
related “ perturbed” systems.

Develop advanced image detector materials to instantly and ssimultaneously detect one structural (computed tomography) and two
functional (position emission tomography and single photon emission tomography) images of medical and life science interest.
Demonstrate materials capability to alow multimodal imaging system with two orders of magnitude increased scan speed and
detection for ultra-rapid baggage screening and non-destructive testing and evaluation.

Develop approaches for exploiting femtosecond laser pulses to generate multi-spectral imaging capable of examining nanostructured
materials.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Engineered Bio-Molecular Nano-Devices and Systems 5.200 10.985 10.985 11.000

(U)  Thisprogram seeks to develop and demonstrate engineered bio-molecular nano-scale devices that enable real time observation and
analysis of bio-molecular signals, thus enabling single molecule sensitivity with the s multaneous exploitation of the temporal domain (i.e.,
stochastic sensing). Arrays of such devices will enable an order of magnitude (10 to 100X) reduction in the time required for analysis and
identification of known and unknown (engineered) molecules.

(9)] Program Plans:

Engineer hybrid biological/inorganic device architectures that optimize compatibility and information transfer between biological and
non-biological materials with single molecule sensitivity.

Develop new and innovative technologies in the areas of device architecture, design, interconnection, fabrication and integration of
organic and inorganic materials to enable measurement of time constants of single molecule events.

Develop techniques to perform direct, dynamic, stochastic and combinatorial analysis of bio-molecular signalsin order to characterize
unique molecular signatures based on such analysis (i.e., automatic recognition) of various biological/chemical targets.

UNCLASSIFIED
R-1Line Item No. 1
Page 24 of 28 24



UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) DATE February 2005
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1Basc Research PE 0601101E, Project MS-01
FY 2004 | FY 2005 | FY 2006 | FY 2007
Spin Dependent Materials and Devices 13.600 6.000 12.000 12.000

(U)  Themagor emphasis of thisthrust isto provide the theoretical and experimental underpinnings of a new class of semiconductor electronics
based on spin degree of freedom of the electron, in addition to (or in place of) the charge. Not only will this class of electronics lead to novel and
faster electronic devices, but it will also serve as one of the key technology enablers for quantum communications and quantum computation.

(8)) Program Plans:
- Demonstrate a room temperature spin light emitting diode (spin LED).
- Demondtrate a spin transistor with significant gain.
- Demonstrate spin coherent optical devices operating at speeds approaching a terahertz.
- Demonstrate a phase coherent and phase controlled device operating above 10 GHz.
- Demongtrate a scaleable spin-based implementation for quantum logic gates.

- Scale magnetic random access memory down into the few nanometer bit size by replacing magnetic field switching with spin

momentum transfer switching.

- Develop new storage class memories with 100 — 1000 times the density of MRAM, DRAM or FLASH using magnetic domain walls

as the storage media and spin momentum transfer as the read and write protocol.

- Demongtrate highly tunable, coherent microwave and millimeter wave radiation with on-chip nanoscale devices using spin electronics.
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PE 0601101E, Project MS-01

FY 2004 | FY 2005 | FY 2006 | FY 2007
Spin Electronics 12.750 16.200 0.000 0.000
V) Program Plans:
- Continue to explore new directions in spin electronics to determine areas important for continued DoD investment.
- Continue exploration of the benefits of using the spin degree of freedom in organic electronics.
- Continue to study spin dynamics in nanostructures.
- Continue exploring new materials and structures that exhibit spin dependent behavior.
Fy 2004 | FY 2005 | FY 2006 | FY 2007
Joint Collaboration on Nanotechnology 1.700 0.000 0.000 0.000

V) Program Plans:

- Continued to investigate the potential enabling impact of recent nanotechnology material developments in biotechnology applications.

FY 2004

FY 2005

FY 2006

FY 2007

Joint Collaboration on Nanotechnology and Biosensors

3.000

0.000

0.000

0.000

(9)] Program Plans:

- Funded a consortium of university researchers that investigated the potential application of nanotechnology for advanced biosensor

developments.
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Fy 2004 | FY 2005 | FY 2006 FY 2007

Nano- and Microgectronics 2.800 0.000 0.000 0.000

V) This research provided the tools for devel oping molecular el ectronics technologies to enable construction of electronic circuits at the
nanometer-scale for computation.

(8)) Program Plans:
- Demonstrated computing with molecular-scale structures —i.e., nanometer-scale structures.
- Characterized and organized nanometer-scale materials.

FY 2004 FY 2005 | FY 2006 FY 2007

Molecular Electronics 0.000 1.900 0.000 0.000

V) Program Plans:
- Provide tools for developing molecular el ectronics technol ogies to enable construction of electronic circuits at the nanometer-scale for

computation. Research focuses on the smulation and direct-write fabrication of room temperature single electron transistors using
focused ion beam instrumentation.
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FY 2004

FY 2005 FY 2006 FY 2007

Comparative Genomics for National Security Goals

0.000

3.000 0.000 0.000

V) Program Plans:

- Develop new approaches to examine prognostic epidemiology using comparative genomics.

FYy 2004 | FY 2005 | FY 2006 FY 2007
Material Characterization and Meteorology Center 0.000 0.500 0.000 0.000
V) Program Plans:
- Develop tools and methods for characterization of materials.
FYy 2004 | FY 2005 | FY 2006 FY 2007
Space Based Active Sensors 0.000 1.400 0.000 0.000

U) Other Program Funding Summary Cost:

Not Applicable.
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~ R-11TEM NOMENCLATURE
Information and Communications Technology

PE 0602303E, R-1 # 12

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide

BA2 Applied Research

COST (In Millions) FY 2004 | FY 2005 | FY 006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | Fy 2011
Total Program Element (PE) Cost 0000 | 187.767 | 198831 | 213723 | 245838 | 245670 | 235670 | 230670
Intelligent Systems & Software IT-01 0000 | 16550 | 0000 | 0000 | 0000 | 0000 | 0000 | 0000
gig;np‘gﬁrfggnce and Global Scale 0000 | 60130 | 70143 | 75000 | 100000 | 100000 | 100.000 | 100.000
:Qf_%gma“o” Assuranceand Survivability | 5000 | 53698 | 62044 | 60036 | 70617 | 70077 | 70077 | 70077
Language Trandlation I T-04 0000 | 57380 | 65744 | 69687 | 75221 | 75593 | 65593 | 60593

(U) Mission Description:

(U)  The Computing Systems and Communications Technology program element is budgeted in the applied research budget activity because it

is directed toward the application of advanced, innovative computing systems and communications technologies. This program element and the
four projects included within it were created in accordance with congressional intent in the FY 2005 DoD appropriations bill with prior year
funding budgeted in PE 0602301E, Projects ST-11, ST-19, ST-24, and ST-29.

(U)  Thelnteligent Systems and Software project develops new technology for software creation, processing and database management to
significantly improve software for systems that produce, store, and analyze information about battlespace operations. 1t devel ops fundamentally
new techniques for: (1) transforming signals into descriptions of battlespace entities; (2) exchanging information about entities among different
systems at both the syntactic and semantic levels, and (3) managing that information exchange as situations and resources change over time.

(U)  The High Performance and Global Scale Systems project develops the computing, networking, and associated software technology base
underlying the solutions to computational and information-intensive applications for future defense and federal needs. These technologies will
lead to successive generations of more secure, higher performance, and cost-effective systems; associated software technologies; advanced mobile
information technology; and prototype experimental applications critical to defense operations.
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(U)  TheInformation Assurance and Survivability project is developing the technology required to make emerging information system
capabilities (such as wireless and mobile code/mobile systems) inherently secure, and to protect DoD's mission-critical systems against attack
upon or through the supporting information infrastructure. These technologies will enable our critical systems to provide continuous correct
operation even when they are attacked, and will lead to generations of stronger protection, higher performance, and more cost-effective security
and survivability solutions scalable to several thousand sites.

(U)  TheLanguage Trandation project will develop and test powerful new Human Language Technology that will provide critical capabilities
for awide range of national security needs. This technology will enable systems to (a) automatically exploit large volumes of speech and text in
multiple languages; (b) revolutionize human-computer interaction via spoken and written English and foreign languages; (c) perform computing
and decisionrmaking tasks in stressful, time-sensitive situations; and (d) become active, autonomous agents/assistants to anaysts, operators and
warfighters by collating, filtering, synthesizing and presenting information in timely and relevant forms.

) Program Change Summary: (In Millions) FY 2005 FY2006 FY2007
Previous President’ s Budget 191456  226.016  248.989
Current Budget 187.767  198.831 213.723
Totd Adjustments -3.689 -27.185 -35.266

Please note that this program element has been newly created from projects previously funded in PE 0602301E. The Previous
President’ s Budget amount reflects projects ST-11, ST-19, ST-24, and ST-29 funded under that PE.

Congressional program reductions -4.889

Congressiond increases 1.200

Reprogrammings 0.000

SBIR/STTR transfer 0.000
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(U) Summary Explanation:

FY 2005 Decrease reflects congressional undistributed reductions offset by a congressional add for Secure Group

Communications.

FY 2006 — 2007  Decrease reflects the termination of Project IT-01 in FY 2006 as programs transfer to the Network Centric Enabling

Technology project (TT-13) in PE 0602702E. This decrease is offset by an increase in the Language Trandation

project (1T-04) where the next generations of speech and text trandation devices are budgeted.
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COST (In Millions) FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011
Intelligent Systems and Software IT-01 0.000 16.550 0.000 0.000 0.000 0.000 0.000 0.000

(U) Mission Description:

(U)  Thisproject develops new technology for software creation, processing, and database management to significantly improve software for
systems that produce, store, and analyze information about battlespace operations. The software generates new techniques for: (1) transforming
signals into descriptions of battlespace entities; (2) exchanging information about entities among different systems at both the syntactic and
semantic levels; and (3) managing information exchange as Situations and resources modify over time. Firgt, the design of complex Command,
Control, Communications and Computation Intelligence, Surveillance, and Reconnaissance (C*ISR) systems are accelerated by formalizing
descriptions of semantics, performance, and resource levels and developing design tools to use those formalisms to assemble systems. Second, the
software enables field integration of legacy systems by providing general purpose tools that use these formalisms to search, browse, display, and
combine services available to a command center, especialy in coalition environments. This program element and project were created in
accordance with congressiona intent in the FY 2005 DoD appropriations bill. Prior year funding was budgeted in PE 0602301E, Project ST-11
and is noted as a memo entry in each program below.

U) Program Accomplishments/Planned Programs:

Fy 2004 | FY 2005 | FY 2006 | FY 2007

DARPA Agent Markup Language (DAML) (8.916) 10.545 0.000 0.000

(U)  The DARPA Agent Markup Language (DAML) program will develop military software tools for use on Intelink and other emerging
Command and Control Link systems. The focus of the program is to develop technologies that enhance interoperability and extend the reach of
the World Wide Web to programs, sensors, and other data sources. Moreover, the program will enable agent-based programs to share information
through those mechanisms. DAML will develop a software language linking the information of a web resource to machine-readable semantics
(ontology) which describes both data contents and service providers. This effort will provide new technologies for the intelligent integration of
information across a wide variety of heterogeneous military sources and systemsin rea time. In addition, DAML is developing and evaluating a
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set of tools to transform existing intelligence and command/control software and enables the operation in network-centric computing
environments, through the use of DAML ontologies and service descriptions. Without these automated tools, the cost of bringing older software
systems into network-centric computing environments can be prohibitive. DAML tools help correlate application-specific ontologies to shared
database schema, construct trand ators from application data structures to database schema, and build mediators that convert product streams from
publishers to subscribers.

(9)] Program Plans:
- Perform experimental analysis on and deploy Intelink DAML Briefing and Search Tools on an operationa Intelink node.
- Demongtrate and prototype DAML tools for web applications for the Military and National Intelligence Community.
- Prototype suite of additional tools to encapsulate legacy software to support DAML ontologies, logics, and service descriptions.
- Conduct experimenta analysis of DAML applications.
- Build example mediators to convert data among DAML ontologies, referencing external knowledge bases.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Automatic Target Recognition Technology (4.502) 5.000 0.000 0.000

(U)  The Automatic Target Recognition Technology (ATRT) program will develop new sensor exploitation aids to detect targetsin high
volume sensor data with minimal human support. This program will support very large sets of targets (thousands of target types) with high
identification performance and very low false alarm rates, as well as develop modeling methods to account for target variability, caused by partia
damage, design difference, or equipment loaded onto the exterior of the vehicle. The program will support interaction with humans to supply
operational context, guide hypothesis development, and adapt models. By devel oping techniques for in-the-field training of models, signatures,
and scoring parameters, ATRT will identify vehicle-specific signatures and devel op new target fingerprinting techniques. Finaly, new methods to
assist humans in achieving precise identification of ad hoc, poorly defined targets will be developed. The program supports rapid and accurate
detection, recognition, and identification of targets in high volume sensor imagery. The imagery will enable a dramatic reduction in sensor-to-
shooter timelines, supporting dynamic target engagement. Follow-on efforts are being pursued in PE 0603767E, Project SEN-02.
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V) Program Plans:

Obtain aregular supply of data from field and developmental sensors, covering numerous target types in many environmental settings.
Estimate ground truth for those data to provide a foundation for periodic performance assessments.

Extend existing performance analyses to provide bounds on detection, identification, and fingerprinting performance for thousands of
vehicle types.

Develop model generation, model update, detection, recognition, identification, and fingerprinting algorithms based on a range of
technical approaches.

Periodically assess technologies on the field data, computing statistically significant estimates of performance to compare against the
analyses.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Rapid Software Composition for Embedded Systems (2477) 1.005 0.000 0.000

(U)  The Rapid Software Composition for Embedded Systems program devel ops technology to permit rapid assembly of heterogeneous C*ISR
components for execution on complex, highly paralel, real-time embedded architectures. The technology will explore techniques to permit rapid
parallel code development and optimization and to leverage advanced architectures for development, exploration, and rapid deployment of C*ISR
components. This program will provide tools and software libraries that allow C*ISR systems to be rapidly assembled from discrete, pretested
components. In addition, developers will be assisted in assembling and tailoring C*ISR systems for mission-specific tasks. Furthermore, the
technology will facilitate mapping C'1SR system components onto advanced run-time architectures for high performance operations in limited
footprint environments (airborne, tactical vehicle, afloat). The tools created will optimize new C'ISR capabilities using spiral development
processes without loss of performance.

V) Program Plans:

Identify a set of challenge applications across the spectrum of C*ISR missions.

Assemble alibrary of kernel algorithm components.

Map the kernel components onto representative hardware architectures.

Develop input/output/state descriptions of each kernel component, as mapped to each architecture.

Congtruct tools to assemble kernel components into systems, including data flows and process/processor assignments.
Build predictive models of systems assembled from kernel components.
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L)

- Veify run-time feasibility and achievement of required performance.
- Vadlidate the tools and models within the challenge applications.

Other Program Funding Summary Cost:

Not Applicable.
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High Performance and Global Scale 0000 | 60130 | 70143 | 75000 | 100000 | 100.000 | 100.000 | 100.000
Systems I T-02

(U) Mission Description:

V) This project develops the computing, networking and associated software technology base required to support future defense and federa
needs for computational and information-intensive applications. These technologies will lead to successive generations of more secure, higher
performance, and more cost-effective computing systems. The project will also develop critical associated software technologies, advanced
mobile information technology, and prototype experimental applications critical to defense operations. The project comprises two primary
components — Responsive Computing Architectures and Network Embedded Technology. This program element and project were created in
accordance with congressiond intent in the FY 2005 DoD appropriations bill. Prior year funding was budgeted in PE 0602301E, Project ST-19
and is noted as a memo entry in each program below.

(U) Program Accomplishments/Planned Programs:

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Responsive Computing Architectures (78.351) 60.130 70.143 75.000

(U)  The Responsive Computing Architectures component is bringing much-needed flexibility to DoD systems. It is devel oping integrated
computing subsystems that will respond in real-time to dramatic changes in mission application requirements and operating constraints based on
the mission of the day. Current projects are focused on energy/power management, quality of service, agorithm/application computing diversity
and scalable computing efficiency. The technologies devel oped here have direct and significant impact for military systems, such as the Land
Warrior/Objective Force, ground and airborne autonomous devices, distributed sensors, space sensors and intelligence collection ground systems.
The Responsive Computing Architecture component comprises Power Aware Computing and Communications, and High Productivity Computing
Systems.
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(U)  The Power Aware Computing and Communications (PAC/C) program is developing an integrated software and hardware power
management technology suite comprising novel techniques that may be applied to al levels of a system from the chip/device level to the
algorithm/application level. Embedded military computing systems such as future Land Warrior systems, autonomous devices, distributed sensors
and space sensors have demanding dynamic computational requirements, but extremely limited energy resources. PAC/C will enable embedded
computing systems to reduce energy requirements by ten to one hundred times for energy-constrained military applications ranging from hand-
held computing devices to unmanned aerid vehicles.

(U)  The High Productivity Computing Systems (HPCS) program will provide DoD with significant technology and capability advancements
for the national security and industrial communities by filling a critical gap between today’ s late 1980’ s based high performance computing
systems and the future promise of quantum computing. This program is targeting high-end tera-to-petascal e computing in medium-to-long-term
national security missions where, according to two recent DoD studies, U.S. superiority and security are threatened. The technology development
plan is being executed in three phases that will extend to the end of this decade. The three phases are (1) concept study, (2) research and
development, and (3) full-scale development. HPCS will address a number of critical technology barriers over the next decade: (1)
processor/bandwidth performance efficiency; (2) software availability/reliability for large-scale computing systems, (3) integral hardware,
software, application robustness; (4) intrusion resistance; (5) run-time software brittleness; (6) time-to-solution; and (7) cost of developing,
operating, maintaining, and upgrading DoD national security applications. Through HPCS technology, performance and efficiency for critical
national security applications will realize aforty-fold improvement. Early identification of high-end computing application requirements, metrics
and performance prediction tools will be used throughout the program to assess both technical and schedule progress.

(8)) Program Plans:
- Power Aware Computing and Communications.
-- Provided a beta release of the PAC/C energy-aware smulator and modeling framework for the PAC/C subscale devel opers to
evaluate.
-- Deveop thefina subscale demonstration projects.
--  Execute the final PAC/C demonstrations.

- High Productivity Computing Systems.
--  Perform afocused industry R& D Engineering Phase |1 effort that will evaluate, smulate, and prototype the innovative HPC
system architectures selected from the Phase | concept studies.
-- Reease apha“vaue-based” productivity metrics and benchmarks to guide future program research and development activities.
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-- Address large-system brittleness by exploring hardware and software reliability and fault tolerance capabilities, active application
software bug tolerance, and intrusion identification and resistance.

-- Evaluate dternative balanced system architectures comprising of processors, memory, interconnects, software, and programming
environments that will result in high productivity computing systems.

-- Perform critical technology assessment and full-scale engineering readiness review of the Phase || HPCS petascal e systems and
their viability for implementation in the 2010 timeframe.

-- Perform down-select from the Phase || R&D participants based on their readiness for full scale development (Phase I11), their
ability to address the government’s HPC needs in the 2010-2011 timeframe, and their commercial viability.

-- Implement basic and applied software research in the revitalization of high-end computing.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Network Embedded Technology (20.010) 0.000 0.000 0.000

(U)  The Network Embedded Technology component developed software technology for distributed, real-time, and embedded applications,
ranging from tens of computing nodes to over amillion. Each program is driven by carefully selected Open Experimental Platforms to facilitate
the continuous evaluation of progress and end-user influence. By using mgjor theoretica breakthroughs during the past decade in hybrid systems,
statistical physics, finite-size scaling, generative programming, and distributed control, the programs have a solid foundation to achieve the
ultimate goa of revolutionizing how software-intensive embedded platforms are built for the DoD.

V) The program has developed technology to support faster and more reliable development of tactical software— that is, distributed real-time
and embedded software for tactica applications, and in particular for the time-critical targeting domain. This technology is enabling programmers
to safely and productively integrate so-called "cross-cutting" aspects, such as concurrency, Synchronization, security, and memory management,
with core functionality that implements the interaction of tactical software with the diverse and evolving suite of sensors and actuators that
constitute the sensor-to-decision maker-to-shooter chain. The reusable code-base, tools and reference applications delivered by the program more
effectively exploit human effort to produce high-quality software that has the adaptability, robustness, and efficiency required by time-critical
targeting systems.
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(V) Program Plans:

Developed scalable techniques for validation of tactical embedded software by computerized analysis of models of the system.
Developed language representation and compilation techniques for fine-grained and coarse-grained; aspect-oriented programming
of tactical embedded systems.

Developed a mechanism whereby quality-controlling functionality can be packaged in a portable and reusable form, and that is
suitable for automated integration by the analysis and composition tools.

Developed model-driven tools and representations for generating military system software that supports flexible binding, meaning
that the allocation of resources to software functions may take place at any time after system design, up to and including during
deployed system operation.

Developed quality-of-service enabled services for persistence, fault tolerance, and high- bandwidth sensor data transmission, such
as those services that are required by the highly dynamic nature of modern air-to-ground warfare.

Developed catalogs of patterns and pattern languages that formalize the successful techniques associated with developing tactica
embedded systems middleware and applications.

U) Other Program Funding Summary Cost:

Not Applicable.
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U) Mission Description:

(U)  Thisproject is developing the technology required to make emerging information system capabilities (such as wireless and mobile
code/mobile systems) inherently secure, and to protect DoD's mission-critical systems against attack upon or through the supporting information
infrastructure. These technologies will enable our critical systems to provide continuous correct operation even when they are attacked. The
technologies will also lead to generations of stronger protection, higher performance, and more cost-effective security and survivability solutions
scalable to severa thousand sites. Technologies devel oped under this project will be exploited by al the projects within this program element, and
by the Command and Control Information Systems (Project CCC-01, PE 0603760E), Information Integration Systems (Project CCC-02, PE
0603760E), Joint Warfare System (Project NET-01, PE 0603764E), Maritime Systems (NET-02, PE 0603764E), and other programs that satisfy
defense requirements for secure, survivable, and network centric systems. This program element and project were created in accordance with
congressional intent in the FY 2005 DoD appropriations bill. Prior year funding was budgeted in PE 0602301E, Project ST-24 and is noted as a
memo entry in each program below.

(U) Program Accomplishments/Planned Programs:

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Fault Tolerant Networks (2.191) 2.000 0.000 0.000

V) The primary goa of the Fault Tolerant Networks program is to develop technol ogies that provide for continuous and correct network
operation even when attacks are successful. By developing reliable, ad-hoc, and adaptive networking protocols that allow for communications
between peers during conditions of known or suspected faults or attacks in wide-area networks, this program has devel oped technologiesto
dramatically improve communications across the network. The program also seeks a number of different networking protocols and technologies
that will improve network security and provide quantitative statistical metrics that allow for the objective evaluation of network performance when
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fault condition exists or attacks are on-going or suspected. These technologies are reducing the amount of damage sustained during an attack,
allowing networks to maintain an acceptable, minimum level of functionality. Technologies for strengthening networks have been developed by
introducing fault tolerance capabilities against possible attacks at the network level, emphasizing integrity and availability. In addition,
technologies for mitigating potential vulnerabilities associated with denia of service attacks have been developed. The most promising of these
technologies are being tested in operationally relevant experiments with U.S. warfightersin DARPA’s Partners in Experimentation program,
which is also budgeted in this project.

(8)) Program Plans:

Developed a unified mode for multi-path communication.

Developed protocols for reliably communicating between peers in ad-hoc networks and adaptive multi-path forwarding protocols for
tolerating and adapting to faultsin wide-area networks.

Demonstrated attack profiling and filtering algorithms that discard a high percentage of Distributed Denial of Service (DDoS) traffic
and alow percentage of non-DDoS traffic.

Extended an overlay network prototype to integrate boundary security, enforcing overlay separation and preventing leakage of traffic
onto the base network.

Demonstrated statistical measures that are both efficient and effective at detecting traffic that contributes to a DDoS attack that
originates multiple network “hops’ back from the attack target.

Implement and evaluate distributed queuing in prototype router hardware while continuing fundamental studies of distributed queuing
algorithms, with a focus on agorithms that support reservation-oriented traffic.

Deveop tools for measuring and communicating the structure of network topologies in both wide-area and mobile environments and
for measuring underlying latencies, service times, and characteristics that constrain the best possible network availability solutions.

UNCLASSIFIED
R-1 Line Item No. 12
Page 14 of 30 42




UNCLASSIFIED

K i DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2005
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Information and Communications Technology
BA2 Applied Research PE 0602303E, Project IT-03

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Dynamic Coditions (2.009) 2.000 0.000 0.000

(U)  The Dynamic Codlitions program has developed technologies that alow the formation of partnerships between and acrass organizations
that are seeking joint collaboration to provide secure networking communications, improve policy management and group communications, and
provide for the improved security of infrastructure services and data sharing. Given that future U.S military operations will be increasingly
“joint,” involving multiple branches of the U.S. Armed Forces and, potentially alied or other coalition forces, secure and accessible
communication will be critical for future war-fighting scenarios outlined in Joint Vision 2020. This effort has leveraged recent advancementsin
wireless networking technologies by investigating those technologies that can migrate coalition information assurance tools from servers to
gateway radios, thereby alowing such functionality to spread throughout the coalition. The most promising technologies sought under this
program are being tested in operationally relevant experiments with U.S. warfighters in DARPA’ s Partners in Experimentation program which is
aso budgeted in this project.

(8)) Program Plans:

- Developed anew formalism for application level policies to accommodate new aspects of policy that do not manifest at the network
layer, such as access control mechanisms.

- Developed specific technology to enable multi-level network management and multi-level message passing.

- Completed the implementation of the surrogate trust negotiation architecture for supporting trust negotiation in a wireless
environment.

- Experimentaly prove that architectures that incorporate reusable tickets or tokens can eliminate the need for repetitive, heavyweight
trust negotiations between protected resources within a security domain without compromising the security of the overall system.

- Demonstrate adaptors to a policy engine for a set of real networking, monitoring and control technologies including: network
management tools; commercial firewalls; and application specific entities such as web servers.
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Fy 2004 | FY 2005 | FY 2006 | FY 2007

Partners in Experimentation (2544) 5.843 0.000 0.000

(V)

(V)

The Partners in Experimentation program seeks to conduct security technology experimentation with operationa military and coalition
partners. As part of this effort, the program also seeks to devel op relationships with partners that will lead to multi- application information
sharing, as well asimproving interoperability between the participating partners. Such experimentation may aso lead to the development of
technologies for distributed denial of service countermeasures and encryption techniques to secure email across multiple organizations working
collaboratively. Operationa experimentation will also seek to provide valuable feedback to the security technology research and development
process, which will demonstrate to operational personnel the benefits of advanced technology, and accelerate technology transition.

Program Plans:

Transitioned Identity Based Encryption to the United States Northern Command (USNORTHCOM) for communicating sensitive but
unclassified data between Department of Defense and local, state and other Federal non-DoD agencies as well as non-governmental
agencies.

Demonstrated identity-based encryption techniques to secure email in a multi-organization collaborative environment.
Demonstrated secure group communication capability for informal trust relationships.

Provided the capability for cross-domain information sharing for an interoperability demonstration.

Congtructed and demonstrated a trusted patch management system as well as an Information Assurance V ulnerability Assessment
(IAVA) compliance checking capability.

Evaluate performance and scalability of lab-proven anomaly detection techniques for intrusion detection in realworld, high-volume
environments.

Demondtrate network monitoring and Distributed Denial of Service (DDo0S) countermeasures.

Demonstrate multi-application cross-domain information sharing capability.
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Fy 2004 | FY 2005 | FY 2006 | FY 2007

Next Generation Optical Networks (5.556) 7.521 5754 6.023

(U)  The Next Generation Optical Networks program will revolutionize the operation, performance, security, and survivability of the United
States critical inter-networking system by leveraging technology developed in DARPA photonics component and secure networking programs.
These goas will be accomplished through a transformation in fundamental networking concepts that form the foundation upon which future inter-
networking hardware, architecture, protocols and applications will be built. Key technical enablers that will be developed in this thrust include:
the elimination of data flow bottlenecks through the creation of optical network hardware that minimizes the occurrence of optical-to-electrical-to-
optical conversions, network management tools that guarantee optimization of high density optical channels such as those provided by wavelength
divison multiplexing, the creation of anew class of protocols that permit the cross-layer communications needed to support quality-of-service
requirements of high-priority national defense applications, and novel concepts in intelligent and cognitive switched based networks. This effort
will deliver the high-performance inter-networking capabilities needed for development of applications such as distributed and network based
command and control, intelligence analysis, predictive logistics management, simulation and scenario enhanced decision-making support for real-
time combat operations, and assured operation of critical U.S. networking functions when faced with severe physical layer attack. These network-
based functions will support the real-time, fast-reaction operations of senior leadership, magjor commands and field units.

(U) A companion program, the Millimeter Wave Networks project, is developing new technology to make the upper millimeter wave (MMW)
region affordable for proliferated use in an operationa environment. This project is leveraging the unique characteristics of the 60GHz band,
which attenuates radio signals very rapidly due to absorption, to develop network devices that can transmit the reasonably high levels of power
required for high data rates, and still be undetectable at a distance from the network.

(8)) Program Plans:
Next Generation Optical Networks.
-- Create an dl-optical hardware design and fabrication with regeneration capability and optical wavelength switching.
--  Conduct network data flow/bottleneck analysis, 10 Gb/s to end user.
-- Develop switch architecture design for zero-apparent-jitter real-time applications.
-- Develop national testbed hardware specification, local area to wide area network integration, with data-format independence.
-- Protocol development for physical layer-to-application layer connectivity.

UNCLASSIFIED
R-1 Line Item No. 12
Page 17 of 30 45




UNCLASSIFIED

ihi DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2005
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Information and Communications Technology
BA2 Applied Research PE 0602303E, Project IT-03

--  Demonstrate the ability to manage frequency and enforce low probability of detection limits.
-- Enable the interface between optically switched backbone networks and conventional networks.
-- Provide routing services for optically switched networks.

Millimeter Wave Networks.
-- Vadlidate that photonics-based modem and RF sources are orders of magnitude ssimpler than conventiona RF.
-- Demongtrate that the upper millimeter wave region offers increased RF power scaling due to low combining loss which can alow
amost unbounded bandwidth.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Dynamic Quarantine of Computer-Based Worms (was Dynamic Quarantine of Worms) (10.438) 14.807 18.643 17.321

(U)  Thegoa of the Dynamic Quarantine of Computer-Based Worms (formerly known as Dynamic Quarantine of Worms) is to develop
defenses for U.S. military networks against large-scale malicious code attacks such as computer-based worms. Asthe U.S. military pushes
forward with network-centric warfare, terrorists and other nation-states are likely to devel op and employ malicious code to impede our ability to
fight efficiently and effectively. This program will develop the capability to automatically detect and respond to computer-based worm attacks
against military networks, provide advanced warning to other DoD enterprise networks, provide rapid recovery of infected systems, study and
determine the worm’ s propagation and epidemiology, and provide off-line rapid response forensic analysis of malicious code to identify its
capabilities, modalities, and future behavior. Additionally, the program will investigate technologies for defense against cyber attacks on mobile
ad hoc network (MANET) systems. This effort will develop defenses that can sense failures and attacks on military tactical wireless networks and
auto-reconfigure in real-time to provide continuous service of mission-critical activities. This program will develop technology to ensure wireless,
mobile network centric warfare systems are able to fulfill their mission in spite of runtime hardware/software failures and cyber attacks such as
computer worms unleashed on MANETS. This program will develop technology to reconfigure the network, nodes, and platforms for optimal
mission execution as aresult of changes that may occur in the trustworthiness of the netwark.
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V) Program Plans:
- Develop automatic detection and quarantine mechanisms.
- Provide real-time and off-line analysis capabilities.
- Develop emulated wireless mobility testbed.
- Develop host and network-based detection and quarantine sensors/actuators.
- Develop application re-provisioning services for failed nodes.
- Verify integrated system capabilities.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Trustworthy Systems (6.854) 9.996 12,534 14,523

(U)  Thegoa of the Trustworthy Systems program is to provide foundational trustworthy computer platforms for tactical military applications.
This program seeks to develop technologies such as novel computer processing architectures, hardware, firmware, or microkernels that will
guarantee the security and integrity of data processed for secure applications. This includes the ability to process multiple classification levels
with insecure data and programs on the same platform.

(U)  The exemplar system being developed under this program is a handheld wireless personal digital assistant for network centric applications
that would permit concurrent operation of situational awareness and command & control applications with unclassified and untrusted
Internet/NIPRNET applications. The device could take classified data feeds of multiple classification levels, provide guaranteed separation,
authorized cross-domain transactions with assurance of no cross-contamination (e.g., Unclassified — Secret and vice versa), and restrict data to the
level that only the user is authorized to see. Innovations from this effort would eliminate traditional red-black separation architectures and short-
circuit the long, arduous but fallible certification procedure for multi-level security systems. Additionaly, this program will provide the U.S.
Armed Forces with better network encryption devices that enable future coalition and joint force organizations to conduct network operations over
multiple security domains without sacrificing network efficiency/speed.

(U)  Thetraditional focus for encryption device development is high-speed encryption devices that can be installed on the backbone of the
network. Unfortunately, these are expensive, coarse grained, difficult to configure and key, do not support access controls, and cannot be released
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to most of our alies. The Edge Encryptor effort will provide low-cost encryptors with fine-grained controls—a paradigm shift with respect to our
current encryption methods. In addition, these devices will enable better interoperability and data exchange between partners. Efforts to devise
and implement improved policy changes will be pursued that will allow these improved encryption devices to be used to encrypt U.S. classified

traffic aslong as that traffic remains on aU.S. installation.

(8)) Finaly, the Secure Group Communications effort will develop the mathematical models required for successful evaluation of secure

communicating systems. It will focus on the dual aspects of design and analysis of authentication protocols.

(V) Program Plans:
- Trustworthy Systems.

Develop hardware, firmware, and microkernel architectures as necessary to provide guaranteed separation of data as necessary.
-- Develop assured cross-domain sharing of information.

-- Develop proofs of separation.

-- Engineer device with notional applications.

-- Conduct Red Team assessments and demonstrate the technology’s utility.

- Edge Encryptors.

-- Design and certify improved encryption devices that are able to work with current and projected network equipment and
anticipated technologies and be releasable to coalition partners.

-- Demongtrate the ability to support wire keying/re-keying.
-- Deveop certification and transition plans for these improved encryption devices.

FY 2004

FY 2005

FY 2006

FY 2007

DARPA Future Information Assurance Initiatives

(0.000)

4.569

4.135

5.025

(9)] DARPA has been at the forefront of advancing the state of the art for information assurance technologies. Many of today's commercial
practices have their roots in previous DARPA investments. Asthe DoD continues to be reliant upon commercia networks it is paramount that
DARPA continue to look forward and investigate promising technologies. The 21* century transformation of the U.S. military will be more
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dependent on information technology for C*ISR and combat functions than perhaps any other aspect of the military. To alarge extent, future
combat systems will be more dependent on information than armor to accomplish missions successfully. The Department’ s vision for the future
includes near-perfect knowledge of the battlespace and the ability to fight wars with information technology that enables remote C*ISR operations.
Sophisticated computing capabilities like those available in current desktop workstation and server systems are moving to mobile wireless
embedded systems that communicate over low bandwidth self-organizing tactica networks often with low-powered devices. Concurrent with the
advanced computing capability will be security and other trustworthiness challenges in the systems that the future U.S. military will be heavily
dependent upon during battle. With the increased U.S. military dependence on information technology, the ability to maintain battlefield
superiority requires control of our information systems against increasingly sophisticated adversaries employing computer network attack. With
foreign production of information technology increasing, and adversaries seeking to use the asymmetric leverage of cyber warfare as the Achilles
hed of current and future U.S. military systems; the U.S. military must have the ability to withstand, operate through, and counter increasingly
lethal cyber attacks, while reducing the manpower required to do so. The DARPA Future Information Assurance Initiatives will identify
promising technologies to continue to push the state of the art and pursue transition opportunities to promote adoption by the military services.
Other distinct programs within this project will be created to pursue promising technologies as they are identified for further focused development.

(8)) Program Plans:

- Develop automatic techniques to modify computer applications to add information assurance properties e.g. confidentidity, non-
repudiation, and others.

- Develop the ability of individual hosts (end-points) to learn essential characteristics about the network path between themselves and
their transmission partners.

- Develop an operating system with higher assurance, higher performance, and higher functionality than current A1 systems.

- Develop computing languages, compilers, and systems capable of producing executable code verified to be correct and bug free.

- Protection of Signaling Networks: Develop the ability to protect the core signaling and control of converged networks running voice
over IP (VOIP), 3G wireless, and voice, and data networks in the backbone tel ecommunications switching fabric.

- ldentify hosts securely and authoritatively on the network with afollow-on goa of alowing these hosts to query the network to
discover the network’s operating attributes.

- Develop afamily of distributed, autonomous firewalls that work together as required to deal with asymmetric traffic on wide area
networks.

- Develop asmal, lightweight encryption device that is usable for codition SECRET and below information that is low cost, self-
configuring, and releasable to coalition partners.
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- Develop awireless protocol that securely provides location, authentication, and communicationsin a practical manner.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Control Plane (3.005) 3597 5.752 7.569

(U)  The Control Plane Program will improve end-to-end network performance between the Continental United States (CONUS) operating
base and forward deployed tactical units. Control Plane seeks to develop the ability for individual hosts (end-points) to learn essentia
characteristics about the network path between themselves and other hosts, alowing the hosts to shape any transmission to pass through the
network with the minimal network load. Additionally, when multiple network paths are available, a host will be able to either choose the path that
best meets its requirements or smultaneoudly transmit over multiple paths. This technology will support the Defense Department’ s Global
Information Grid concept of operations.

(V) Program Plans:

- Develop mechanisms to improve end-to-end Transmission Control Protocol and Internet Protocol (TCP/IP) wide-area network
performance between the Continental United States (CONUS) operating base and forward deployed tactical units.

- Develop the ability of individua hosts (end-points) to learn essential characteristics about the network path between themselves and
their transmission partners.

- Develop the ability of hoststo learn about more than one possible path, choose the one which suits their needs best, and use it.

- Develop the ability of a host to smultaneoudy use multiple network paths for the same data transmission with the same partner,
increasing communications speed and reliability.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Wide Area Network (WAN) Monitoring (formerly Asymmetric Firewalls) (0.000) 3.365 6.178 6.369

(U)  The WAN Monitoring effort seeks to develop distributed network monitoring devices that can be used to identify traffic flows over the
WAN. To do this, the system must deal with asymmetric flows and act to overcome these skewed flows with negligible impact on the network.

UNCLASSIFIED
R-1 Line Item No. 12
Page 22 of 30 50



UNCLASSIFIED

ihi DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2005
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Information and Communications Technology
BA2 Applied Research PE 0602303E, Project IT-03

The envisioned technologies include hardware devices for high-speed communications links and software-based changes for dower links. These
devices and supporting software code will correctly monitor symmetric flows while simultaneously coordinating with similar devices embedded
elsawhere in the network to monitor asymmetric flows. The technology to monitor WAN traffic at the packet, flow, session and application does
not currently exist. Being able to monitor and stop unwanted traffic on the WAN and network backbones will dramatically improve network
defense.

(8)) Program Plans:
- Collect datato enable management and analysis of flows, session, and applications.
- Collect data that enables management and analysis of individual workstations and enclaves within Defense Department networks.
- Develop pratocols, devices, and software that will analyze traffic at the packet, session, and application layer level.
- Develop high-speed distributed cueing systems to identify symmetric and asymmetric flow conditions/locations and that will stop
unwanted connections across wide area networks before these connections are compl eted.
- Develop software that aids in the detection/mitigation of asymmetric flows.
- Deveop high-speed hardware devices that aid in the detection/mitigation of asymmetric flows throughout the network.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Code and Network Vulnerability Testing Methodologies (0.000) 0.000 4.325 4.956

(U)  Thegod of the Code and Network Vulnerability Testing Methodologies program is to establish an institute to research network
phenomena by providing tools, techniques, and methodol ogies for testing networked computer systems for vulnerabilities. Such an indtitute is
envisioned as a key asset to relevant DoD/U.S. Government agencies whose charter includes seeking to ensure access to information systems,
maintaining the U.S. edge in information operations, leveraging advances in information technologies, and ensuring DoD’ s ability to provide end-
to-end interoperable communications in the long-term. The ingtitute would devel op the techniques and forma methods to validate the
‘networthiness’ of networked weapons systems. Currently, software/firmware/hardware systems can be checked for correct behavior and code
security at the individual pragram or module level. However, once these systems are integrated into a network, they are assumed to work correctly
across the network. Generaly, there is no effort to validate this assumption and there are no established procedures or methodologies to vaidate
these systems. As aresult, the Defense Department’ s reliance on networks for future operations may be jeopardized.
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V) Program Plans:
- Working with likely DoD transition partners, such as the Defense Information Systems Agency (DISA) or the Directorate of Test and
Evaluation (DOT&E), establish goals, evaluation criteria and metrics needed to thoroughly vet potential research ingtitutes.
- Findize trangition plans and agreements with transition partner(s) and obtain approval from USD, Acquisition, Technology and
Logistics.
- Sdect and establish aresearch ingtitute at a university or non-profit organization that best meets all desired criteria
- Complete transition to DoD partner as the institute gains operational functionality.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Remote Direct Memory Access (RDMA) (0.000) 0.000 5.623 7.250

(U)  The Remote Direct Memory Access (RDMA) Protocol Termination Engine (PTE) project is anew and efficient way to develop hardware
and software technology that removes the end-system protocol termination bottleneck that limits system access network bandwidth and degrades
quality of service delivered to applications. This effort will develop hardware and software to implement these functions on a network interface
card rather than in the host processor asis currently the case. The hardware is an ASIC chip implemented in Complementary Meta Oxide
Semiconductor (CMOS) that protocol terminates open-standard 10GbE and supports remote direct memory access (RDMA). The softwareis
device driver software that supports the hardware and minimizes loading the system host. The RDMA PTE (RPTE) technology that will be
developed enables a wide range of new interoperable openstandards based applications for high performance military systems that use 10 Gb/s
broadband networks.

V) Program Plans:
- Complete design and documentation of the micro-architecture and software specification for the RPTE interface card.
- Complete design and documentation of the PTE implemented in the Field Programmable Gate Arrays (FPGA).
- Simulate RPTE performance in a wide range of applications and compare the results to a conventiona approach.
- Fabricate RPTE chips and cards.
- Demonstrate RPTE system.
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L)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions)

FY 2004

FY 2005

FY 2006

FY 2007

FY 2008

FY 2009

FYy 2010

FY 2011

Language Trandation IT-04

(U) Mission Description:

0.000

57.389

65.744

69.687

75.221

75.593

65.593

60.593

(U)  Thisproject will develop and test powerful new technology for processing human languages that will provide critical capabilities for a
wide range of national security needs. This technology will enable systemsto (a) automatically exploit large volumes of speech and text in
multiple languages; (b) revolutionize human-computer interaction via spoken and written English and foreign languages; (c) perform computing
and decisionrmaking tasks in stressful, time-sensitive situations; and (d) autonomously collate, filter, synthesize and present relevant information
in timely and relevant forms. This program element and project were created in accordance with congressiona intent in the FY 2005 DoD
appropriations bill. Prior year funding was budgeted in PE 0602301E, Project ST-29, and is noted as a memo entry in each program below.

U) Program Accomplishments/Planned Programs:

FY 2004

FY 2005

FY 2006

FY 2007

Situation Presentation and Interaction

(10.870)

11.500

11.616

14.387

(U)  Therearetwo programs involving direct speech-to-speech trandation:

The Compact Aids for Speech Trandation (CAST) program is providing the tactical warfighter with real-time, face-to-face speech
trandation during combat and humanitarian operations in foreign territories. The program addresses domain-specific trandation accuracy
and response time. Early CAST prototypes relied on simple dictionaries and phrases. The CAST program resulted primarily in quickly
making one-way trandation systems (from English to multiple foreign languages) available to warfightersin the field. The DARPA
Phraselator is the key prototype system in use today. The system was deployed in Operation Iragi Freedom and Operation Enduring
Freedom. Future versions will offer a more sophisticated, flexible and fluid translation and paraphrasing capability that is robust and
conducive to normal human conversations.
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(V)

The Spoken Language Communication and Trandation System for Tactical Use (TRANSTAC) program will devel op technol ogies that
enable robust spontaneous two-way tactical speech communications between our warfighters and native speakers. The program addresses
the issues surrounding the rapid deployment of new languages, especially, low-resource languages and dialects. TRANSTAC will build
on existing speech trandation platforms developed in CAST to create a rapidly deployable language tool that will meet the military’s
language trandation needs. For example, the program will add a two-way trandation capability and will include Arabic diaects spoken in
Iraq (the current Phraselator uses only Modern Standard Arabic).

Program plans.
- Compact Aids for Speech Trandation.

Integrated speech recognition engines into natural language parsers and trandators.

Produced prototype tranglation devices in three languages (Pashto, Farsi, and Mandarin Chinese).

Performed initial coordination with U.S. Army PM Soldier for software integration into land warrior Block 111 (version 3.0).
Populated the language digital resource repository at Defense Language I nstitute.

-  TRANSTAC.

Perf orm mission needs analysis and aggressive initial language data collection.

Develop and evauate a twoway spoken English-Iragi Arabic communication device for Stability and Support Operations and
tactical missions.

Demonstrate initial two-way Iragi system.

Develop new two-way trandation software technologies for insertion into and enhancement of the two-way Iragi systems.
Develop techniques for the system to learn and adapt in the field.

Perform ongoing in-field language data collection.
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Fy 2004 | FY 2005 | FY 2006 | FY 2007

Automated Speech and Text Exploitation in Multiple Languages (43542 45.889 54.128 55.300

(V)

There are three programs involving the exploitation of naturally occurring speech and text:

Trandingual Information Detection, Extraction and Summarization (TIDES) is revolutionizing the way time-critical intelligence is
obtained from speech and text. The program has been developing technology to enable English-speaking operators and analysts to exploit
the huge amounts of foreign speech and text (broadcast and newswire) that currently go unanalyzed due to shortages of skilled foreign
language analysts. TIDES is creating new capabilities for Trandation (converting foreign language material to English), Detection
(finding or discovering needed information, e.g. topics), Extraction (pulling out key information including entities and relations), and
Summarization (substantialy shortening what a user must read). TIDES technology will dramatically increase the quantity, quality, and
timeliness of analysis and reporting, thereby providing vital information to senior decision-makers and enabling commanders to carry out
critical missions more swiftly, safely, and effectively.

Effective, Affordable, Reusable Speech-To-Text (EARY) is creating new automatic transcription (speech-to-text) technology whose output
is substantially richer and more accurate than previously possible. Fast, accurate, automatic transcription of broadcasts, telephone
conversations and multiparty speech will make rapid search and analysis of speech possible. EARS aso provides text versions of spoken
language for input to systems developed in TIDES, thereby extending the scope of what is possible with automatic trandation, detection,
extraction, and summarization.

Global Autonomous Language Exploitation (GALE) will revolutionize the exploitation of both speech and text in multiple languages
(which is currently dow, labor-intensive, and limited) by devel oping core enabling technologies and end-to-end systems for insertion into
aseries of high-impact military and intelligence operational settings. GALE will substantially improve upon and exploit capabilities
developed under TIDES, build off of the successes of both TIDES and EARS, and emphasize the cresation of a systems framework for
integrating the component language processing technologies, evaluating them based on their utility in various end-user tasks. GALE
technology will enable machines to convert and distill enormous volumes of streaming speech and text in many languages to provide
critical intelligence. Captured documents will be converted into readable, searchable English text.
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(V)

(V)

Program Plans:
- Trandingua Information Detection, Extraction and Summarization (TIDES).

--  Demonstrated the ability to detect and track events described in English, Arabic and Chinese news sources.

-- Demonstrated the ability to extract information from English, Arabic and Chinese news sources.

-- Demongtrated the ability to trandate Arabic newswire text into readable English.
-- Trangtioned successful components to CENTCOM.
-- Deveoped methods for porting TIDES technology to new languages.

- Effective Affordable Reusable Speech-To-Text (EARS).

-- Substantially improved the speed and accuracy of automatic transcription for broadcasts and conversations in English.

-- Improve the speed of automatic transcription to rea time.

-- Develop automatic techniques to produce rich, readable transcripts of broadcasts and telephone conversations in English, Chinese,

and Arabic.

-- Deveop automatic techniques to produce rich, readable, searchable transcripts of multiparty speech from command centers,

teleconferences and meetings.
- Create and evaluate technology demonstration prototypes.

- Globa Autonomous Language Exploitation (GALE).

-- Deveop technology to convert huge volumes of streaming speech and text in multiple languages to English text.

-- Develop technology to distill critical intelligence from that English text.
-- Develop technology to convert captured documents into readable and searchable English.

-- Insert these technologies and systems into high-impact military and intelligence operational centers.

Other Program Funding Summary Cost:

Not Applicable.
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RDT&E, Defense-wide Cognitive Computing Systems

BA2 Applied Research PE 0602304E, R-1# 13
COST (In Millions) FY 2004 | FY 2005 FY 2006 FY 2007 FY 2008 | FY 2009 FY 2010 FY 2011
Tota Program Element (PE) Cost 0.000 149.782 200.799 241.006 263.375 274.243 301.243 309.243
Cognitive Systems Computing
Foundations COG-01 0.000 27.552 33.678 37.710 41.284 41.751 56.751 56.751
Learning, Reasoning, and Integrated
Cognitive Systems COG-02 0.000 81.797 113.931 141.780 160.865 170.741 180.741 190.741
Collective Cognitive Systems and 0000 | 40433 | 53190 | 61516 | 61226 | 6L751 | 63751 | 6L751
Interfaces COG-03

(U) Mission Description:

(U)  The Cognitive Computing Systems program element is budgeted in the Applied Research budget activity because it is developing the next
revolution in computing and information processing. The technology will allow computationa systems to have reasoning and learning capabilities
and levels of autonomy far beyond those of today’s systems. With the ability to reason, learn and adapt, and with facilities for self-awareness,
these will literaly be systems that know what they are doing, enabling new levels of capability and powerful new applications. This program
element and the projects funded within it were created in accordance with congressional intent in the FY 2005 DoD appropriations bill with prior
year funding budgeted in PE 0602301E, Projects ST-30, ST-31, and ST-32.

V) Cognitive Systems are different from conventional computing systems in that they manipulate rich structured representations of their
knowledge, learn from experience and add to their store of knowledge, mix symbolic logical knowledge with uncertain and probabilistic
information, alow reflective self-aware inference, and support the transition of perceptual (e.g., visua, auditory) data to symbolic information.
These capabilities are not well matched to the architectures that support more conventional computing. The Cognitive Systems Computing
Foundation project is developing the tools and architecture necessary to support the cognitive computing revolution.
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(U)  TheLearning, Reasoning, and Integrated Cognitive Systems project will develop core technologies that enable computing systemsto
learn, reason and apply knowledge gained through experience, and respond intelligently to things that have not been previously encountered.
These technologies will lead to systems demongtrating increased self-reliance, self-adaptive reconfiguration, intelligent negotiation, cooperative

behavior and survivability with reduced human intervention.

(U)  The Collective Cognitive Systems and Interfaces project will dramatically improve warfighter and commander effectiveness by
developing revolutionary methods for users to interact with and direct cognitive systems (including the physical sensors and effectors). This
research will improve the interaction among multiple large-scale cognitive systems, in support of the user’s objectives. Specificaly, this project
will develop technologies to enable systems to detect and assess the user’ s cognitive state and adapt to optimize the user’ s understanding and

effectiveness.

(U)  Program Change Summary: (In Millions)

Previous President’s Budget
Current Budget
Total Adjustments

FY 2005 FY2006 FY2007
151.158 182.054 221.877

149.782 200.799 241.006
-1.376 18.745 19.129

Please note that this program element has been newly created from projects previously funded in PE 0602301E. The previous
President’ s Budget amount reflects projects ST-30, ST-31 and ST-32 funded under that PE.

Congressiona program reductions
Congressional increases
Reprogrammings

SBIR/STTR transfer
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(U) Change Summary Explanation:

FY 2005 The decrease reflects congressional undistributed reductions.
FY 2006 - 2007 The increase reflects expansion of learning programs in project COG-02 and collaborative cognition

effortsin project COG-03.
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RDT&E, Defense-wide Cognitive Computing Systems
BA2 Applied Research PE 0602304E, Project COG-01
COST (In Millions) FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011
cognive Systems Foundations 0000 | 27552 | 33678 | 37710 | 41284 | 41751 | 56751 | 56751

(U) Mission Description:

(8)) Cognitive Systems are different from conventional computing systems in that they draw inferences from rich structured representations of
their knowledge, learn from experience, mix symbolic logical knowledge with uncertain and probabilistic information, allow reflective reasoning,
and support the integration of perceptua (e.g., visua, auditory) data with symbolic information. The novel forms of computation developed in
Cognitive Systems will revolutionize future military systems. Next-generation computer systems will rely upon reasoning, learning, and self-
monitoring to handle increasingly complex tasks. These systems will be advisable, adaptable and able to cope with surprise. The Cognitive
Systems Foundations project will develop the necessary foundational software methods and hardware architectures to facilitate the learning and
inference crucid to intelligent computing. These new computing foundations will help us move far beyond today’ s standard VVon Neumann
computing model.

(8)) Cognitive Systems for military applications must be robust and resistant to both attacks and system failures. The military faces new
aggressive and agile threats that have sufficient technical resources to mount sophisticated attacks using easily accessible commercial information
systems. The pervasive nature of both the threat and its means drives the need for systems to dynamically adapt, collect and assimilate large
quantities of systems operation data, and remain robust even under aggressive attacks or failure conditions. Cognitive Systems Foundations will
enable future computer systems to be more responsible for their own configuration, monitoring, protection and restoration to full functional and
performance capabilities after an attack or failure.

(9)] Overdl this project seeks to make fundamental scientific improvementsin our understanding of, and ability to, create more intelligent
information and computing systems. Transition goals include next-generation network-centric systems and platform-specific information
collection and processing systems in space, air, seaand land. This program element and project were created in accordance with congressiona
intent in the FY 2005 DoD appropriations bill. Prior year funding was budgeted in PE 0602301E, Project ST-32 and is noted as amemo entry in
each of the following programs.
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(U) Program Accomplishments/Planned Programs:

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Architectures for Cognitive Information Processing (8.808) 11.628 12.678 15.715

(U)  The Architectures for Cognitive Information Processing (ACIP) program is developing a new class of processing approaches, agorithms
and architectures to efficiently enable and implement cognitive information processing. ACIP will develop the micro-architecture concepts,
framework, and development environments that will provide the basis for and enable innovative and efficient cognitive information processing.
Current intelligent processing implementations depend on the use of existing numerically-based architectures and/or standard software
architectures, and are therefore built on algorithms and processing foundations that are potentially ill-suited to cognitive tasks. Architectures that
more directly mirror the symbolic reasoning, learning, and perception functions of a cognitive system are needed to enable mgor advances in this
area. The ACIP program will establish core processing capabilities that significantly advance the state of the art at all implementation processing
levels — modules, systems, and underlying cognitive processing approaches, agorithms and architectures. In order to focus and establish context
for the ACIP program, ACIP will pursue in-context DoD focused mission areas for the development of new data processing concepts. ACIP will
develop implementations that span the areas of perception, reasoning and representation, learning, communication and interaction. The ACIP
program will enable new classes of cognitive information processing applications that move the U.S. dramatically toward the overall goal of
creating computer systems that know what they are doing.

V) Program Plans:

- Select innovative computer architecture(s) and in-context applications for cognitive architecture implementations, demonstration and
developments.

- Develop, smulate and eva uate innovative cognitive computer architecture concepts and evaluate in-context cognitive application
baselines based on current approaches and “best-possible” implementations using existing processor architectures.

- Characterize the role of reflective reasoning in a cognitive system that reacts effectively to stimuli and uses deliberation to plan and
solve problems.

- Explore afirst-generation framework supporting cognitive approaches, algorithm development and architectura evaluation.
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- Deveop, prototype, and demonstrate innovative cognitive computer architectures that will provide at least a 100X improvement over
today’ s systems and a real-time adaptation for DoD cognitive applications.

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Sdf-Regenerative Systems (7.423) 9.821 12.000 12.300

V) The Sdf-Regenerative Systems (SRS) program will design, develop, demonstrate and validate architectures, tools, and techniques for
fielding systems capable of adapting to novel threats, unanticipated workloads and evolving system configurations. SRS technology will employ
innovative techniques like biologically-inspired diversity, cognitive immunity and healing, granular and scalable redundancy, and higher-level
functions such as reasoning, reflection and learning. These technologies will make critical future information systems more robust, survivable and
trustworthy. The SRS program will also develop technologies to mitigate the insider threat. Beyond graceful degradation capabilities provided
by fault- and intrusiontolerance mechanisms developed in prior DARPA programs, SRS-enabled systems will be able to recongtitute their full
functional and performance capabilities after experiencing an accidental component failure, software error, or even an intentional cyber-attack.
They will also maintain robustness and trustworthiness attributes even with growth and evolution in functionality and performance.

V) Program Plans:

- Develop technologies to diagnose and assess damage, repair and recover from damage caused by accidenta faults, software aging or
malicious activities, and enable systems to heal automatically.

- Demonstrate scalable data redundancy for network-centric military applications and infrastructure services, and develop techniques
for natural robustness via biological metaphors to counter vulnerabilities of monoculture in military information systems.

- Develop techniques for natural robustness via biological metaphors to counter vulnerabilities of software monocultures in military
information systems.

- Develop strategies to preempt insider attacks, including infer military system operator goals, enable anomaly detection, combine and
correlate information from system layers and use direct user challenges.
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FY 2004 | FY 2005 | FY 2006 | FY 2007
Security-Aware Systems (4.163) 6.103 9.000 9.695

(U)  Today's military software systems are brittle in the face of changing requirements, and vulnerable to skilled attackers who develop crestive
and unpredictable strategies. Security-aware systems will avoid brittleness and vulnerability by reasoning about their own security attributes,
capabilities and functions with respect to specific mission needs. Security-aware systems will also dynamically adapt to provide desired levels of
service while minimizing risk and providing coherent explanations of the relative safety of service leve aternatives. In addition, these systems
will bolster the reliability and security of critica open source software systems by reducing vulnerabilities and logic errors, and providing state-of -
the-art software analysis techniques augmented with cognitive decision-making techniques.

(U)  The Application Communities (AC) program will leverage the research conducted under DARPA’ s information assurance programs to
cregte a new generation of self-defending software that automatically responds to threats and provides a comprehensive picture of security
properties and current status, displayed at multiple levels of abstraction and formality. This capability will bring intelligent security adaptation to
DoD systems and make security properties and status more apparent to decision-makers, thus increasing the speed and confidence with which
military systems can be securely and dynamically reconfigured, particularly under stressful conditions. AC technology will enable collections of
smilar systems to collaboratively generate a shared awareness of security vulnerabilities, vulnerability mitigation strategies, and early warnings of
attack. AC will revolutionize the security of general-purpose information systems and reduce the threat from stealth attacks where attackers take
control of systems undetected. In addition, this program will develop quantitative information assurance measurement techniques to enable
military system integrators to construct networks and information systems with a high degree of confidence that the systems are protected against
cyber-attacks (by the assurance properties of available components). The technology will greatly enhance the reliability and security of C4ISR
systems.

(8)) Program Plans:
- Demonstrate automated techniques for reasoning about and understanding the security-relevant interactions between software
components of military systems.
- Develop techniques to summarize security policy and status so that the descriptions produced by AC can be understood while at the
same time not omitting critical details.
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L)

- Augment current technigues to construct a framework for devel oping high-assurance behavioral specifications (including security
policies). Formulate a unified knowledge base to represent the properties and capabilities of disparate security mechanisms.

- Develop techniques to collaboratively diagnose and respond to problems (e.g., attacks or failures that threaten a mission) in groups of

military systems.

- Develop static and dynamic source code analysis techniques (e.g., data- and control-flow-based techniques, model-checking, strong
typing) to relate software module structures and runtime state with the representation of security properties/configurations.
- Demondrate self -explanation techniques in which systems explain their critical security properties and status in a manner that is

understandable to a variety of managing software components and human operators.

- Develop test and validation regimes to assess the protection mechanisms of security products and certify protection to quantifiable

levels based on a scientific rationae.

- Develop measures to quantitatively characterize various dimensions of security (availability, integrity, confidentiaity, authentication,
and non-repudiation), fault tolerance, and intrusion tolerance and demonstrate the theory’ s relevance by applying it to arealistic

exemplar system.
- Demonstrate cognitive security analysis of complex multi-component software systems.
- Create an extensible knowledge base of embedded system design flaws.

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011

Learning, Reasoning and Integrated

Cognitive Systems COG-02 0.000 81.797 113.931 141.780 160.865 170.741 180.741 190.741

(U) Mission Description:

(8)) In the real-time environment of military operations, cognitive networks and systems that can learn, reason, draw on their experience,
automatically adapt to maintain critical functionality, effectively assist their military user and improve their responses over time will be crucia to
operational success. These capabilities will make the difference between mission degradation or failure and mission success, even in the event of
cyber-attack or component attrition resulting from kinetic warfare or accidental faults and errors. Systems that learn and reason will reduce the
requirement for skilled system administrators and dramatically reduce the overall cost of system maintenance. Asthe military moves towards a
dynamic expeditionary force, it is critica for systems to become more self-sufficient.

(U)  TheLearning, Reasoning and Integrated Cognitive Systems project will develop core technologies that enable computing systems to learn,
reason and apply knowledge gained through experience, and to respond intelligently to new and unforeseen events. These technologies will lead
to systems with increased self -reliance, intelligent negotiation capability, cooperative behavior, the capacity to reconfigure themselves, and
survivability with reduced human intervention. In cognitive architectures, there are three primary types of processes. reactive, deliberative and
reflective. Reactive processes respond quickly and directly to known stimuli; deliberative processes embody what is usualy known as “thinking;”
and reflective (higher-order) processes allow a system to “ step back” and evaluate the environment and its own capabilities to decide the next
appropriate course of action. Each of these processes will be improved through learning. Individual technical capabilities developed in this
project include novel representations for knowledge, skill learning, algorithms for automated reasoning (deductive, abductive, planning, strategic
inference, and hybrid approaches), pattern detection capabilities, and language learning. Overal, the project will extend fundamental computing
capabilities to deal with real-world information complexity and uncertainty. This program element and project were created in accordance with
congressiond intent in the FY 2005 DoD appropriations bill. Prior year funding was budgeted in PE 0602301E, Project ST-30 and is noted as a
memo entry in each program below.
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(U) Program Accomplishments/Planned Programs:

FY 2004 | FY 2005 | FY 2006 | FY 2007
Integrated Cognitive Systems (31.046) 45.409 57.192 63.063

(U)  ThelIntegrated Cognitive Systems technology thrust will develop advanced technology to enable a new class of integrated, highly
functional cognitive systems capable of greatly assisting military commanders and decision makers. This thrust will build upon prior DARPA
programs that developed improved human-computer interaction capabilities and highly-responsive computing systems. Integrated cognitive
systems will seamlesdly fuse perceptua inputs and tie newly perceived data to prior knowledge and experience. They will be able to plan ahead
and will understand the world well enough to plausibly anticipate future events. Most importantly, these systems will have embedded learning
capabilities that will alow them to retain prior learned knowledge, apply this knowledge to new scenarios, and ultimately provide faster and more
effective responses. Overal, the ability to learn will enable the performance of a cognitive systemto improve over time. The Integrated Cognitive
Systems thrust comprises the Personalized Assistant that Learns (PAL) and Cognitive Command, Control, Communication, Computers,
Intelligence, Surveillance, and Reconnaissance (Cognitive C4ISR) programs.

The Personalized Assistant that Learns (PAL) program will develop integrated cognitive systems that act as personalized, executive-style
assistants to military commanders and decision makers. This program will demonstrate cognitive systems that use basic knowledge and
past experience to help them understand and seek input. Initially the program will strive to create assistant programs that display basic
interaction competencies with people and other assistant programs in an operational environment. Some of these basic competencies
include sending and receiving information in a natural manner; relating information and activities in various media; interacting with the
assistant’ s user and inferring preferences; executing procedures correctly; and accepting coaching and guidance expressed in natural
language. In aunified multitasking, mixed-initiative architecture, these integrated cognitive systems will push the limits of technology for
formal reasoning and learning. Methods for processing raw data will be learned in away that optimizes performance of the entire system
and enables the same purposeful perception that makes natural systems successful in dealing with huge amounts of input data and a
constantly changing world. One of PAL’s godsis the development of advisable systems technology that yields systems that warfighters
and other end-users can control in anatural and flexible manner, e.g., by exchanging advice and instructions, rather than via menus or
programming. The term “advice” refers to a series of instructions that span a spectrum ranging from high-level policy and goals, to
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intermediate preferences and constraints on system behavior, to specific direction and contingency actions. The end-user will be able to
engage in anatura dialogue with the system, and the advice will be trandated to an executable form.

The Cognitive Command, Control, Communication, Computers, Intelligence, Surveillance, and Reconnaissance (Cognitive C4ISR)
program will develop embedded learning and real-time reasoning elements along with multimodal dialog-based interfaces to enable a new
generation of cognitive C4I1SR. These technologies will support effective decision-making in the face of the increased pressures,
ambiguity, deception and surprise of today’s military operations. The embedded learning element will provide faster response times by
allowing a system to retain and apply what it has learned in the past. Real-time reasoning allows the system to apply what has been
learned to new scenarios in an intelligent and thorough way. The multimodal dialogue technology transition to the military will emphasize
adaptable and scalable architectures and automatic dialogue that addresses human stress adaptation, prosody and system religbility. The
Cognitive C4ISR transition efforts will assist commanders by providing critical information in a timely manner, with aternative courses or
action, to enable more effective decision-making.

(8)) Program Plans:
- Personalized Assistant that Learns.

-- Deveoped basdine architecture for acomplete PAL system.

-- Deveoped an initial knowledge base representing a PAL system’s task domain.

-- Developed initial technology for a PAL system to interact with its user and enable the system to perceive activities over time and
develop an understanding of user preferences and basic operational procedures.

-- Develop mixed-initiative technology that enables a PAL system to ask appropriate questions at appropriate times when confidence
in an inference is below threshold.

-- Develop and demonstrate core machine learning, knowledge base and flexible planning technologies to enable development of a
cognitive planning agent.

-- Develop and demonstrate core physica awareness, cyber-awareness, multimodal dialogue, machine learning, and representation
and reasoning technologies to support cognitive-assistant executive functions.

-- Deveop and demonstrate the ability to learn quickly from afew examples, learning by accepting guidance from its user, and
asking for guidance when needed.

-- Develop the ability for an integrated cognitive system to examine its own behavior and learn from that experience.
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-- Deveop test problems, define metrics, and conduct formal experiments to evaluate progress in integrated cognitive systems

technology R&D.

-- Develop compelling scenarios to drive advisable technology research through a series of increasingly difficult challenge problems.
-- Develop a diaogue system with general and domain-specific semantics for eliciting natural language advice from the warfighter

and other end users. This dialogue system will trandate user guidance into the precise languages necessary for both

implementation and verification of purpose and intent.

- Cognitive C4ISR.

-- Deveop technologies to enable a system to draw inferences from mission-defined rules of operation for situational awareness
from which a course of action may be suggested.
-- Develop a common architecture and integration technologies that will examine and characterize the influences and interactions
among the organization structure, its staff, tasks and technology.

FY 2004

FY 2005

FY 2006

FY 2007

Foundational Learning Technology

(11.112)

26.224

38.830

55.282

(U)  The Foundationa Learning Technology thrust seeks to devel op advanced machine learning techniques that enable cognitive systems to
continuoudly learn, adapt and respond to new situations by drawing inferences from past experience. The application of this technology will result
in military systems that are more robust, self-sufficient, and require minimal or no platform specific customization. Current projects will develop
hybrid learning techniques to create cognitive systems capable of learning military strategy, leveraging large amounts of prior knowledge,
incorporating external guidance and applying prior knowledge in real-time to the naturally changing environment, all without programmer
intervention. The Foundational Learning Technology thrust comprises Real-World Learning, Bio-Inspired Cognition, and Learning Locomotion

and Navigation.

The Real-World Learning thrust will explore the integration and application of advanced machine learning techniques to enable cognitive
computing systems that learn from experience and adapt to changing situations. The program will emphasize the ability to transfer
knowledge and skills learned for specific Situations to novel, unanticipated situations and perform appropriately and effectively the first
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time a nove situation is encountered. The program will drive the design and implementation of new hybrid learning technologies, such as
large-scale transfer learning, multi-purpose extensible knowledge learning, learning with minimal direction and learning generaized task
models. The program will stress technologies that combine statistical learning techniques with knowledge-based techniques that take into
account background knowledge and a priori experience. Cognitive systemswill @) learn and represent vast amounts of knowledge in
forms that can be applied to unknown situations and domains; b) generalize learned knowledge and apply it to dynamic and unpredictable
Stuations and c) reason about a situation or environment. Real-World Learning will enable systems to execute unanticipated tasks with
minimal direction and will provide a much-needed military capability for coping with dangerous and unpredictable situations.

The Bio-Inspired Cognition thrust (formerly Neuromorphic Learning Technology) will draw on continuing advances in neurophysiology
and cognitive psychology to guide and augment traditiona artificial intelligence (Al) approaches to learning, reasoning, memory,
knowledge acquisition and organization, and executive functions. The work will focus on novel designsinspired by the function,
representation and structure of the brain. This approach will expand traditional Al technologies from complex symbolic processing to new
capabilitiesin memory, categorization, pattern recognition and fusion of perceptual/sensor information. Computational intelligenceisin
its infancy, whereas the human brain is the product of millions of years of evolutionary development. Thus, designing software inspired
by the brain’s processing schemes can offer |eap-ahead advancesin cognitive systems. These systems will seek to emulate human
performance in exploiting past experience in novel situations, learning in multiple ways, fusing multiple perceptua inputs in rea-time,
extracting concepts from specific experiences, forming hierarchies of associated memories and concepts, and directing attention through a
complex executive process. This thrust will take afresh look at the design and implementation of bio-inspired cognitive architectures
modeled after human cognition that combine principles from neuroscience and cognitive psychology with traditional artificia intelligence-
based symbol processing and knowledge representation. Success will, in part, be measured by the ability of the systems developed to deal
effectively with novel situations and respond appropriately in reasonable timeframes. This thrust has the potential to revolutionize a broad
range of military applications through breakthrough performance of intelligent machines.

The Learning Locomotion and Navigation thrust will develop learning and reasoning technologies that specifically address concernsin
robotic systems. The resulting robotic systems will learn automatically to interpret sensor data and apply this knowledge to the control of
their actuators, which will improve locomotive and navigationa autonomy in complex environments. Approaches in reinf orcement
learning and technologies for learning from example will be explored. These technologies will open new haorizons for unmanned military
operations, surveillance and reconnaissance, and will dramatically advance the capabilities of autonomous vehicles. Tasks requiring
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(V)

higher-level computation, such as perceptionbased navigation, will also benefit. This thrust comprises two components. Learning
Applied to Ground Rabots (navigation) and Learning Locomation.

Program Plans:
Real-World Learning.

Sdected several critical problems and scenarios to challenge machine learning technology in ways that will determine the
essential vaue of individua techniques.

Establish atestbed of complex multi-agent environments for generation of specific and novel stuations to use for evaluating
learning techniques and components.

Design and develop hybrid learning systems that allow cognitive systems to generalize based on information gathered and learned
to operate successfully in similar, but not identical situations; to adapt to a wide variety of naturally-occurring situations; and to
perform better over time.

Demonstrate the ability of a cognitive agent to learn large amounts of knowledge for performance in a specified domain on an
unknown task.

Demonstrate the ability of a cognitive agent to combine and restructure knowledge from multiple domains to solve novel
problems. This includes the ability to generalize knowledge from a particular domain, recognize its applicability, and apply it to a
problem in a new domain. It aso includes the ability to apply knowledge effectively and skills acquired for one purpose to other
purposes, and demongtrate the ability to propose novel problem solution methods when specified resources are unavailable.
Develop anew set of learning algorithms that focus on learning structures or models rather than refining parameter values.
Develop algorithms that reason about when learning systems should ask humans for explicit input and learn processes efficiently
from humans as they perform work tasks.

Create methods for using domain knowledge to guide and direct learning algorithms.

Demonstrate the ability of learning techniques to improve representation and reasoning performance in complex multi-agent
environments.

Develop the ability of a cognitive agent to solve a problem with incomplete and partialy inaccurate directions.

Develop the ability of a cognitive agent to achieve agoal that is only implicit in a specified task set of directions.
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Bio-1nspired Cognition.

Begin using a new generalized theory of learning and memory as well as modular biomorphic designs to implement and integrate
simulation modules into a series of biomorphic learning systems.

Investigate the role of parallel architectures, algorithms, and general principlesinspired by neuroscience in hybrid learning and
adaptive systems.

Develop two test batteries for testing and evaluating cognitive architectures: a* cognitive decathlon” for assessing specific skills
associated with cognition (e.g., visual perception, memory); and a set of chalenge problems, each of which will require a complex
range of cognitive functions in order to be successfully negotiated.

Using these batteries, compare the performance of biomorphic learning technologies against those of traditional artificia
intelligence.

Learning Locomotion and Navigation.

Explore the integration of various learning technologies to enable rapid adaptation by robots to new physical environments and
improve autonomous vehicle speed over rough terrain.

Develop learning methods that allow their learned navigation agorithms to surpass the performance of a baseline system.
Transfer the best performing navigation methods learned on a small-scale vehicle to the large robotic vehicle, Spinner, to increase
speeds in complex environments.

Explore “learning from example’ and “reinforcement learning” applications to develop technology for autonomous vehicle
systems to learn from example and from gathered experience without relying on a programmer to anticipate al eventualities.
Create learning locomotion toolkits that will control a diverse set of high degree-of-freedom vehicles on rough terrain.

UNCLASSIFIED
R-1 Line Item No. 13
Page 17 of 34 75



UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit)

DATE

February 2005

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide

BA2 Applied Research

R-1 ITEM NOMENCLATURE
Cognitive Computing Systems

PE 0602304E, Project COG-02

FY 2004

FY 2005

FY 2006
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Knowledge-Based Technology

(5.647)

10.164

17.909

23435

(U)  The Knowledge-Based Technology thrust will devel op enabling technologies, methodol ogies, ontologies and detailed knowledge bases to
achieve the next generation of intelligent, knowledge-intensive systems. Thiswork will focus on devel oping technology that spans the spectrum
from large, strategic knowledge banks to small, individual knowledge-based systems. The Knowledge-Base Technology thrust comprises
Knowledge-Based Systems and Bootstrapping Cognitive Systems with Implicit Semantic Knowledge.

The Knowledge-Based Systems program will develop technologies to acquire, codify, link, integrate, and use complex and cross
disciplinary knowledge at varying scales. At a strategic level, this capability will provide DoD decision-makers with rapid, as-needed
access to relevant background knowledge from a broad spectrum of sources. The knowledge will be expressed in forma knowledge
representation languages that allow computers to reason with the knowledge, consider its implications, imagine possible future scenarios
and query the warfighter for clarification. The significant challenges are centered on the fact that critical knowledge involves temporal
information, complex belief structures and uncertainty. Current representation technology is inadequate to capture such information. This
program will develop technology needed to enable the creation of individual knowledge-based systems that would incorporate into the
reasoning process (in a computer-understandable form) knowledge of the warfighter’ s responsibilities, approach, tasks and activities.
Another goal of this program is to support the warfighter’ s ability to understand the “big picture” for mission planning, monitoring and re-
planning. By formalizing situation-model representations, automated support will be provided to commanders and analysts for prediction
of unforeseen events and determination of relevance of isolated or partia events to the evolving situation. To achieve these objectives,
this program will develop analogical and case-based reasoning, languages and situation markup languages technologies, and formalized
situation representations. An additional goal is the development of technologies for rich, high-fidelity smulation models of human
learning, reasoning and behavior. The program will aso explore some new ways for knowledge to be transferred efficiently to a
knowledge base including by reading tutorial text intended to convey new concepts to a cognitive system.

The Bootstrapping Cognitive Systems with Implicit Semantic Knowledge program will explore a new technique for creating cognitive
systems that store knowledge about the choices the warfighter has made in the past, so when faced with a similar task, the system would
select a performance method by referring back to previous decisions. Although not appropriate for al cognitive systems tasks, this action-
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(V)

centric technique should be effective for smple tasks, such as information gathering to support mission planning or intelligence analysis.
Most cognitive research is predicated on explicit representation (i.e., having models of the world) and reasoning about the way to achieve
a specific goal or meet specific need. While this approach is effective, encoding the knowledge and reasoning procedures is labor
intensive and expensive. This program will develop a new technique that eliminates the material investment required by traditional
approaches. This approach will replace deep reasoning and deep semantics with implicit reasoning and semantics derived from actual
warfighter performance and experience.

Program Plans:
- Knowledge-Based Systems.

Develop methods, protocols, and tools for using interoperable knowledge modules resident on distributed knowledge servers.
Develop integrated knowledge representation and learning technology that enables effective representation of essential forms of
knowledge. Document a substantial library of formal declarative interoperable multi-use ontologies initially across single, then
multiple domains.

Demonstrate and evaluate prototypes of strategic and individua knowledge-based systems.

Develop representations of events and methods for separating and tracking their association to merge multiple scenarios,
assimilate one event within the context of the other, and identify where events deviate from the norm.

Explore novel methods for acquiring new knowledge that are less onerous than traditional methods requiring hand-coding by
experts including direct input through processing natural language text.

- Bootstrappl ng Cognitive Systems with Implicit Semantic Knowledge.

Develop agorithms based on implicit semantic knowledge that enable cognitive systems to examine a current goal, and then
decide how to achieve that goal based on what the warfighter has done in the past.

Evauate and test the implicit semantic knowledge agorithms on a variety of different domains or application areas to assess the
utility of the approach and its effectiveness for different applications.

Create distributed agent scribes that learn operations from the performer and store these operations along with the implicit
semantic knowledge in a repository for future automation.
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U)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011

Collective Cognitive Systems and

Interfaces COG-03 0.000 40.433 53.190 61.516 61.226 61.751 63.751 61.751

(U) Mission Description:

(U)  The Collective Cognitive Systems and I nterfaces project will dramatically improve warfighter and commander effectiveness and
productivity by developing revolutionary methods that increase the individua warfighter’ s’commander’ s information processing capabilities,
enhance situational awareness in urban and battlefield operations, and enable team collaboration through ensured network communications.

(U) A unique aspect of natural perceptua systemsis their ability to filter and integrate vast amounts of raw sensor data, such as visua flow
and rich auditory input; rapidly segment the resultant data into meaningful eements; and integrate them into a coherent picture. The human
perceptual system is able to create perceptual units that parcel the world into objects and discrete entities, which are then recognized, remembered
and used in problem solving. Looking closely at these innate perception abilities will yield insights into how to build totally novel computational
systems that identify important, low-frequency eventsin a noisy environment. This kind of approach should lead to dramatic improvementsin the
ability of a computer to process and analyze huge amounts of data to form a hightlevel understanding within its environment. Robust interaction
among cognitive systems, legacy systems and warfighters will require incorporation of advanced models and control of the network infrastructure
to ensure adequate provisioning of quality-of-service under dynamic loads. Together, these technologies will alow the warfighter to focus on
high-level mission objectives rather than low-level maintenance of supporting systems. At the same time the technology will ensure that the
warfighter maintains essential understanding of how (and how well) the system is implementing and responding to high-level direction.

(U)  Thisproject will focus on methods for users to interact with and direct cognitive systems (including the physical sensors and effectors);
technologies to reduce the personnel and labor required for set up and maintenance of tactical and strategic networks; and techniques for retrieving
and interpreting relevant collected information. High-level languages will be developed for rapid and precise specification of complex behavior in
response to mission demands. Sinceit is equally important for the warfighter or commander to understand the system asiit is for the system to
understand the user’s goals and needs, this project will develop technologies that give systems the ability to explain, perceive and reason about
their behavior and actions. While development of stand-alone cognitive systems represents a huge leap forward, real, complex military missions
require teams of these systems to work collaboratively. The project will also devel op those technologies necessary to enable such systemsto
collaborate effectively and to take advantage of the power of collective cognitive agents.
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(U)  The suite of programs conducted under project will significantly advance the military’s ability to address and deal with complex situations
in operational environments. This program element and project were created in accordance with congressiona intent in the FY 2005 DoD
appropriations bill. Prior year funding was budgeted in PE 0602301E, Project ST-31 and is noted as a memo entry in each program below.

(U) Program Accomplishments/Planned Programs:

Fy 2004 | FY 2005 | FY 2006 | FY 2007

Improved Warfighter Information Processing (21.206) 12.763 12.112 0.000

(U)  Thelmproved Warfighter Information Processing (IWIP) technology thrust will develop technologies to enhance the warfighter’s and
commander’ s information management capacities and improve decision-making performance. This thrust will develop technologies to enable
systems to detect and assess the user’ s cognitive state (e.g., level of attention, memory retention, and decision-making capabilities) and adapt to
optimize the user’s understanding and productivity. The work will significantly expand the warfighters' capabilitiesin a real-time operational
environment by enhancing information throughput and retention, and executive function efficiency. This thrust will also help create context-based
computational systems that will understand, predict and participate in goak-directed collaboration to maintain situational awareness and assist the
warfighter in the decision-making process. Recent progress in neural science, computation and miniaturization can now be leveraged to enable
new concepts of warfare. The technologies developed under this thrust will revolutionize the way 21st Century warriors and commanders interact
with computer-based systems, implement advanced systems design methodol ogies, and fundamentally re-engineer military decision-making
processes. The IWIP thrust comprises two programs. Improving Warfighter Information Intake under Stress and Context-Based Computing for
Command and Control.

The Improving Warfighter Information Intake under Stress program will enhance operational effectiveness through a set of cognitive
techniques that specifically improve 1) the amount of information that warfighters can handle, thereby reducing manpower requirements
(e.g., one person doing the job of three); 2) attention management during stressful operations; and 3) information retention (memory). The
program will devel op the means, devices and infrastructure necessary to assess the warfighter’s or commander’ s cognitive statusin real
time, and use adaptive strategies specific to hisher status to improve information processing and decision-making. The program will
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