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Purpose and Background



Purpose:   The purpose of this Concept of Operations (CONOPS) is to define the mutual support required from the REPORTING ENTITY and SERVICE PROVIDER in support of audit readiness and audit sustainment efforts. This CONOPS will identify, define and delineate roles and responsibilities at the key control activity and key supporting documentation (KSD) level, in an effort to obtain and sustain successful assertions and audits with respect to the service exchanged between the REPORTING ENTITY and SERVICE PROVIDER. This document does not rescind or supersede other agreements between the REPORTING ENTITY and SERVICE PROVIDER and is intended to further delineate responsibilities with regard to the Financial Improvement and Audit Readiness (FIAR) objectives.


The REPORTING ENTITY is performing audit readiness efforts in accordance with the FIAR Guidance (dated April 2015). The FIAR Guidance, April 2015, Section 4.B Methodology‐SERVICE PROVIDER, requires that a Service Level Agreement or Memorandum of Understanding or equivalent document between the SERVICE PROVIDER and customer be established.



Background: The business processes impacting the REPORTING ENTITY could encompass the following Assessable Units (AUs) (ADJUSTING TO INCLUDE REPORTING ENTITY’S AUs):
 
1. Civilian Pay – includes processes related to pay‐impacting transactions for active civilian personnel within the following sub‐processes: Personnel Actions, Time & Attendance, and Payroll.
2. Military Pay – includes processes through which active duty, guard and reserve airmen receive pay and benefits funded through the Military Personnel Appropriation, Reserve Personnel REPORTING ENTITY Appropriation, and National Guard Personnel REPORTING ENTITY Appropriation.
3. Funds Receipt and Distribution (FRAD) (includes Appropriations Received) – includes processes related to the receipt of appropriations and distribution.
4. Mechanization of Contract Administration Services (MOCAS) (Contract Pay) –includes the processes through which the REPORTING ENTITY acquires goods and services for highly complex, long‐term contracts.
5. Vendor Pay – includes the processes through which the REPORTING ENTITY uses routine non‐complex short duration contracts to acquire goods or services for operational support activities, and includes government purchase card and transportation of things, contracts under certain acquisition thresholds, and miscellaneous payments.
6. Military Standard Requisitioning and Issue Procedures (MILSTRIP) – includes processes related to requisitions through the supply systems for commodities such as fuels, general and medical supplies, food and subsistence, and clothing.
7. Reimbursable Budget Authority and Execution – includes business processes as they pertain to reimbursable spending between organizations, encompassing the business functions necessary to accept and process customer orders for services and/or inventory.
8. Temporary Duty Travel – includes the processes for a traveler to travel less than 180 days, including approval of travel orders and filing and approval of travel vouchers.
9. Permanent Change of Station (PCS) Military – includes the processes related to the transportation of an airman/uniformed serviceman (and dependents if applicable), household goods, vehicles, property, etc., from one duty station to another.
10. PCS Civilian –includes the processes that involve the transportation of a civilian employee (and their dependents if applicable) and their household goods/vehicles from one duty station to another for a permanent assignment.
11. Net Outlays – includes processes related to disbursements and offsetting collections and receipts, starting with receipt of payment vouchers and customer billing information through accounting for payments and collections.
12. Financial Statement Compilation and Reporting – covers activities involved in the preparation of REPORTING ENTITY’s financial statements.
13. Fund Balance with Treasury Reconciliation – includes the REPORTING ENTITY’s reconciliation for Fund Balance with Treasury.

CONOPS Framework: The CONOPS Framework supports the requirement to delineate roles and responsibilities between the REPORTING ENTITY and SERVICE PROVIDER’S audit/examination and sustainment efforts.

· The SERVICE PROVIDER Integration Template (Appendix A) defines key control activities for each AU by Financial Reporting Objectives (FROs) and assigns stakeholder ownership of the controls.

· The KSD Matrix (Appendix B) provides a REPORTING ENTITY‐wide view of KSDs, category and location for each REPORTING ENTITY AU impacting the SBA, to include documents retained by SERVICE PROVIDER.

· The FIAR Deliverable Matrix (Appendix C) documents, tracks and manages the FIAR assertion documents needed for audit and examination support, and sustainment activities.  It also assigns responsibility for key tasks, activities and deliverables by responsible party.   Work products include corrective action plans (CAPs) and CAP Status Reports to include controls, FROs, and KSDs considered not effective based on testing; annual testing results to include controls tested, and associated FROs and KSDs for both business process and information technology (IT) processes and controls; annual Statement on Standards for Attestation Engagements (SSAE) No. 16 reports; and updates to process documentation due to CAP implementation, process and/or system changes.

· The Audit Execution Roles and Responsibilities (Appendix D) defines each stakeholder’s responsibilities in fulfilling requirements requested by the independent public auditor (IPA) at the organizational level.









Effective date and implementation: This CONOPS and accompanying appendices are effective upon signature and will remain in effect for FY XXXX.  This CONOPS will be updated annually, or when necessary, based on agreement by both parties. 





REPORTING ENTITY AGREEMENT



Sign      						Date





SERVICE PROVIDER AGREEMENT



Sign      						Date











 

Appendix A: SERVICE PROVIDER Integration Template


A. Purpose – To define key control activities for each AU by FRO and assign stakeholder ownership of the controls. Refer to the Appendix B: KSD Matrix for detail information related to individual KSDs.

B. Requirement(s) – The SERVICE PROVIDER Integration Template was completed by the REPORTING ENTITY and SERVICE PROVIDER to summarize controls in support of the IPA examination on REPORTING ENTITY.  This matrix conjoins the FROs and controls for each AU, and identifies the responsible party for executing the controls.  It also documents the level of effectiveness of the controls at the FRO level. The REPORTING ENTITY and SERVICE PROVIDER will collaborate at least annually, or as key business processes and/or controls change, to update controls and responsible parties.

2 Interim updates may be provided prior to 30 September
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Appendix B: KSD Matrix



A. Purpose – To define individual KSDs, KSD category, KSD location, and responsible party within each AU.

B. Requirement(s) – The KSD Matrix will be completed by the REPORTING ENTITY to summarize KSDs in support of the IPA examination over REPORTING ENTITY SBA. The REPORTING ENTITY and SERVICE PROVIDER will collaborate at least annually, or as key business processes and/or controls change, to update controls, KSDs and responsible parties, documenting and agreeing upon rules for creation, completion and retention of supporting documentation for the end‐to‐end lifecycle of transactions executed within the assessable units.

Appendix C: FIAR Deliverable and Suspense Matrix



A.   Purpose – To define REPORTING ENTITY and SERVICE PROVIDER’ responsibilities for specific FIAR deliverables supporting the IPA examination and sustainment efforts, in accordance with the business processes owned by each party, per Appendix A.


B.   Requirement(s) – The tasks within the FIAR Deliverable and Suspense Matrix will be completed by the REPORTING ENTITY, in conjunction with SERVICE PROVIDER.  This matrix assigns key tasks, activities and deliverables outlined in the FIAR Guidance as well as requirements to support examinations.  The REPORTING ENTITY and SERVICE PROVIDER will provide documents in accordance with the dates and responsibilities prescribed in the matrix.




	Effort
	Task/Document
	Responsible
Entity
	Required Timeframe

	Examination/Audit
	Response to IPA supporting documentation requests using the REPORTING ENTITY audit repository tool, to include assembly, quality control review and delivery
	SERVICE PROVIDER
	Within timeframe established by IPA

	Examination/Audit
	Provide population extractions from SERVICE PROVIDER‐owned systems utilized by REPORTING ENTITY to facilitate sampling and transaction
testing
	SERVICE PROVIDER
	Within three (3) days of request

	Examination/Audit
	Make SERVICE PROVIDER staff available for auditor status meetings, walk‐ throughs and interviews
	SERVICE PROVIDER
	Within timeframe established by IPA

	Examination/Audit
	Provide timely response to
Notices of Finding and Recommendation; provide detailed corrective actions to address deficiencies and status updates
	SERVICE PROVIDER
	Within timeframe agreed upon by REPORTING ENTITY and
SERVICE PROVIDER

	Sustainment
	SSAE No. 16 reports over specific business processes and
systems
	SERVICE PROVIDER
	Within agreed‐upon timeframe/dates
established with the
Office of the Under Secretary of Defense – (Comptroller) OUSD(C)




	Effort
	Task/Document
	Responsible
Entity
	Required Timeframe

	Sustainment
	Results of business process self‐ reviews, including FROs, KSDs, and controls tested (including Complimentary User Entity Controls (CUECs) performed by SERVICE PROVIDER on behalf of REPORTING ENTITY), control effectiveness and identified deficiencies
	SERVICE PROVIDER
	Annually, no later than
30 June

	Sustainment
	Results, schedule, and status of IT self‐reviews, including Federal Information Systems Controls Audit Manual (FISCAM) control objectives, SERVICE PROVIDER control activities and controls tested, control effectiveness, and identified deficiencies
	SERVICE PROVIDER
	At least quarterly (some CAPs may require more frequent updates)

	Sustainment
	Status updates regarding current corrective action plans
	SERVICE PROVIDER
	At least monthly (some
CAPs may require more frequent updates)

	Sustainment
	Annual updates to process documentation, to include
changes resulting from CAPs,
process and system changes
	SERVICE PROVIDER
	Annually, no later than
30 June

	Sustainment
	Annual review and update of
CONOPS, to include Appendix A: SERVICE PROVIDER Integration Template and Appendix B: KSD Matrix
	SERVICE PROVIDER & REPORTING ENTITY
	Annually, no later than
30 September2





















Appendix D:  Audit Execution Roles and Responsibilities



A. Purpose – To delineate the organizational roles necessary for requisite subject matter expertise, technical knowledge, and/or business process understanding to support the REPORTING ENTITY and the SERVICE PROVIDER audit requirements.

B. Applicability ‐ This appendix is required to support the IPA’s audit examination of the REPORTING ENTITY.

C. Roles and Responsibilities

1) REPORTING ENTITY ‐ Directors and Staff

a) [ASSIGNED ROLE/JOB TITLE]:
i. [DELEGATE AN OFFICIAL TO BE].  Responsible for management of audit readiness activities and leading the audit process in accordance with the business processes impacting the REPORTING ENTITY SBA.
ii. [DELEGATE AN OFFICIAL TO BE].  Responsible for technical direction of audit readiness activities and leading the audit process in accordance with the business processes impacting the REPORTING ENTITY.
iii. [DELEGATE AN OFFICIAL TO]. Serves as the primary functional liaison between the IPA, REPORTING ENTITY and SERVICE PROVIDER, ensuring the execution of the examination is efficient and effective. Ensures information is received and compiled timely for further submission as necessary.

b) [ASSIGNED ROLE/JOB TITLE]:
i. Responsible for the assessment of the REPORTING ENTITY and the SERVICE PROVIDER Information Technology assessments, coordination, and management of continuous monitoring. Serves as primary liaison for IT‐related issues.
ii. Perform FISCAM reviews on the REPORTING ENTITY’s owned material systems that are deemed relevant for assertion purposes.
iii. Coordinate with the SERVICE PROVIDER in matters related to IT systems, corrective actions, and controls.
iv. Receive, reviews, and report on status updates from the SERVICE PROVIDER on the status of IT controls.
v. Coordinates with the SERVICE PROVIDER’s IT executive support in matters related to IT systems, corrective actions, and controls under the purview of SERVICE PROVIDER.

c) [ASSIGNED ROLE/JOB TITLE]:– Responsible for abiding by audit protocols for providing supporting documentation within established timeframes and providing appropriate quality assurance over the supporting documentation prior to submission to the IPA in response to Provided‐by‐Client (PBC) list requests. The Audit Liaison Teams will follow procedures by which all independent auditor requests for interviews, site visits, walk‐ throughs and documentation as contained in the PBC Lists are submitted through the SERVICE PROVIDERs as necessary, who in turn will forward task or suspense to the applicable points of contact (POCs) within those organizations.  The Audit Liaison Team also coordinates with SERVICE PROVIDER for any Notice of Findings (NOFs) Reports applicable to SERVICE PROVIDER to develop the response and subsequent corrective actions.

2) SERVICE PROVIDER

a) SERVICE PROVIDER’s [ASSIGNED ROLE/JOB TITLE] to REPORTING ENTITY – Have ultimate accountability for the submission (assembly, review, and delivery) of all requested sample documentation within the timeframes agreed upon between the REPORTING ENTITY’s Audit Liaison, the IPA, and the SERVICE PROVIDER.  Responsible for supporting the audit process in accordance with the business processes executed across the SERVICE PROVIDER.

b) [ASSIGNED ROLE/JOB TITLE] – Responsible to support the overall REPORTING ENTITY audit readiness assertion priorities and audit execution and activities, including responsibility for abiding by established audit protocols such as providing supporting documentation within established timeframes, providing appropriate quality assurance over the supporting documentation prior to submission to the REPORTING ENTITY and/or IPA in response to PBC list requests, coordinating with the SERVICE PROVIDER’s staff to be available for IPA‐requested walkthroughs and interviews, and coordinating with SERVICE PROVIDER staff to make the proper personnel available as necessary to meet IPA requests:

i. [ASSIGNED ROLE/JOB TITLE]– Overall management responsibility for the conduct of the IPA examination. Additionally, the [ASSIGNED ROLE/JOB TITLE] reviews and co‐signs all NOFs reports. Also responsible for determining the effectiveness of remediation activities and reporting the progress of CAPs related to REPORTING ENTITY dependencies in accordance with agreed‐upon schedules.  Also supports sustainment activities through reporting the annual results of SERVICE PROVIDER self‐reviews.

ii. [ASSIGNED ROLE/JOB TITLE] – Serves as the primary functional liaison between the IPA, REPORTING ENTITY and SERVICE PROVIDER, ensuring the execution of the audit is efficient and effective.  Functions as counterpart to and coordinates all communication related to the examination through the REPORTING ENTITY.  Attends examination and sustainment status meetings as requested by the IPA and/or REPORTING ENTITY. The SERVICE PROVIDER will establish procedures(e.g., tracking log) by which all auditor requests for documentation as contained in their PBC Lists and any NOFs reports, will be submitted through the SERVICE PROVIDER, who in turn will forward/task/suspense to the applicable SERVICE PROVIDER POCs. The SERVICE PROVIDER will provide functional management in overseeing the external audit and will participate to the maximum practical extent possible in all meetings and conversations between SERVICE PROVIDER organizations and the IPA staff.   Additionally, the SERVICE PROVIDER manages the SERVICE PROVIDER concurrence/non‐concurrence to audit exceptions; and manages the official agency responses to auditor NOFs reports, audit reports and auditor recommendations.  

iii. [ASSIGNED ROLE/JOB TITLE] –The SERVICE PROVIDER ensures audit ready processes are in place, incorporate best business practices and ensure adequate documentation exists to support financial statement audits for the SERVICE PROVIDER‐owned systems to support line item and/or financial statement audits. In addition:

a) SERVICE PROVIDER 
i. Serve as the primary point of communication with the SERVICE PROVIDER AU subject matter experts.  Provides guidance to Operations on the financial statement impact of their control objectives/control activities, and provides explanations to any inquiries on submitted sample documentation and/or program execution.
ii. Provide risks and issues to REPORTING ENTITY. This is to be communicated to the REPORTING ENTITY as well as bringing all risks and issues to the attention of the REPORTING ENTITY.
iii. Support IPA in researching, validating and facilitating audit requests in relation to SERVICE PROVIDER audit assertions and audit execution.

b) Audit Support
i. Provide audit support/liaison for all stakeholders.
ii. Track and provide audit responses within established timeframes, where the SERVICE PROVIDER is responsible, and participate in audit‐related briefings with the IPA and other internal and external auditors.
iii. Review and submit documentation to auditors.

c) Evidential Matter
i. Maintain access to all document retention systems and database to retrieve documents in accordance with established timeframes. Responsibility for KSDs is described, by AU, in Appendix B.

c) SERVICE PROVIDER [ASSIGNED ROLE/JOB TITLE] – Responsible for documenting business processes and controls, in accordance with the SERVICE PROVIDER Policy, OUSD(C) FIAR Guidance and other federal statutes, as agreed to between the REPORTING ENTITY and the SERVICE PROVIDER.

d) SERVICE PROVIDER [ASSIGNED ROLE/JOB TITLE]

i. Responsible for supporting the IPA’s internal controls evaluation on SERVICE PROVIDER systems and will co‐sign all IT related NOFs, as it relates to the audit.
ii. Perform and provide status of FISCAM reviews on the SERVICE PROVIDER owned material systems that are deemed relevant by the REPORTING ENTITY for audit purposes.
iii. Provides detailed testing results of the SERVICE PROVIDER control activities to meet FISCAM objectives for the SERVICE PROVIDER‐owned systems annually as well as status of corrective actions related to the REPORTING ENTITY dependencies.
iv. Coordinates with the REPORTING ENTITY’s [ASSIGNED ROLE/JOB TITLE] in matters related to the SERVICE PROVIDER‐owned systems, corrective actions, and IT controls.
v. Coordinate with the SUB SERVICE PROVIDER, as appropriate, for responding to auditor requests related to SERVICE PROVIDER‐owned systems utilized by REPORTING ENTITY and hosted by the SUB SERVICE PROVIDER.

e) SERVICE PROVIDER [ASSIGNED ROLE/JOB TITLE] – Responsible for providing unbiased advice and guidance to SERVICE PROVIDER management in meeting annual audit examination requirements, responding to any audit issues put before the committee, and for providing any [ASSIGNED ROLE/JOB TITLE] comments to the draft Audit Report and Management Letter provided by the IPAs.

