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FOREWORD

The Department of Defense Agency
Financial Report (AFR) for Fiscal

Year 2011 provides an overview of the
Department’s financial information
and performance goals and objectives.
It also describes our priorities in
response to challenges encountered in
defense of our Nation.

For FY 2011, the Department has
chosen to produce the Agency
Financial Report as an alternative to
the Performance and Accountability
Report (PAR). The alternative report
is intended to simplify and summarize
information to increase transparency
while utilizing the Internet for
providing additional details. The
Department’s FY 2011 reporting
consist of three components:

e Agency Financial Report -
Published November 15, 2011

e Annual Performance Report -
Published by February 6, 2012

e Summary of Performance and
Financial Information - Published
by February 15, 2012

All three reports will be available at

the Comptroller’s website:
http://comptroller.defense.gov/

Agency Financial Report (AFR)

The AFR consists of the Management’s
Discussion and Analysis that provides
executive-level information on the
Department’s history, mission,
organization, key performance
activities, analysis of the financial
statements, controls and legal
compliance and other challenges
facing the Department.

Additional information is available in
Addendum A, Other Accompanying
Information of the AFR.

Annual Performance Report (APR)

The APR will be included in the
Congressional Budget Justification and
will provide the detailed performance
information and description of results
by performance measures.

Summary of Performance and
Financial Information

This document will summarize the
Department’s financial and
performance information from the AFR
and APR, making the information
more transparent and accessible to
Congress, the public, and other key
constituents.

Preparation of this study/report cost the
Department of Defense a total of
approximately $107,000 in
Fiscal Years 2011 - 2012.

Generated on 20111110
RefID: 8-C1DOE60
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MESSAGE FROM THE DEPUTY SECRETARY OF DEFENSE

It is a privilege for me to introduce the
Department of Defense (DoD) Agency Financial
Report (AFR) for Fiscal Year 2011. The AFR
contains the most complete information
available concerning the Department’s finances.

In these pages, the reader will find a summary
of how, over the past year, the men and
women of DoD managed the taxpayers’
resources. These resources have been put to
work in the fight against terrorist organizations
in Afghanistan and elsewhere, in the drawdown
of forces in Iraqg, in providing relief to the
victims of natural disasters, and in support of
friends and allies around the world. The AFR
also details the actions we have taken to
provide for the needs of the All Volunteer Force
and to acquire the equipment and technology
that will be needed to provide for the nation’s security in the years ahead.

In Fiscal Year 2011, the Department carried out its work in the midst of a
challenging financial situation. Budgetary pressures, continuing resolutions, and
possible shutdowns of the Federal government added an element of uncertainty
through much of the fiscal year.

In recognition of the fiscal pressures the country is facing, the Department took the
initiative and launched its own comprehensive review of strategic needs and costs.
Across DoD, everyone understands that the measure of our success depends on
efficiency as well as effectiveness.

In August, Congress upped the ante by passing the Budget Control Act of 2011
(BCA), which mandates $1.1 trillion in cuts to the discretionary part of the Federal
budget over the next decade. As a result, we are now preparing for
recommendations that could trim about $450 billion from the Defense budget.

Decisions have not been made, but it is clear that achieving these savings will be
difficult but manageable. The challenge at Defense is to preserve essential
capabilities even as we look for ways to trim costs. Above all, we must avoid
hollowing out the force and breaking faith with the brave men and women who are
fighting for us.

The BCA also created the Congressional Joint Select Committee on Deficit
Reduction (JSCDR), which must find more than $1.5 trillion in additional reductions.
If Congress fails to agree on the required savings, the BCA will trigger automatic
cuts, half of which - roughly $600 billion over the next 10 years - will be taken



from Defense, an amount that Secretary of Defense Leon Panetta has said would do
“catastrophic damage to our military and its ability to protect the country.” This
possibility adds genuine urgency to the work of the JSCDR and DoD’s own strategic
review.

While we adjust our spending plans, we remain fully committed to improving
financial management. Specifically, I fully support Secretary Panetta’s goal to
achieve audit readiness for the Statement of Budgetary Resources by the end
of 2014.

As we go forward together, it is important that the American people understand our
commitment both to responsible financial management and to an agile, ready,
capable, and adaptable force. This report will aid that understanding.

(224G

Deputy Secretary of Defense
November 15, 2011
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MANAGEMENT'’S DISCUSSION AND ANALYSIS

FISCAL YEAR 2011 OVERVIEW

The Fiscal Year (FY) 2011 Department of Defense
(DoD) budget was crafted to rebalance the
priorities of America’s defense establishment,
institutionalizing successful wartime innovations to
better enable success in today’s wars while
ensuring that our forces are prepared for a complex
future. The DoD’s budget in FY 2011 continued to
use the defense strategy expressed in the
2010 Quadrennial Defense Review (QDR) Report,
which contained four priority objectives:

e Prevail in today’s wars,
e Prevent and deter future conflict,

e Prepare to defeat adversaries and succeed in a
wide variety of contingencies, and

e Preserve and enhance the All-Volunteer Force.

We remain committed to the goal of disrupting, dismantling, and defeating al-Qaeda. While
the strategic defeat of al-Qaeda is within reach, the broader challenge of combating terrorist
and insurgent threats at their source will remain. We also must ensure the success of our
forces fighting to bring stability and security to Afghanistan as we begin a process of
responsible transition, as well as completing the drawdown in Iraq.

The Department continues to emphasize rebalancing the Joint Force towards the key
mission areas articulated in the 2010 QDR:

e Defend the U.S. and support civil authorities at home,

e Succeed in counterinsurgency, stability and counterterrorism operations,
e Build the security capacity of partner states,

e Deter and defeat aggression in anti-access environments,

e Prevent proliferation and counter weapons of mass destruction, and

e Operate effectively in cyberspace.

We made adjustments in the Department’s FY 2011 budget in line with these six mission
areas, investing in the capabilities needed in current conflicts, including intelligence,
surveillance and reconnaissance platforms, special operations forces, and cyber capabilities
- including the stand-up of a new cyber command. Enhancements also were made to
prepare for future conflicts, including investments in items such as mobility aircraft and
space capabilities.

Management’s Discussion and Analysis
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The FY 2011 budget also sought to advance reforms in the way we do business, to carve out
efficiencies to help preserve and enhance key military capabilities in the face of the Nation’s
fiscal predicament and declining rates of budget growth. The FY 2011 budget supported
initiatives to continue to reform the Department’s institutions and processes to better
support the urgent needs of the warfighter; buy weapons that are usable, affordable, and
truly needed; and ensure that taxpayer dollars are spent wisely and responsibly. United
States forces need the right mix of weapons and platforms to deal with the span of threats
we will likely face in the future. The goal of our acquisition programs is to develop a
mixture of capabilities with flexibility to allow us to respond to a spectrum of contingencies.
The QDR guides us toward the right mix, and the FY 2011 budget moved us closer to
achieving that mix.

During the formulation of the FY 2012 President’s Budget, then-Department of Defense
Secretary Gates directed a baseline review of how the Department was staffed, organized,
and operated as a whole. As part of this review, efficiency savings were realized for the
Defense-wide civilian workforce, service support contractors, and Departmental studies.
The freeze on the civilian workforce retained all FY 2011 to FY 2013 Defense Agency civilian
full-time equivalents at the same level as authorized in FY 2010. The Department'’s reliance
on service support contractors was reduced by 10 percent per year from FY 2011 to
FY 2013, for a cumulative 30 percent reduction. The Department’s reliance on advisory
studies was reduced by 25 percent below the FY 2010 actual levels and eliminated all non-
essential, lesser-value reports, including all reports generated by DoD Issuances that were
five years or older.

As a result of our efforts to prevail in today’s conflicts and to prepare for the complex
challenges ahead, America has asked much
of its All-Volunteer Force and the civilians
who support that force. Multiple and
extended deployments have taken a toll on
our people and their families. As a nation,
we are obligated to take care of our people
to the best of our ability. From wartime
force management issues, to recruiting,
retention, family support, and wounded
warrior care, we must continue to tend to
the health of the All-Volunteer Force.

In  summary, during FY 2011 the |
Department sustained the military and Athletes sprint across the finish line during

ided bilities t i the 100 Meter Dash at the Warrior Games
provided necessary capabilities 1o prevail in track and field events in Colorado Springs,

today’s conflicts and prepare for tomorrow’s Colo., May 17, 2011. The track and field
challenges. Throughout, the Department events are the first of the Warrior Games to
remained focused on taking care of its LELG RS

people and their families, and ensuring the U.S. Air Force photo

Staff Sgt. Christopher Griffin

best use of taxpayer dollars.

Management’s Discussion and Analysis
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MISSION

The mission of the Department of Defense is to protect the American people and advance
our national interests. Key among American interests are security, prosperity, broad
respect for universal values, and an international order that promotes cooperative action.
These interests are inextricably linked to the integrity and resilience of the international
system. Consistent with the President’s vision, the United States will advance these
interests by strengthening our domestic foundation and integrating all elements of national
power; engaging abroad, based on mutual interest and mutual respect; and promoting an
international order that reinforces the rights and responsibilities of all nations.

The U.S. faces a complex and uncertain
future security landscape in which the pace
of change continues to accelerate.
Terrorists continue to learn and adapt,
posing a continuing threat to the security of
the United States and to our allies and
partners. In addition, the rise of new
powers, the growing influence of non-
sovereign entities that exercise significant
influence at a national or international level,
the spread of weapons of mass destruction
and other destructive enabling technologies,

to shoulder, with live ammunition while and a series of enduring and emerging

practicing team movement drills at an trends pose profound challenges to the
advanf:ed marksmansmp course on Camp international order.
Beuhring, Kuwait.

America’s interests and role in the world
require armed forces with unmatched
capabilities and a willingness on the part of the Nation to employ them in defense of our
interests and the common good. The United States remains the only nation able to project
and sustain large-scale operations over extended distances. This unique position generates
an obligation to be responsible stewards of the power and influence that history,
determination, and circumstance have provided.

U.S. Army photo by Sgt. Travis ZielinskKi

The role of the Department of Defense is to field, sustain, and employ the military
capabilities needed to protect the United States and its allies and to advance our interests.
In order to fulfill this role, the Department must continually assess how America’s armed
forces are evolving in relation to the wartime demands of today and the expected character
of future challenges.

Management’s Discussion and Analysis
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ORGANIZATION

Since the creation of America’s first army in 1775, the Department and its predecessor
organizations have evolved into a global presence of more than 3 million individuals
stationed throughout the world, dedicated to defending the United States by deterring and
defeating aggression and coercion in critical regions. The Department embraces the core
values of leadership, professionalism, and technical knowledge; its employees are dedicated
to duty, integrity, ethics, honor, courage, and loyalty.

Under the President, who also is Commander in Chief, the Secretary of Defense exercises
authority, direction, and control over the Department. The Department of Defense
(Figure 1-1) is composed of the Office of the Secretary of Defense; the separately organized
military departments of the Army, Navy, and Air Force; the Joint Chiefs of Staff; the unified
Combatant Commands; the Inspector General; the Defense Agencies; the DoD Field
Activities; and such other offices, agencies, activities, and commands as may be established
for specific purposes.

Figure 1-1. Department of Defense Organizational Structure

Secretary of Defense

Deputy Secretary of Defense

Office of the Inspector General
of the Department of Defense

The Organization
Department of the Joint Chiefs

Office of the

Secretary of Department

Department

Defense of the Army of the Navy of the Air Force of Staff
» Under Secretaries, Secretary Secretary Secretary (‘3]hi_iirnéahr_\ C;f thfe
.« Assistant Secretaries, of the Army of the Navy of the AirForce omtSta lofs o
and Office The Office | Office of [Headquarters| | Office of The
« Other Specified of the Army of the the Marine the Air The
Officials Secretary [  Staff Chief of |Secretary| Corps Secretary [ Staff Joint Staff
of the Naval of the of the

Defense Army Operations| Navy Air Force
A s
SR The Marine The
Corps Air Force

Combatant Commanders

+ US Africa Command

+ US Central Command

+ US European Command

+ US Northern Command

+ US Pacific Command

+ US Southern Command

+ US Special Operations Command
+ US Strategic Command

+ US Transportation Command

DoD Field
Activities

B10-02
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THE OFFICE OF THE SECRETARY OF DEFENSE

The Secretary of Defense and his principal staff are responsible for the formulation and
oversight of defense strategy and policy.

The Office of the Secretary of Defense (OSD) supports the Secretary in policy development,
planning, resource management, acquisition, and fiscal and program evaluation. The
immediate OSD is comprised of several Under Secretaries of Defense (USD) and Assistant
Secretaries of Defense (ASD) for various functional areas. Select OSD Principals also
oversee the activities of various Defense Agencies and DoD Field Activities. The OSD
organization chart is available at http://www.defense.gov/orgchart/

MILITARY DEPARTMENTS Figure 1-2. DoD Military Services

The Military Departments consist of the
Army, the Navy (of which the Marine Corps Department of Defense
is a component), and the Air Force Service Components
(Figure 1-2). In wartime, the U.S. Coast
Guard becomes a special component of the
Navy; otherwise, it is part of the Department
of Homeland Security. The Military
Departments organize, staff, train, equip,
and sustain America’s military forces. When
the President and Secretary of Defense determine that military action is required, these
trained and ready forces are assigned to a Combatant Command responsible for conducting
military operations.

The Military Departments include Active Duty, Reserve, and National Guard forces. Active
Duty forces are full-time Military Service members. The National Guard has a unique dual
mission with both Federal and State responsibilities (see Figure 1-3). The Guard,
commanded by the Governor of each state or territory, can be called into action during local

or statewide emergencies,
such as storms, drought, or Figure 1-3. Reserve Forces and National Guard

civil disturbances. When
ordered to active duty for 2 Federal Missions
mobilization or called into X%
Federal service for national
emergencies, units of the
Guard are placed under
operational control of the
appropriate Combatant
Commanders. The Guard
and Reserve forces are
recognized as indispensable
and integral parts of the
Nation’s defense.

Management’s Discussion and Analysis
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DEFENSE AGENCIES

Seventeen Defense Agencies have evolved over time as a result of DoD-wide functional
consolidation initiatives. Defense Agencies provide a variety of support services commonly
used throughout the Department. For instance, the Defense Logistics Agency provides
logistics support and supplies to all Department activities.

DEPARTMENT OF DEFENSE FIELD ACTIVITIES

Ten DoD Field Activities also have evolved over time as a result of DoD-wide functional
consolidation initiatives. The DoD Field Activities perform missions more limited in scope
than the Defense Agencies. For example, the Defense Media Activity serves as the DoD
focal point for all Armed Forces information programs.

THE JOINT STAFF (JS)

The Chairman of the Joint Chiefs of Staff is the principal military advisor to the President,
the National Security Staff, and the Secretary of Defense. The Chairman and his principal
staff assist the President and the Secretary in providing for the strategic direction of the
Armed Forces, including operations conducted by the Commanders of the Combatant
Commands.

COMBATANT COMMANDS

Nine Combatant Commands are responsible for conducting the Department’'s military
operational missions around the world (Figure 1-4).

Six commands have specific military operational mission objectives for geographic areas of
responsibility:

e U.S. Northern Command (USNORTHCOM) is responsible for North America, including
Canada and Mexico.

e U.S. Pacific Command (USPACOM) is responsible for China, South and Southeast Asia,
Australia, and the Pacific Ocean.

e U.S. European Command (USEUCOM) is responsible for activities in Europe, Greenland,
and Russia.

e U.S. Southern Command (USSOUTHCOM) is responsible for Central and South America
and the Caribbean.

e U.S. Africa Command (USAFRICOM) is responsible for the entire continent of Africa
(except for Egypt).

e U.S. Central Command (USCENTCOM) is responsible for the Middle East, Egypt, and
several of the former Soviet republics. This Command is primarily responsible for
conducting Operation Enduring Freedom in Afghanistan and Operation New Dawn in
Iraq.

Management’s Discussion and Analysis
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Three Commands have worldwide mission responsibilities focused on a particular
function(s):

U.S. Strategic Command (USSTRATCOM) provides global deterrence capabilities,
direction of Global Information Grid operations, and synchronizes Department efforts to
combat weapons of mass destruction worldwide.

U.S. Transportation Command (USTRANSCOM) moves military equipment, supplies, and
personnel around the world in support of operations.

U.S. Special Operations Command (USSOCOM) leads, plans, synchronizes, and as

directed, executes global operations against terrorist networks.

The Military Departments supply the necessary capabilities to these Commands. As such,
the operating costs of these commands (except the USSOCOM) are subsumed within each
Military Department’s budget. The USSOCOM is the only Combatant Command that has
budget authority that resides outside of the control of the Military Departments and is
reflected in the Department’s Defense-wide accounts.

Figure 1-4. Combatant Commands Geographic and Functional Areas

Six commanders have specific mission objectives for their geographical areas of responsibility:

Northern Command Pacific Command European Command Southern Command Africa Command Central Command

United States United States United States United States United States United States

USNORTHCOM
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»
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g Ed -
. *.—f‘ﬂ ' USPACOM
LAY
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b USAFRICOM - g e

Three commanders

A

5, ol
have worldwide mission SN
responsibilities, each
focused on a particular

function: United States
United States United States Special Operations
Strategic Command Transportation Command Command
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RESOURCES

The Department requires resources (personnel, facilities and infrastructure, and budget
authority) to carry out key missions and execute management reforms. The strategic
placement of our personnel, installations, and facilities are key for protecting our homeland
and national resources. These resources have never been more important than they are
today as the U.S. fights terrorists who plan and carry out attacks on our facilities and our
people.

Figure 1-5. Staffing for FY 2011

Our workforce consists of more than (As of August 31, 2011)

three million employees, both afloat and
ashore, deployed throughout the world to

National Guard

meet mission requirements. Nearly half of 466,060

, . . Reserve 15% i
the Department’s workforce is comprised of 381,980 Active Duty
men and women on Active Duty. To 12% ! j 1’4:’710’/‘:00

provide Americans with the highest level of
national security, the Department consists
of approximately 1,431,400 men and
women on Active Duty, 848,040 Reserve
and National Guard, and 790,400 civilians

(Figure 1-5). Civilians
790,400
During FY 2011, the Department mobilized 26% .
B10-27 Numbers are approximate

approximately 92,100 Reserve Component
members at any given time. The men and
women of the Reserve and National Guard provided security and assistance in both the
Afghanistan and Iraq theaters and maintained aircraft in the Horn of Africa, to name a few
of their many missions. The skills and capabilities of the Reserve Component members
match current and anticipated DoD requirements, thereby reducing the stress on the total
force while increasing the capacity.

All Military Services and five of the six Reserve Components met or exceeded their numeric
accession goals in FY 2011. The Army National Guard intentionally achieved 95 percent of
their goal to stay within its Congressionally-authorized end strength. All Military Services
and Reserve Components exceeded recruit quality benchmarks in FY 2011 - a remarkable
achievement. The Nation can be proud of these achievements as well as the commitment of
Service members and their families, as reflected in record high retention rates.

Throughout FY 2011, the civilian workforce continued to play a critical role in supporting the
accomplishment of DoD’s mission. In FY 2011, we withessed their continued voluntary and
enthusiastic participation in new and challenging roles, especially in support of DoD’s
wartime efforts. The Civilian Expeditionary Workforce Program has deployed volunteers to
war zones to serve in career fields as far-reaching as intelligence, public affairs, policy
development, and logistics. Thousands of civilians with in-demand expertise volunteer each
year to support wartime missions in Afghanistan and Iraq. Before their one-year
deployment begins, they first must undergo rigorous training on Muscatatuck Urban
Training Center and Camp Atterbury, Indiana, where they learn everything from cultural
sensitivities to military customs and courtesies — with a few live-fire exercises thrown into

Management’s Discussion and Analysis
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the mix. The remarkable people who comprise civilian and military teams are the
Department’s greatest asset in providing a strong and agile national security response.

The Department’s worldwide infrastructure includes nearly 542,000 facilities (buildings and
structures) located at more than 5,000 sites around the world on more than 28 million
acres. These sites vary greatly in size. They range from the very small (an unoccupied site
supporting a single navigational aid that sits on less than one-half acre of land) to the vast
and immense, such as the Army's White Sands Missile Range in New Mexico (with over
3.6 million acres) or the Navy’s large complex of installations in Norfolk, Virginia. To protect
the security of the U.S., the Department operates 14,668 aircraft and 586 ships.

To support mission requirements, the Department continues to focus on investing financial
resources effectively to meet the needs of the warfighter and the ever-changing battlefield.
We continue to invest in weapon systems
and capabilities to counter 21st Century
threats, support the workforce, and

Figure 1-6. Department of Defense
FY 2011 Enacted Budget ($688.0B)

accomplish  mission requirements and 0oco Base
- ; , $159.0B — Budget
objectives. During FY 2011, DoD’s enacted (23%) | $529.0B
: (77%)

budget authority amounted to $688 billion.
Figure 1-6 depicts the composition of DoD’s
budget authority.

The Overseas Contingency Operations
(OCO) resources enable the Department to
support and to fund efforts primarily in
Afghanistan and Iraq. The Department

Budget by Appropriation  sin silions

continued activities under Operation New Military Personnel 154.0
Dawn as it works to complete the military Operation and Maintenance 307.9
mission in Iraq. In Afghanistan, U.S. Procurement 129.9
coalition and Afghan forces have arrested RDT&E 75.0
the Taliban’s momentum in much of the Military Construction e
country and reversed it in several key Famlly.Housmg 1.8
Revolving Funds 3.4
areas. U.S. troops continue to work with Total $688.0
Afghan National Security Forces and B10-17

international partners and have begun the
process of transitioning the lead for security to Afghanistan, which is scheduled to be
complete across the country by the end of 2014.

The Department’s funding levels ensure the Nation can meet all national security objectives.
Funding enabled the Department to maintain readiness to conduct missions abroad and a
full spectrum of training, combat training center rotations, and recruiting and retention
efforts. Modernization and recapitalization of equipment, focused on today’s threats, greatly
improved combat capabilities. These new capabilities included procurement and
development of platforms, such as the fifth generation Joint Strike Fighter aircraft; the
Littoral Combat Ship; unmanned aircraft systems, such as Global Hawk and Reaper; new

Management’s Discussion and Analysis
13
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generation ground vehicles, such as the Stryker; communications, navigation, missile
warning, space situational awareness, and environmental monitoring satellites; and missile
defense systems.

In FY 2011, resources funded the construction and maintenance of additional modernized
housing, both government-owned and privatized. These constructed housing units support
the Marine Corps’ growth in ground forces. In addition, the Department built wounded
warrior facilities and schools and recapitalized other medical facilities. The Department
funded the operation of 254 commissaries and education for over 87,000 students in
194 schools.

In addition, during the first quarter of
FY 2011, the Department completed its
portion of the U.S. Government’'s
response to the Government of
Pakistan’s call for humanitarian
assistance and disaster relief following
the flooding that started in July 2010.
In March 2011, the Department
deployed personnel, ships, and aircraft
to augment the Government of Japan’s
disaster relief efforts in response to the
devastating magnitude 9.0 earthquake
that struck off Japan’s main island of

. U.S. Air Force Senior Airman greets children
Honshu. Also during FY 2011, the during a security halt in Qalat City, Afghanistan,

Department provided humanitarian Aug. 10, 2011. Assigned to the Provincial
assistance relief, forces, and capabilities Reconstruction Team Zabul's security force.
to augment and support coalition U.S. Air Force photo by

partners in the North Atlantic Treaty Senior Airman Grovert Fuentes-Contreras

Organization (NATO)-led military
operations to respond to Muammar Gaddafi’s brutal behavior against the people of Libya.

The Base Realignment and Closure (BRAC) initiative continued with $2.4 billion in funding,
which allowed the Department to satisfy its legal obligation to complete
220 recommendations before the September 15, 2011 statutory deadline.

To ensure the security of the U.S., the Department remains dedicated to obtaining the
required resources and making the best use of them. Taking care of our people, reshaping
and modernizing the force, and supporting our troops in the field also remains a high
priority for the Department, which is committed to spending funds carefully and effectively.

Management’s Discussion and Analysis
14
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PERFORMANCE GOALS, OBJECTIVES, AND RESULTS

DEPARTMENT OF DEFENSE STRATEGIC PLAN

As discussed in the Overview section of this report, the Department examines America’s
defense needs by conducting the Quadrennial Defense Review. This review examines
national defense strategy, force structure, force modernization plans, infrastructure, budget
plans, and other elements of the defense program and policies of the United States,
consistent with the most recent National Security Strategy and National Military Strategy.
The 2010 Quadrennial Defense Review report (QDR) constitutes the DoD strategic plan.

In addition to the four QDR priorities, i.e., Prevail in today’s wars; Prevent and deter
conflict; Prepare to defeat adversaries
and succeed in a wide range of

contingencies; and Preserve and
enhance the All-Volunteer Force, the
QDR acknowledged that increased A L O U e

efficiency and effectiveness could be
achieved by implementing an agenda
that reforms how the DoD does
business. Consequently, these five

Figure 1-7. DoD Strategic Goals

Warfighting Goal 2
Prevent and Deter Conflict.

Goals

imperatives reflect the Department’s Goal 3
Strategic Goals.  Strategic goals 1 Advz::gzges?nﬁﬁsict:eed
through 3 reflect DoD core warfighting in a Wide Range of
missions and Strategic goals 4 and 5 Contingencies.
focus on DoD infrastructure support ——
; oa

(Figure 1-7). Preserve and Enhance the
e Strategic Goal 1, “Prevail in Today’s Supporting All-Volunteer Force.

Wars,” focuses on the ongoing Goals

conflict and extended stabilization Impleg(e’::ieform

campaigns in Afghanistan and Iraq. Agenda.

B10-24

e Strategic Goal 2, "“Prevent and
Deter Conflict,” focuses on integrated security cooperation and reorienting the Armed
Forces to deter and defend against transnational terrorists around the world.

e Strategic Goal 3, “Prepare to Defeat Adversaries and Succeed in a Wide Range of
Contingencies,” focuses on DoD’s contributions to homeland defense, natural disasters,
and other contingencies.

e Strategic Goal 4, “Preserve and Enhance the All-Volunteer Force,” focuses on DoD
personnel management, healthcare, and military families.

e Strategic Goal 5, “Implement Reform Agenda,” focuses on improving and integrating
DoD business operations to better support the warfighter.
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DEPARTMENT OF DEFENSE PERFORMANCE HIERARCHY

The DoD Strategic Plan (i.e., the 2010 QDR) forms the basis for development of the
Department’'s Annual Performance Plan. The FY 2011 Performance Plan reflects
5 overarching Department strategic goals, 20 strategic objectives, and 80 enterprise-level
or DoD-wide performance goal priorities that are included in DoD’s annual budget request.
The Department will address final year-end results for all 80 performance goals in the DoD
Annual Performance Report for FY 2011, which will be submitted with the FY 2013
Congressional Budget Justification on February 6, 2012.

Primary responsibility for performance improvement rests with the Deputy Secretary of
Defense in his role as the Chief Management Officer (CMO). The Deputy Secretary is
assisted by the Deputy CMO/DoD Performance Improvement Officer, who integrates
performance information across the Department. The Principal Staff Assistants within the
Office of the Secretary of Defense, in coordination with the Joint Staff, recommend the
strategic objectives and performance goals determined to be the most relevant for DoD-
wide management focus. The DoD strategic objectives and performance goals are subject
to annual refinement based on changes in missions and priorities. Figure 1-8 highlights that
every level within the Department is accountable for performance and delivering results.

FY 2011 DEPARTMENT OF DEFENSE KEY PERFORMANCE RESULTS

The following information, organized by DoD Strategic Goal and Objective, depicts 23 key
performance results for FY 2011. Unless otherwise stated, the tables report progress
through the third quarter of FY 2011. Based on third quarter data, the Department is on
track to meet 78 percent of these 23 performance goals.

Figure 1-8. Department of Defense Performance Budget Hierarchy
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Strategic Goal 1: Prevail in Today’s Wars.

As depicted below, four key performance results under Strategic Goal 1, “Prevail in Today’s
Wars,” reflect that the Department is on track to meet its military operational objectives in
Afghanistan and Iraq in FY 2011. The Department increased the size and improved the
capability of Afghan forces and has begun the process of transferring responsibility of
security to a capable Afghan partner. There has been a successful transition of three
provinces and four municipalities to the Afghan National Security Force (ANSF) Lead in the
first of several areas of transition. The Department is well on track to achieve its FY 2011
ANSF total goal of 305,600 personnel [171,600 Afghan National Army (ANA) and
134,000 Afghan National Policy (ANP)], with 301,672 personnel at the end of the third
quarter, an increase of 30,826 since January 2011. As the ANSF develops, the Department
has worked with other U.S government agencies to lay the groundwork for its sustainable
future with a reduced U.S. presence (refer to Strategic Objective 1.1-0OCO).

By the end of the third quarter, the Department also had exceeded its drawdown goals in
terms of reducing its military presence in Iraq (Strategic Objective 1.2-OCO). United States
Forces-Iraq will continue the directed drawdown in a manner that does not jeopardize our
U.S. forces as we reset and leave a stable, secure, sovereign and self-reliant Iraq as a long-
term strategic partner to the United States.

STRATEGIC GOAL 1: PREVAIL IN TODAY’S WARS

Annual Performance Goals/Results

Strategic Plan Long-Term FY 2011
Performance Measures Performance Goals FY 2010 FY 2011 3Qtr
Results Goals
Results

Strategic Objective 1.1-OCO: Degrade the Taliban to levels manageable by the Afghan National Security
Force (ANSF), while increasing the size and capability of the ANSF.

1.1.1-OCO: Cumulative number
of Afghan National Army (ANA)

1.1.1-OCO: By FY 2011, the
ANA end strength will be

end strength

134,000 with intent to train and
equip forces.

end strength 171,600 with intent to train and 144,000 171,600 W171,050
equip forces.

1.1.2-OCO: Cumulative number | 1.1.2-OCO: By FY 2011, the

of Afghan National Police (ANP) | ANP end strength will be 115,000 134,000 130,622

Strategic Objective 1.2-OCO: Execute a responsible drawdown of the U.S. military presence in Iraq.

1.2.1-OCO: Cumulative number
of U.S. military troops in Iraq

1.2.1-0OCO: By the end of first
quarter, FY 2012, the U.S.
military presence in Iraq will be
zero troops (except for a small
number under Chief of Mission
authority).

48,770

50,000

m46,000

1.2.2-0CO: Cumulative number
of pieces of rolling stock in Iraq
supporting U.S. military troops

1.2.2-OCO: By the end of first
quarter, FY 2012, the number of
pieces of rolling stock in Iraq
supporting U.S. military troops,
will be zero (except for a small
number used by military
personnel under Chief of
Mission authority).

16,500

16,500

12,569
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Strategic Goal 2: Prevent and Deter Conflict.

Five performance results are key to satisfying the Department’s deterrence missions and
achieving its national security objectives. Our deterrent remains grounded in land, air, and
naval forces capable of fighting limited and large-scale conflicts. As of third quarter, the
Department surpassed its annual goals to increase DoD Special Operations personnel and
rebalance Marine Corps Expeditionary Forces (Strategic Objective 2.1-1F1), equip ballistic
missile defense-capable ships (Strategic Objective 2.3-1F3), and increase intelligence,
surveillance, and reconnaissance (ISR) capacity (Strategic Objective 2.4-1X2). Increasing
the number of ISR orbits provides more capabilities for general purpose and special
operations forces and allows them to carry out their missions more effectively.

The Department did not achieve its FY 2011 nuclear safety inspection goal
(Strategic Objective 2.2-1F2A), though first-time passing rates have consistently improved
over the last three years. Maintaining a 100 percent passing rate on first-time Defense
Nuclear Surety Inspections (DNSIs) may appear to be a good standard, but it could
generate unrealistic expectations and a potential “zero tolerance” culture that is neither
sustainable nor appropriate for achieving long-term excellence in the nuclear enterprise.
The Department will re-examine this measure in FY 2012 to emphasize the value of
reducing DNSI repeat deficiencies (critical and significant only) as a better indicator of the
sustained Services’ excellence and senior leadership focus on the nuclear enterprise.

STRATEGIC GOAL 2: PREVENT AND DETER CONFLICT

Annual Performance Goals/Results

Strategic Plan Long-Term FY 2011
Performance Measures Performance Goals FY 2010 FY 2011 3Qtr
Results Goals Results

Strategic Objective 2.1-1F1: Extend a global posture to prevail across all domains by increasing capacity
in general purpose forces and by enhancing stability operations and foreign security force competency.

2.1.3-1F1: Cumulative 2.1.3-1F1: By FY 2012, the

percent increase in DoD DoD will increase its Special o o o
Special Forces and Navy Forces and Navy SEAL 21% 28% W35%
SEAL personnel achieved personnel by 32 percent.

2.1.6-1F1: Cumulative 2.1.6-1F1: By FY 2012, the

percent of unit initiatives DoD will have completed 100

completed to balance three percent of unit initiatives 84% 92% o 95%
Marine Corps Expeditionary required to have balanced

Forces (MEFs) three MEFs.

Strategic Objective 2.2-1F2A: Maintain a safe, secure, and effective nuclear arsenal to deter attack on the
U.S. and on our allies and partners.

2.2.2-1F2A: Passing 2.2.2-1F2A: Beginning in FY
percentage rate for Defense 2011, the DoD will maintain a
Nuclear Surety Inspections passing rate of 100 percent for 73% 100% W85.7%

all regular Defense Nuclear
Surety Inspections.

Strategic Objective 2.3-1F3: Strengthen cooperation with allies and partners to develop and field robust,
pragmatic, and cost-effective missile defense capabilities.

2.3.1-1F3: Cumulative 2.3.1-1F3: By FY 2018, the
number of Aegis Ballistic DoD will have 43 Aegis ships Not 23 =23
Missile Defense (BMD)- that are BMD-capable. available

capable ships
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STRATEGIC GOAL 2: PREVENT AND DETER CONFLICT

Strategic Objective 2.4-1X2: Ensure sufficient Intelligence, Surveillance, and Reconnaissance (ISR)
collection and analysis capacity for full spectrum operations and ensure resiliency of ISR operations.

2.4.1-1X2: Cumulative 2.4.1-1X2: By FY 2013, the
number of MQ-1 (Predator) DoD will achieve and maintain
and MQ-9 (Reaper) 65 MQ-1 (Predator) and MQ-9 45 50 W55

intelligence, surveillance, and | (Reaper) orbits of ISR.
reconnaissance (ISR) orbits

Strategic Goal 3: Prepare to Defeat Adversaries and Succeed in a
Wide Range of Contingencies.

The potential spread of weapons of mass destruction (WMD) poses a grave threat and
continues to undermine global security, complicating efforts to sustain peace and prevent
harmful arms races. As the ability to create and employ WMD spreads globally, so must our
efforts to detect, interdict, and contain the effects of these weapons. As of third quarter,
the Department is well on its way to achieve its annual goal of destroying treaty-declared
category 1 chemical weapons. Deterrence of such threats and defense against them can be
enhanced by securing and reducing dangerous materials, positioning forces to track lethal
agents, and defeating the agents themselves.

STRATEGIC GOAL 3: PREPARE TO DEFEAT ADVERSARIES AND SUCCEED IN A

WIDE RANGE OF CONTINGENCIES

Annual Performance Goals/Results

Strategic Plan Long-Term FY 2011
Performance Measures T e e (el FY 2010 FY 2011 3Qtr
Results Goals
Results

Strategic Objective 3.2-1F2C: Enhance capacity to locate, secure, or neutralize weapons of mass
destruction, key materials, and related facilities.

3.2.1-1F2C: Cumulative 3.2.1-1F2: By FY 2021, DoD

percent of treaty-declared will have destroyed 100 percent o 0 0
category 1 chemical weapons of treaty-declared category 1 79.8% 88.3% m87.6%
destroyed chemical weapons.

Strategic Goal 4: Preserve and Enhance the All-Volunteer Force.

The Department is on track to achieve five of six key performance goals that affect its
ability to maintain an "All Volunteer” military. The Services continue to meet their end-
strength goals for both Active and Reserve components, and both recruiting and retention
programs continue to succeed. End strength goals are critical to meeting mission
requirements, maintaining national security, and retaining the skills necessary for future
requirements. In addition, the Army has been able to eliminate the use of Stop Loss for
deploying units well ahead of its goal (refer to Strategic Objective 4.2-2P).

Managing the deployment tempo remains among the most tangible demonstrations of
commitment to our Service members and their families, and all Services have shown
improvement in complying with the Department’s planning objectives for time deployed and
time at home. In particular, Army and Reserve Component members have shown
substantive improvement for time deployed and time at home.
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The only goal not achieved is in the area of civilian personnel management, where the
Department is exceeding the cycle time for delegating examination of external civilian hires
by 5 days (five percent) (Performance Measure 4.2.5-2P). Continued training of DoD
managers to increase adoption and familiarity with automated staffing tools will allow the
Department to achieve its long-term civilian hiring goal of 80 days by FY 2012.

STRATEGIC GOAL 4. PRESERVE AND ENHANCE THE ALL-VOLUNTEER FORCE.

Annual Performance Goals/Results
Strategic Plan Long-Term FY 2011
Performance Measures Performance Goals FY 2010 FY 2011 3Qtr
Results Goals
Results
Strategic Objective 4.2-2P: Ensure the Department has the right workforce size and mix, manage the
deployment tempo with greater predictability, and ensure the long-term viability of the Reserve
Component.
4.2.1-2P: Percent variance in | 4.2.1-2P: For each fiscal year,
Active component end the DoD Active component end
strength strength must be maintained at
or not to exceed (NTE) three 0.4% 0-3% H0%
percent above the
SECDEF/NDAA-prescribed end
strength for that fiscal year.
4.2.2-2P: Percent variance in | 4.2.2-2P: For each fiscal year,
Reserve component end the DoD Reserve component
strength end strength will not vary by 0.6% +/-3% 0.2%
more than three percent from
the SECDEF/NDAA-prescribed
end strength for that fiscal year.
4.2.3-2P: Number of soldiers | 4.2.3-2P: By FY 2011, the
under stop loss Department will reduce the
number of soldiers under stop 3,198 0 WO
loss to zero.
4.2.5-2P: Number of days for | 4.2.5-2P: By FY 2012, the
external civilian hiring (end-to- | Department will improve its
end timeline) external civilian hiring end-to- 116 101 106
end timeline to 80 days.
4.2.6-2P: Percentage of the 4.2.6-2P: By FY 2015, 95
Department’s active duty percent of active duty Army
Army who meet the planning personnel will meet the Not
objectives for time deployed deployment to dwell objective ; 75% HM86.9%
. . available
in support of combat of 1:2.
operations versus time at
home
4.2.10-2P: Percent of 4.2.10-2P: By FY 2012, 68
Reserve Component (RC) percent of the RC Service
Service members mobilized in | members undergoing o o o
the evaluation period that mobilization will have a dwell 64.8% 60% W71.4%
have dwell ratios greater than | ratio of 1:5 or greater.
or equal to 1:5
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Strategic Goal 5: Implement Reform Agenda.

The Department is on track to achieve four of seven key performance goals in other
infrastructure areas, as reflected in Table 5. As of third quarter, the Department is on track
to meet its mission assurance goal by having 90 percent of its information technology and
National Security Systems certified and accredited (Strategic Objective 5.2-2C). In
addition, the Department is exceeding its Perfect Order fulfilment goal in providing critical
logistics support to forces abroad (Strategic Objective 5.4-2L), and as of third quarter, has
met the FY 2011 goal to validate 9 percent of DoD’s Fund Balance with Treasury (Strategic
Objective 5.5-2U/V).

While the Department did not achieve its third quarter goal with regard to validating DoD
appropriations received, this goal was subsequently met in August 2011 (Strategic
Objective 5.5.1-2U), when the Army, Navy, and Air Force received unqualified opinions on
their “Appropriations Received” audit readiness assertions based on Independent Public
Accounting (IPA) firms’ examinations. Specifically, the IPAs reported that the audit
readiness assertions were fairly stated in all material respects. The Military Services
continue to face significant challenges relative to overall audit readiness, as most business
and financial legacy systems do not record
all financial transactions at the transaction
level and do not have the capability of
system-to-system interface. In addition,
supporting documentation for financial
transactions is either not acceptable or not
readily available to auditors; therefore,
manual interfaces and “work-arounds”
between systems are required to provide the
entire transactions cycle from origination to
financial reporting.

While the Department is meeting its goal
concerning Major Defense  Acquisition AU.S. Air Force F-22 Raptor fighter jet
Programs (MDAPs) cycle time (refer to assigned to the 90th Fighter Squadron from
9 . o Y Elmendorf Air Force Base, Alaska, approaches
Strategic Objective 5.3-2E), less progress aKC-135 Stratotanker aircraft assigned to

has been made in the number of MDAP cost the 465th Air Refueling Squadron from Tinker
breaches and the percentage of contract Air Force Base, Okla., for aerial refueling.
obligations that are competitively awarded. (U.S. Air Force photo by
By the third quarter, the Department had BN JEEE) I GRS
exceeded the projected number of MDAP

cost breaches by 40 percent (from five to seven breaches) and is executing eight percent
fewer competitively-awarded contracts than projected. Several events, including awards of
legacy major weapon systems and Congressional Continuing Resolutions through
April 2011, which fund Federal agencies when a formal appropriations bill has not been
signed into law, adversely affected competition plans; however, the Department continues
to stress the importance of competition through its policies such as the “Better Buying
Power Initiative.”
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In addition, the Department is working to match requirements with mature technologies,
maintain disciplined system engineering approaches, institutionalize rapid acquisition
capabilities, and implement comprehensive testing. Several initiatives are underway to
strengthen DoD’s acquisition workforce, improve upfront cost estimates, prevent frequent
changes in system requirements, and ensure proper contract oversight and program execution.

STRATEGIC GOAL 5: IMPLEMENT REFORM AGENDA

Annual Performance Goals/Results

Strategic Plan Long-Term FY 2011
Performance Measures Performance Goals FY 2010 FY 2011 3Qtr
Results Goals Results

Strategic Objective 5.2-2C: Protect critical DoD infrastructure and partner with other critical infrastructure
owners in government and the private sector to increase mission assurance.

5.2.1-2C: Percent of applicable | 5.2.1-2C: By FY 2013, 95 percent

IT and National Security of applicable IT and National

Systems (NSS) that are Security Systems (NSS) will be 90% =/>90% Wo0%
Certification and Accreditation Certification and Accreditation

(C&A)-compliant (C&A) compliant.

Strategic Objective 5.3-2E: Improve acquisition processes, from requirements definition to the execution
phase, to acquire military-unique and commercial items.

5.3.1-2E: Number of Major 5.3.1-2E: Beginning in FY 2010,
Defense Acquisition Programs the DoD will ensure the number of
(MDAPSs) breaches equal to or breaches (significant cost

greater than 15 percent of overruns) for Major Defense 8 </=5 m7

current Acquisition Program Acquisition Programs (MDAPSs) is

Baseline (APB) unit cost or equal to or less than the previous

equal or greater than 30 percent | fiscal year.

of original APB unit cost

5.3.2-2E: Percentage of 5.3.2-2E: Beginning in FY 2010,

contract obligations that are the DoD will increase, by one

competitively awarded percent annually, the amount of 62.5% 65% W56.7%
contract obligations that are
competitively awarded.

5.3.3-2E: Average percent 5.3.3-2E: Beginning in FY 2011,

increase from the Approved the DoD will not increase by more

Program Baseline (APB) cycle than five percent from the

time for Major Defense Approved Program Baseline (APB) 4.4% </=5% W5%

Acquisition Programs (MDAPs) | cycle time for Major Defense

starting in FY 2002 and after Acquisition Programs (MDAPs)

starting in FY 2002 and after.
Strategic Objective 5.4-2L: Provide more effective and efficient logistical support to forces abroad.

5.4.1-2L: Perfect Order 5.4.1-2L: Beginning in FY 2012,

Fulfilment (POF) rate for the DoD will maintain the DLA’s

Defense Logistics Agency (POF) rate for stock items at or 84.8% 84.9% W86.1%
(DLA) stock items above 85.4 percent.
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STRATEGIC GOAL 5: IMPLEMENT REFORM AGENDA

Strategic Objective 5.5-2U/V: Improve financial management and increase efficiencies in headquarters and
administrative functions, support activities, and other overhead accounts.

5.5.1-2U: Percent of 5.5.1-2U: By FY 2013, 100
“Appropriations Received”, as percent of “Appropriations
reported on DoD’s Statement of | Received,” reported on DoD’s
Budgetary Resources, which Statement of Budgetary, will be 19% 80% W19%
are validated reviewed, verified for accuracy,
and validated or approved as audit-
ready.

5.5.2-2U: Percent of DoD Fund | 5.5.2-2U: By FY 2016, 100
Balance with Treasury validated | percent of DoD Fund Balance with
Treasury will be validated as audit-
ready.

9% 9% Wo9%
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FINANCIAL PERFORMANCE

OVERVIEW

In FY 2011, the Department effectively invested over $688 billion in financial resources to
meet the needs of the warfighter and the ever-changing battlefield. Our dedicated
professional workforce of more than 60,000 financial management personnel, working with
other DoD functional managers, accomplished this critical goal despite some daunting
obstacles, including financing the war in Afghanistan, completing the military mission in
Iraq, supporting operations in Libya, and maintaining a military that can meet future
national security requirements. Their task was made much more difficult by late
appropriations, especially the six-month continuing resolution that we experienced in
FY 2011.

Although the Department cannot yet produce consolidated auditable financial statements,
Defense financial managers maintained effective financial processes and controls in many
areas. For example, DoD’s payment processes continue to successfully ensure timely and
accurate payments in a very high percentage of cases, including military and civilian payroll
disbursement with a greater than 99 percent degree of accuracy. We have greatly reduced
the number of abnormal balances beneath the appropriation detail level. In 2005, the
Department had over 3,200 such abnormal balances; as of 2011, we've reduced these
conditions by 99 percent to just 40 cases. The hands-free payment processing of invoices,
receiving reports, contracts and modifications through the legacy systems increased from
18 percent in FY 2009 to 38 percent as of September 2011.

The Department is committed to attaining audit readiness by September 30, 2017, as
mandated by Congress. In October 2011, Secretary Panetta directed the Under Secretary
of Defense (Comptroller)/Chief Financial Officer (USD(C)/CFQO)) to provide a revised plan,
before the end of calendar year 2011, that accelerates audit readiness for the Statement of
Budgetary Resources by the end of 2014, well before the Congressionally-mandated date of
2017.

Over the past year, the Department pursued its plan to meet audit goals. In August 2009,
the Department instituted a new approach to audit readiness that emphasizes
improvements in the quality, accuracy, and reliability of the information we use every day to
manage the Department; specifically, budgetary information and existence and
completeness of mission-critical assets. The budgetary information is critical to leadership
at all levels, as people make operational and resource allocation decisions. Improving
budgetary information will lead to audit readiness for the Department’s Statements of
Budgetary Resources (SBR). We also are focusing on the accuracy in the numbers and
locations of our mission-critical assets. The financial audit elements of “existence and
completeness” translate directly into knowing “what we have” and “where it is,” so it is
available for use when needed, and to ensure that our acquisition organizations are buying
only what the Department needs.

We already have seen significant progress in implementing this new strategy. For example,
Independent Public Auditors recently examined and issued unqualified opinions on the
Army, Navy, and Air Force assertions of audit readiness for “"Appropriations Received,” a key
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Aircraft carrier USS Ronald Reagan.

U.S. Navy photo by Petty Officer 3rd Class Dylan McCord

element in the SBR. The Department has sustained unqualified audit opinions on the
financial statements of the U.S. Army Corps of Engineers (Civil Works), Defense Contract
Audit Agency, Defense Commissary Agency, Defense Finance and Accounting Service, Office
of the Inspector General (OIG), and the Military Retirement Fund. The Defense Information
Systems Agency’s FY 2011 Working Capital Fund financial statements are under audit. In
addition, the U.S. Marine Corps (USMC), the first Military Component to undergo an audit of
its SBR, is making significant progress. The audits of the USMC’s SBR in FYs 2010 and 2011
are providing important “lessons learned” to the other Military Services.

At the same time, it is clear that major challenges remain, particularly the challenge of
moving the Military Services toward auditability and resolving enterprise-wide weaknesses
in DoD’s financial management, which demand an enterprise-wide business response.
These challenges are especially complex considering DoD’s geographical dispersion and
enormous size. Every business day, we obligate an average of $2 billion to $3 billion and
handle hundreds of thousands of payment transactions in thousands of locations worldwide,
including war zones. Given our size and mission requirements, we are not able to deploy
the vast numbers of accountants that would be required to reconcile our books manually.

We recognize that the Department’s policies and systems used to prepare its consolidated
financial statements does not always allow for the achievement of reliable information. The
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Financial Improvement and Audit Readiness Plan Status Report details the Department’s
financial improvement priorities, milestones, and measures of success that apply to the
preparation of the financial statements, detail the planned improvements in the process,
and provide an estimate of when each financial statement will convey reliable information.

We are committed to improving defense financial management as part of our overall
commitment to providing the financial resources and business operations necessary to meet
our national security objectives. Toward that end, we have developed a workable and
promising partnership with the Deputy Chief Management Officer and her staff that will help
with implementing necessary changes. The Department’'s new, focused approach to
financial improvement and audit readiness has put us on the path to auditability.

LIMITATIONS OF THE FY 2011 FINANCIAL STATEMENTS

The Department’s FY 2011 financial statements are presented in the Financial Information
section of this report. The DoD management is responsible for the integrity of the financial
information presented in these financial statements. At this time, management cannot
provide reasonable assurance of effective internal management controls over financial
reporting; however, DoD’s financial improvement initiatives and systems modernization
efforts continue to demonstrate progress. The Department’s leadership is committed to
improving internal controls and safeguarding the resources entrusted to us.

FINANCIAL HIGHLIGHTS AND ANALYSIS

For FY 2011, the financial statements for seven of the 33 reporting entities within the
Department received unqualified audit opinions (see Figure 1-9).

FINANCIAL ANALYSIS

The Defense Finance and Accounting Service (DFAS) prepared the accompanying
consolidated financial statements to . di L
report the financial position and Figure 1-9. Audit Opinions

operational results for the Department. ____DoD Reporting Entity | Audit Opinions |

The statements were prepared from the U.S. Army Corps of Engineers Unqualified
books and records of the Department in Military Retirement Fund Unqualified
accordance with U.S. generally accepted Defense Commissary Agency Unqualified
accounting principles (USGAAP), when Defense Finance and Unqualified
possible, the OMB_ Circular No. A-136, —-accounting Service —

entitled “Financial Reporting Defense Contract Audit Agency Unqualified

Office of the Inspector General Unqualified

TRICARE Management Activity
— Contract Resource Mgmt

Requirements,” and the DoD Financial
Management Regulation.

Unqualified
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The financial statements have been prepared to report
DoD’s financial position and results of operations, and
include the:

e Statement of Budgetary Resources

e Statement of Net Cost

e Balance Sheet

e Statement of Changes in Net Position

Budgetary Resources. In accordance with Federal
statutes and implementing regulations, obligations may be
incurred and payments made only to the extent that
budgetary resources are available to cover such items. The
Statement of Budgetary Resources presents the DoD’s total
budgetary resources, their status at the end of the year,
and the relationship between the budgetary resources and
the outlays made against them.

The Department’'s FY 2011 enacted appropriations total $688 billion, as depicted in
Figure 1-6 in the Resources section of this report. The Department also received resources
from the U.S. Treasury for retirement and health benefits and appropriations in support of
civil work projects executed by the U.S. Army Corps of Engineers. In total, the Department
received $768 billion in FY 2011 resources, as shown in Figure 1-10. Additional budgetary
resources for the year include $209 billion (net of FY 2011 cancelled authority) for
outstanding requirements carried forward from FY 2010, $196 billion in collections related to

Figure 1-10. FY 2011 Total Budgetary Resources

B10-12
$in Billions $7683 $in Billions
1.2T Operations
$ Family Regd inless % Procurement
. Housing & Support $130
Contract Authority Facilities $%F1’1 17%
$76 (6%) 18 N
Reimbursed Collections g% 40% Civil Works
$196 (15%) 1$(;f
Brought Forward Authority * ¥
$209 (17%)
Civil Work Projects Break
$4 (1%) reakout
FY 2011
TrustFund Receipts Appropriations
$76 (6%) Received
o Military Employer
Enacted Appropriations Pay & Contribution to
$688 (55%) Benefits Research Military Military
$122 Development Retirement Retirement
16% &Test Benefits ~ Benefits
. _ $75 $76 $32
Net of cancelled authority 10% 10% 4%
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reimbursed activity, and $76 billion in contract authority. In total, the Department had
$1.2 trillion in available budgetary resources.

Of the ¢$1.2 trillion in total budgetary resources, $1.069 trillion were obligated and
$1.017 trillion of obligations were disbursed. The remaining balance of unobligated budgetary
resources relates to appropriations that are available to cover multi-year modernization
projects, which require additional time to procure. Additionally, appropriations that are
expired for purposes of new obligations must still remain available for valid upward
adjustments to prior year obligations.

The Department obligated much of its FY 2011 resources to maintain readiness to conduct
missions abroad as well as to modernize and recapitalize equipment that greatly improve
combat capabilities. In addition, the Department used resources to responsibly draw down
the military forces in Iraq. In Afghanistan, U.S. forces worked with Afghan Security Forces
and international partners to build a country that will not be a safe haven for terrorists.

Net Cost of Operations. The Statement of Net Cost presents the net cost of all the
Department’s programs, including military retirement benefits. The statement reports total
expenses incurred less the revenues earned from external sources to finance those
expenses. Generally, the resulting balance of net cost is equivalent to the outlays reported
on the Statement of Budgetary Resources, plus accrued liabilities, less the assets purchased
and capitalized on the balance sheet. Differences between outlays of budgetary resources
and net cost generally arise from the timing of expense recognition.

Figure 1-11. FY 2011 Net Cost of Operations

$in Billions Civil Works $in Billions
Net Cost of Health Care $11.2 ) )
Operations $601.4 $670.2 $651.5 $819.8 $684.2 $36.6 2% Family Housing
5% & Facilities
- $6.5
RDT&E 1%
$70.0 .
0 Military Pay
10% & Benefits
$153.0
Breakout 22%
$684.2B
Military
P t . ' Retirement
rog*grg)en Operatéogs, Re:dlness Benefits
Wiy FYOT FY08 FY09 FY10 FY11 18% 2180 %689
Retirement $73.9  $136.2 $79.6 $204.8 $68.9 32% ’
BDoD Costs $527.5  $534.0 $571.9 $615.0 $615.3
$684.2B

The Department’s costs incurred relate primarily to operations, readiness, and support
activities and military personnel cost. These costs were offset with investment earnings and
contributions to support retirement and health benefit requirements, as well as earnings
from reimbursed activities. This activity resulted in $684.2 billion in net costs of operations
during the fiscal year.
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As depicted in Figure 1-11, the $684.2 billion represents a $135.6 billion decrease
(17 percent) since FY 2010. The change is largely attributable to the $130.5 billion
reduction in the losses realized due to changes in the discount rate and demographic
assumptions used to calculate the military retiree health benefits. During FY 2011, the

Department implemented SFFAS No. 33, . .
Pensions, Other Retirement Benefits, and Figure 1-12. Net Assets and Liabilities

Other Postemployment Benefits: Reporting Balance Sheet -
the Gains and Losses from Changes in | L

Assumptions and Selecting Discount Rates Total Assets $ 2,031.5
and Valuation Dates, which reduced the Total Liabilities $ 2,351.5
actuarial liability and significantly impacted Total Net Position $ (320.0)

the net cost.

Balance Sheet. The Balance Sheet, which reflects the Department’s financial condition as
of September 30, 2011 (Figure 1-12), reports the DoD’s resources (Assets), the amounts
owed requiring use of assets available (Liabilities), and the difference between them (Net
Position).

The $2.0 trillion in assets shown in (Figure 1-13) represents amounts the Department owns
and manages. Fund Balance with Treasury, Investments, and General Property, Plant, and
Equipment represent 84 percent of the Department’s assets. General Property, Plant, and
Equipment is largely comprised of military equipment, buildings, structures, and general
equipment used to support the department’s mission requirements.

Figure 1-13. Assets and Liabilities

Property, Plant Military Retirementand $in Billions
and Equipment Fund Balance Employment Benefits
$608.3 with Treasury 22124
30% $523.4 94%

26%

Accounts
Inventory

Payable
$242.6 S
12% Other Investments Other Liabilities . $2§_0
Asset Accounts $572.5 $4§'3 Environmental 1%
$S783€OS Regeivable 28% 2% and Disposal
o $11.7 Liabilities
M 1% $64.8
3%
Assets $2.0T Liabilities $2.4T B10-15

Assets increased $115.6 billion (6 percent) since FY 2010, largely due to increases in
Investments in U.S. Treasury securities and General Property, Plant, and Equipment.

The $72.9 billion net increase in investments relate to the requirement to cover the
expected normal growth of future military retirement and health benefits. Funds that are
not needed to cover current benefits are invested in U. S. Treasury Securities. Under the
Department’s current strategy, invested balances will continue growing to cover the
unfunded portions of future benefits.
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The $27.0 billion increase in the Department’'s General Property, Plant, and Equipment is
largely the result of the ongoing efforts to validate existence and completeness, and
improve the valuation of its assets. In addition, the Department acquired additional Military
Equipment to improve combat capabilities.

The Department’s liabilities increased $29.1 billion (1 percent) primarily from growth in
actuarial liabilities (Figure 1-14) related to the military retirement pension. The Department
is confident in its ability to meet its financial obligations for the $2.4 trillion in liabilities it
currently has. The U.S. Treasury is responsible for funding the actuarial liability that existed
at the inception of the Military Retirement and Health programs, approximately $1.3 trillion
(77 percent) of the total liabilities not covered by budgetary resources. Additionally, the
Department has resources to cover approximately $615.0 billion (26 percent) of the
remaining liabilities, including funds currently invested in U.S. Treasury securities to cover
future military retirement pension and health care benefits. Figure 1-14 identifies the major
categories of unfunded liabilities that will require future resources.

Figure 1-14. Unfunded Liabilities

Liabilities Covered by $in Billions

Budgelary Resources All Other Unfunded Liabilities $20.0 (1%)
615.0

Unfunded Environmental Liabilities $60.6 (4%)

DoD Unfunded Military Retirement Ben€fits
$315.0(18%)

Breakout

>

Unfunded Military Retirement and Health
Benefits funded by Treasury
$1,341.4 (77%)

Liabilities
Not Covered by
Budgetary Resources
$1,737.0

B10-29

SUMMARY

Although the financial statements are not auditable for FY 2011, the Department’s financial
managers are meeting warfighter needs for resources and financial services. The
Department continues to resolve its financial management challenges by moving away from
“stove-piped” financial and accounting systems and toward end-to-end business processes
that cross multiple disciplines. The Department’s top priority is to achieve audit readiness
of the Statement of Budgetary Resources (SBR). Focusing on the financial information
people use to manage and make day to day decisions, DoD can lay the groundwork for the
broad business management requirements necessary for financial reform. This approach
improves business operations, the quality and integrity of financial information, and
ultimately allows DoD’s financial statements to be reliable and auditable.
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MANAGEMENT ASSURANCES

DEPUTY SECRETARY OF DEFENSE
1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

The leadership of the Department of Defense is responsible for establishing and
maintaining effective internal controls and financial management systems that meet the
objectives of the Federal Managers’ Financial Integrity Act (FMFIA), the Federal Financial
Management Improvement Act (FFMIA), and the Office of Management and Budget’s (OMB)
Circular A-127, “Financial Management Systems.” The Department continues to focus on
strengthening the Managers’ Internal Control Program, not only to meet these objectives but to
exceed them.

This past fiscal year, the Department conducted onsite validations of select internal
control programs. The purpose of the validations was to determine the strength of the programs
and to ensure there was a concerted effort to encourage risk-based self-reporting. The
independent review team used benchmarks for validating the Components’ internal control
programs and provided suggested improvements.

The Department conducted its assessment of the effectiveness of internal controls over
operations in accordance with OMB Circular A-123. Based upon the results of this assessment,
the Department can provide qualified assurance that its internal controls over the effectiveness
and efficiency of operations and compliance with applicable laws and regulations achieved the
objectives of the FMFIA as of September 30, 2011. Details of the material weaknesses
identified are available in Addendum A, Other Accompanying Information, of this report.

The Department conducted its assessment of the effectiveness of internal controls over
financial reporting in accordance with OMB Circular A-123, Appendix A. This assessment
determined that, while the Department continues to achieve measurable progress, it cannot
provide reasonable assurance that internal controls over financial reporting were effective as of
June 30, 2011. Related to this financial reporting weakness, as of September 30, 2011, the
Department’s financial systems are not in compliance with the FFMIA and OMB
Circular A-127. Details of the material weaknesses also are available in Addendum A.

Improvements in the Department’s financial processes remain the focus of the
Department’s Financial Improvement and Audit Readiness initiative and systems modernization
efforts. We remain fully committed to developing a culture centered on an effective control
environment for two principal reasons. The first is to ensure that America’s Service members
have the resources they need to carry out the mission of defending the United States. The second
is to satisfy the Department’s duty as a steward of the resources entrusted to it.

ey
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SYSTEMS, CONTROLS, AND LEGAL COMPLIANCE

MANAGERS’ INTERNAL CONTROL PROGRAM

The Department is entrusted with great resources and even greater responsibilities in our
mission to protect the American people and advance our Nation’s interests. Federal
managers play a key role in assuring that high standards of business and ethical practices
permeate the organization and that effective internal controls are in place to ensure mission
success, accurate financial reporting, and legal and regulatory compliance.

Effective internal controls are the foundation of an organizational framework predicated on
accuracy and accountability. The Department is responsible for establishing, maintaining,
and assessing internal controls in order to provide reasonable insurance that it meets the
objectives of the Federal Managers’ Financial Integrity Act (FMFIA), PL 97-255,
sections 2 and 4; the Federal Financial Management Improvement Act (FFMIA),
PL 104-208; and the Office of Management and Budget’s Circular (OMB) No. A-127
“Financial Management Systems.”

The OMB Circular No. A-123, “Management’s Responsibility for Internal Control in the
Federal Government,” requires agencies and individual Federal managers to take systematic
and proactive measures to:

e Develop and implement appropriate, cost-effective internal controls,
e Assess the adequacy of internal controls in Federal programs and operations,

e Assess and document internal controls over financial reporting and financial
management systems,

e Identify deficiencies and necessary improvements,
e Take corresponding corrective actions, and
e Report annually on internal controls through management assurance statements.

The Department developed and has oversight of a Managers’ Internal Control Program
(MICP), led by the OUSD (Comptroller) (OUSD(C)), to adhere to the responsibilities and
requirements described above. The MICP is led by the Financial Improvement and Audit
Readiness (FIAR) Directorate. Under this program, the OUSD(C) provides instructions,
guidance, training, and annual conferences to:

e Share knowledge and insight to the Components on how to effectively execute an
internal control program,

e Enhance the Department’s knowledge and understanding of its audit readiness goals and
priorities, and

e Disseminate best practices and lessons learned.
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ACCOMPLISHMENTS

The following examples reflect just a few of the many improvements brought about through

enhanced communication and

instituting strong and effective controls:

Communication. Established a blog and
monthly conference calls to open critical
dialogue within and outside the FM
community to share information and
facilitate an understanding of the
Department’s FY 2017 audit readiness
goals, along with discussing successes
and impediments within internal control
programs.

Aircraft Efficiencies. Reassigned (rather
than retired) the T-38 Talon adversary
trainers when the Lockheed F-117
Nighthawk retired from service in 2008,
based on reviewing the aircraft use
opportunities. The Air Force’s decision to
retain and reassign its fleet to train with
the Lockheed F-22 Raptors resulted in

improvement of the MICP along with monitoring and

An F-22 Raptor aircraft, foreground, and a
T-38 Talon aircraft taxi on the flight line as
they arrive at Joint Base Langley-Eustis, Va.,
April 1, 2011. The T-38 is temporarily

assigned to the 1st Fighter Wing to support
combat readiness training.

(U.S. Air Force photo by

approximately $72,000 in savings per Senior Airman Brian Ybarbo/Released)

flying hour.

Onsite Validations. Assessed selected Components’ internal control programs to identify
best practices for Department-wide dissemination and evaluate the strength of the
program’s self-reporting of internal control weaknesses, prioritization of risk, and timely
communication of issues to leadership.

Army Banking Program. Streamlined business practices to increase the use of Stored
Value Cards and Electronic Funds Transfers, decreasing the amount of US Dollar cash
shipments into theater from an annual average of $1.9 billion to approximately
$17 million and reducing the amount of US cash held in theatre from $272 million to
$123 million. These changes immediately improved the Department's ability to track
payments, reduced opportunities for illicit or terrorist financing, improved force
protection, and improved the host countries' economy and banking infrastructure.

Realigned Efforts. Merged the MICP and FIAR programs to align resources, improve
effectiveness and efficiencies in the Internal Control Over Financial Reporting (ICOFR)
reporting process, eliminate redundancies, and facilitate compliance with OMB
Circular A-123, Appendix A.

Government Purchase Card. Utilized preventive and detective controls over the
Government Purchase Card to increase the use of mandated supply sources to
99 percent, resulting in lower cost to the government and streamlined processing of
transactions.
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e Lease Payment Reduction. Used controls to monitor vacancy rates at a leased property
in the District of Washington resulted in the Air Force identifying high vacancy rates,
leading directly to a negotiated lease-back agreement with the property owner and
potential savings of approximately $40 million.

e Recovery of Funds. During 2011, an enterprise level project with the Army and several
other Components found that funds recovered by the Courts and Department of Justice
were being forwarded to DFAS without a case identifier, resulting in the funds placed in
a suspense account pending further review. On average, unidentifiable funds remained
in the suspense account for an average of 912 days before being resolved. The project
established strong controls through a tracking mechanism from case creation through
the Court to DFAS. To date, the project has returned over $14 million in funds to Army
commands, collected $44 million in canceled funds from another court settlement, and
DFAS has resolved over $92 million in the suspense accounts.

ASSESSMENT

The Department’s management uses the following criteria to classify conditions as material
weaknesses:

e Merits the attention of the Executive Office of the President and the relevant
Congressional oversight committees;

e Impairs fulfilment of essential operations or mission;

e Significantly weakens established safeguards against waste, loss, unauthorized use or
misappropriation of funds, property, other assets, or conflicts of interest;

e Constitutes substantial noncompliance with laws and regulations; or
¢ Nonconformance with government-wide, financial management system requirements.

Individual Component assurance statements serve as the primary basis for the Deputy
Secretary’s assurance statements. Information gathered from various sources including,
but not limited to management initiated internal control testing, program reviews, and
evaluations, are the basis for the assurance statements. In addition, the DoD OIG and the
Government Accountability Office (GAO) conduct reviews, audits, inspections, and
investigations, which are considered in the individual Component’s assurance statements
and provide the foundation for their individual assessments.

The Department has effective processes in many key areas. As a result, there has been
significant progress toward improving both financial and operation internal controls;
however, it remains clear that the most daunting of challenges remain ahead, and that
more emphasis on effective and efficient operations are critical. In the upcoming fiscal
year, the Department will continue to provide best practices and facilitate more validation
assessments in order to meet the challenge.

In FY 2012, the Department plans to:

e Continue onsite validations;
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e Develop and distribute a best practices guide for the development and implementation
of risk assessments and assessable unit identifications; and

e Conduct evaluations to continue to improve on the successes of the past performance of
the program.
MATERIAL WEAKNESSES

Listed in Figure 1-15 below is a summary of the outstanding material weakness for FY 2011.
Additional details related to the material weaknesses reported in the table, such as
corrective action plans and timelines, are included in Addendum A, “Managers’ Internal
Control Program” section of this report.

Figure 1-15. Department of Defense Outstanding Material Weaknesses FY 2011

Number of

Areas of Material Material Year Combonent Target
Weakness Weaknesses Identified P Correction Year
1 | Financial Reporting 18 FY 2001 Department-wide FY 2017
Financial Management .
2 Systems 1 FY 2001 Department-wide FY 2017
Reassessed
3 | Major Systems Acquisition 1 FY 2011 Department-wide anqually based on
incremental
improvements
Communications, Intelligence OSD; Navy; Air
4 and/or Security 4 FY 2006 Force; USAFRICOM FY 2013
5 | Comptroller and/or Resource 2 FY 2011 Department-wide FY 2017
Management
Reassessed
- . . annually based on
6 | Contract Administration 1 FY 2006 Department-wide incremental
improvements
7 | Force Readiness 2 FY 2011 Air Force FY 2012
g | FEISOIIE] S 3 FY 2009 Department-wide FY 2014
Organizational Management
Reassessed
. annually based on
9 | Property Management 1 FY 2010 Department-wide incremental
improvements
Reassessed
. . annually based on
10 | Supply Operations 1 FY 2011 Department-wide incremental
improvements
Total Material Weaknesses 34

FINANCIAL MANAGEMENT SYSTEMS

The Department of Defense recognizes that improving its business systems, particularly its
financial management systems, is an important component to successfully meeting its goal
of achieving and sustaining auditable financial statements. Our goal is to deliver a
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streamlined, 21st-century systems environment comprised of Information Technology
capabilities that seamlessly work together to support effective and efficient business
processes and operations. Our current business environment does not always meet these
objectives. Many of our systems are old and handle or exchange information in ways that
do not readily support current audit standards. The systems were designed decades ago to
meet budgetary rather than proprietary accounting standards, and they tend to be non-
standard and sometimes do not include strong financial controls. Many of the legacy
systems also do not record data at the transaction level, a capability essential to audit
success.

To improve our financial systems, we have oriented them around end-to-end business
processes that support audit goals, including Procure-to-Pay, Budget-to-Report, Order-to-
Cash, Hire-to-Retire, Plan-to-Stock, and Acquire-to-Retire. Using this framework of end-to-
end business processes, rather than an organizationally or functionally stovepiped approach,
ensures that we think about our business in a holistic way, recognizing the connections and
dependencies that each individual business area has on the others. Each of our end-to-end
processes have been identified and documented in our Business Enterprise Architecture,
which we are using to guide and constrain our investments in Defense Business Systems
(DBS). These DBS include investments in new, modern systems, such as Enterprise
Resource Planning (ERP) systems, include modernizing legacy systems, when necessary
and supported by a business case, and aggressively sunsetting legacy systems that are
obsolete, redundant, or not aligned with our business processes. This last point is critical,
as it means replacing systems that do not support commercial audit standards with those
that will enable Military Services and Defense Agencies to meet clean audit goals. This also
will minimize the number of required data exchanges and system-to-system interfaces, thus
reducing the potential for error, increasing the degree of process standardization, increasing
process efficiency, and providing greater visibility of accurate financial information to make
informed timely business decisions.

The Department also has taken steps to improve its acquisition process for DBS by
streamlining the process and speeding delivery of capability to the users through
incremental delivery. These important revisions were formally established as DoD policy on
June 23, 2011, when the Principal Deputy Under Secretary of Defense for Acquisition,
Technology & Logistics issued Directive-Type Memorandum 11-009, “Acquisition Policy for
Defense Business Systems.” These revisions will be included in an update to DoD's
standard acquisition process for IT systems, DoD Instruction 5000.02, “Operation of the
Defense Acquisition System,” for IT systems. In addition to improving acquisition policy, the
Department is working to improve specific acquisition outcomes of its business Major
Automated Information System (MAIS) programs through more rigorous acquisition
oversight and investment review. The Department is tying business outcomes to acquisition
milestones and specifically requiring that individual programs, such as Army’s General Fund
Enterprise Business System and the Navy’s ERP, define the role that they play in their
organization’s auditability efforts and end-to-end processes. Additional MAIS programs that
are important to DoD audit efforts are the Air Force’s Defense Enterprise Accounting and
Management System and the Defense Agencies Initiative.
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Improved systems alone, however, will not
eliminate our weaknesses or guarantee auditable
statements. Achieving auditability requires that
we apply a consistent level of process controls that
cross organizations and functional areas. Business
and financial information that is passed from
system to system also must be subject to a control
environment to ensure that only authorized
personnel are using the system, protect data
quality and integrity, and maintain a compliant
audit trail within the end-to-end business process.
Controls within each process should begin at the
transaction level and flow from source documents
to general ledger postings, to produce accurate
trial balances for proper period closeouts. Only by
completing these steps can we prepare financial
statements that an auditor can cost-effectively
review and verify.

Additional information about the Department’s DBS, including the plans for acquiring new
systems and modernizing or retiring legacy systems, can be found in the statutorily

mandated Enterprise Transition Plan.

37
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MANAGEMENT CHALLENGES

The Office of Inspector General works to
promote efficiency, effectiveness, and
integrity in the programs and operations
of the Department. The Reports
Consolidation Act of 2000 requires the
Inspector General (IG) summarize what
he believes to be the most serious
management and performance
challenges facing the Department along
with a brief assessment of the
Department’s progress in addressing
these challenges.

This year, the IG removed the
previously-cited management challenge
related to the American Recovery and
Reinvestment Act (ARRA), often referred
to as “The Recovery Act,” based on the
Department’s performance and progress
in addressing this challenge.

The IG identified the following
management and performance
challenges, which were previously cited
in FY 2010:

¢ Financial Management

A U.S. Air Force Major, an Inspector General team
member, takes notes during a major accident
response exercise at Keesler Air Force Base,

Biloxi, Mississippi, Oct. 26, 2010. During the
exercise a C-130] Super Hercules aircraft made a
hard landing, lost engine power and crashed into a
six-passenger van, coming to rest on the triangle
track north of Alho Manor. The scenario also
included a spill from chemicals on the aircraft,
hydraulic fluid and JP-8 fuel.

(U.S. Air Force photo by
Kemberly Groue/Released)

e Acquisition Processes and Contract Management

e Joint Warfighting and Readiness

e Information Assurance, Security, and Privacy

e Health Care

e Equipping and Training Iraq and Afghan Security Forces

e Nuclear Enterprise

Detailed information regarding these challenges, along with the Department’'s management
response, is included in the Other Accompanying Information (Addendum A) section of this
report. The IG-identified challenges are in addition to those identified in the Government
Accountability Office report, entitled “High-Risk Series, An Update,” issued February 2011.
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OTHER MANAGEMENT INFORMATION AND INITIATIVES

AMERICAN RECOVERY AND

REINVESTMENT ACT Figure 1-16. Recovery Act Funds for
On February 17, 2009, the Congress the Department of Defense

passed the American Recovery and
Reinvestment Act (ARRA), commonly .

known as “The Recovery Act” and Construcion: QR IRI
appropriated $7.4 billion to the Department $2.28 Fund: $0.6B
for military construction, facility repair, g

energy efficiency investments, near-term Near Term
. . Energy
energy research, and assistance to certain = ellii Fochmolotn
military members and civilians, who Infrastructure _ Rese;g%*g
experienced financial losses during the U.S. |"V95‘:n6leBnt5= 2 '
housing market downturn. In addition, the il Energy
U.S. Army Corps of Engineers (USACE) —C"uﬂii?{ﬁfﬁl
received $4.6 billion for its civil works $7.2B Program: $0.1B

program, separate from DoD’s $7.4 billion B1006
in ARRA funds.

In Public Law 111-226, the Congress rescinded $0.26 billion of the $7.4 billion appropriated
ARRA funds, reducing DoD’s Recovery Act funding to $7.2 billion (Figure 1-16). The
purpose of the DoD ARRA investments was to preserve and create American jobs, care for
U.S. Service members and their families, and improve the Department's energy efficiency.

As of September 30, 2011, the Department obligated $6.8 billion (95 percent) and
disbursed $5.1 billion (72 percent) of the $7.2 billion (Figure 1-17) in authorized ARRA
funds that accounted for over 4,500 projects at over 400 sites. The contract bidding climate
was very competitive, resulting in $480 million in savings that the Department used to
award over 330 additional construction and maintenance projects. Figure 1-17 describes
the breakout of obligation and disbursements by major programs. Funds for Military
Construction and Energy Conservation Investment Projects are available for obligation until
FY 2013. The DoD OIG received $15 million in budget authority, which is included in the $4
billion of budget authority reported in Figure 1-17 for Facilities Sustainment, Restoration,
and Modernization. The DoD OIG’s obligations and expenditures as of September 30, 2011,

Figure 1-17. ARRA Program Obligations and Expenditures
PROGRAM For Period Ended September 30, 2011

Dollars in Billions Authority Obligations Expenditures

:A%%:[;ﬁisz:tlij;:amment’ Restoration, and $ 4.01 $ 3.97 $ 3.47
Military Construction $ 2.18 $ 1.86 $ 0.76
Energy Conservation Investment $ 0.12 $ 0.12 $ 0.08
Near Term Energy-Efficient Technologies $ 0.30 $ 0.29 $ 0.26
Home Owners Assistance Program $ 0.56 $ 0.56 $ 0.56
TOTAL $ 717 $ 6.80 $ 513
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which are reported separately per ARRA requirements and therefore are not included in the
respective columns above, are $14.9 million and $14.9 million, respectively.

For details regarding the Department’s recovery act implementation and accountability,
refer to the DoD website at http://www.defense.gov/recovery.

FINANCIAL FLEXIBILITY FOR WARFIGHTERS

The experience of war has taught us that new, unanticipated enemy weapons and tactics
will emerge in times of conflict. In the traditional risk areas of cost, schedule, and
performance, “schedule” often becomes the least acceptable risk. The speed at which
something can be fielded, even if it is only a mitigating capability, is often the most relevant
factor in reducing the Commander’s operational risk and maintaining the tactical advantage.

The Department recognized the need for agility, for a flexible structure capable of quickly
identifying emerging joint urgent operational needs (JUONS) and to rapidly adjust program
and budgetary priorities to fill those needs within a tactically relevant timeframe. In
June 2011, the Secretary established the Senior Integration Group (SIG), with the authority
to prioritize and direct actions and resources to fill all JUONS. The SIG has successfully
exercised available financial flexibilities to provide our forces with the best force protection,
command and control, counter improvised explosive devices (IED), and intelligence,
surveillance and reconnaissance (ISR) capabilities available.

Among the most responsive financial
flexibilities available to the Department are
the accounts appropriated for the Joint
Improvised Explosive Device Defeat Fund,
the Mine-Resistant, Ambush-Protected
Vehicle Fund, and the Commander’s
Emergency Response Program. For urgent
needs outside the scope of these
appropriations, the Department exercises
additional authorities granted by Congress,
: such as the Rapid Acquisition Authority
_— e provided under Public Law 108-375, entitled
U.S. Sailors drive a mine-resistant, ambush- the “Ronald W. Reagan National Defense
protected vehicle during an individual . -
augmentee combat training course at Joint Authorization Act for Fiscal Year 2005." In
Base McGuire-Dix-Lakehurst, N.J. FY 2011, the Secretary delegated “Rapid
(U.S. Mass Communication Specialist 3rd Class Acquisition Authority” to senior officials in
Jonathan Chandler/Released) the military services, enabling them to
immediately execute six urgent projects.
Among these was a forward Operating Base Counter Sniper System, “Boomerang,” that gives
early warning of sniper activity and enables our forces to rapidly engage and effectively counter
enemy action. Using Rapid Acquisition Authority, funds were made immediately available and a
contract executed to field these systems within two weeks of the funding decision. In addition
to these authorities, the Congress also authorized the use of Contingency Construction
Authority to enable flexible use of military construction funds to build wartime facilities at
combat outposts, forward operating bases, and airfields.
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Even with these flexibilities, however, the Department remains heavily dependent upon the
transfer authorities contained within the annual appropriations act to fund urgent
operational needs. In 2011, the Department fully exercised the $4 billion Special Transfer
Authority authorized by Congress in the appropriations act for FY 2011. This transfer
authority, with prior approval by the congressional defense committees, allowed the
department to fund and deliver multiple force protection, ISR and counter-IED capabilities.
These latter capabilities include the Persistent Surveillance System, a family of tethered
aerostats that provide sophisticated day and night camera systems which detect enemy
activity and are deployed at coalition force forward operating bases throughout Afghanistan.

Financial Management Workforce Improvement Initiative

The Department has initiated a multi-year effort to ensure it meets DoD-wide civilian
financial management workforce and lifecycle management needs. The DoD Civilian
Strategic Human Capital Plan process, which will be applied across the Department’s
financial management civilian community, involves both manpower and job requirements
analysis. As part of this effort, the Department will establish common competencies within
each financial management occupation, develop career paths, and identify training and
education requirements.

The DoD Components are developing and supporting a functional community human capital
plan that will ensure the right number of skilled employees is in the right place at the right
time to meet mission requirements. Elements of this human capital plan will develop and
institute ideas that will enhance the professional development of the financial management
staff and provide intern opportunities for junior staff, mentoring and coaching, and a one-
stop DoD financial management website for all financial management professional
development opportunities.

Members of the financial management workforce have the responsibility to hone their skills
throughout their careers and to embrace a culture of continuous improvement. The civilian
financial management workforce improvement plan, coupled with a well-developed and
trained workforce, will improve cost estimating and financial analysis throughout the
Department and enable the Department to pursue new systems and innovations with
confidence.

Financial Improvement and Audit Readiness (FIAR) Initiative

The Department is aggressively working to improve its business and financial processes,
controls, and systems to achieve financial statement audit readiness by
September 30, 2017, as required by Congress. In October 2011, Secretary Panetta directed
the USD(C)/CFO to provide a revised plan to achieve audit readiness for the Statement of
Budgetary Resources by the end of 2014. Due to the size and complexity of the
Department and its many challenges to becoming auditable, the DoD’s strategy employs an
incremental approach that focuses first on improving the information most often used to
manage the Department: Budgetary and Mission Critical Asset information. The
USD(C)/CFO established these two priorities, which were incorporated in the Department’s
FIAR Plan in 2009 and were approved, endorsed, and/or acknowledged by the Inspector
General of the Department of Defense, OMB, GAO, and Congress.
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The goals of the Department’s FIAR Plan are to:

e Improve the accuracy, reliability, and usefulness of business and financial information
used for decision making, and

e Achieve an unqualified audit opinion on the Department’s financial statements.

The Department is committed to achieving these goals by September 30, 2017, and has
taken the following significant steps to ensure success:

e Visible Leadership and Department-wide Audit Readiness Goal.
e Accountability and Incentives.

e Broader Functional Community Support and Participation.

e Senior Leadership Oversight and Involvement.

e Resources to Accomplish FIAR Goals and Objectives.

The FIAR Plan Status Report ("FIAR Report”), a semi-annual report prepared in accordance
with Section 1003 of the NDAA for FY 2010, addresses the issues affecting the reliability of
Department of Defense (DoD) financial statements. The FIAR Report also serves as the
Department’s annual Financial Management Improvement Plan, required by Section 1008(a)
of the NDAA for FY 2002.
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PATH FORWARD

These are challenging times for our Nation. For decades, American leadership has been
unwavering and indispensible in a changing world. For more than 70 years, the United
States has taken a proactive approach to confronting threats from abroad, in support of the
primary responsibility of any Administration: To provide the security and safety of the
American people. Doing so requires our government to deter and defeat threats at home
and abroad; to build alliances and coalitions aimed at promoting common interests; and to
help create a safer, more stable international environment. America’s military continues to
play a critical role in global security and securing our country. In this era of increasing
global interdependence, there remains no substitute for American leadership.

Moreover, we remain a nation at war. Terrorists continue to learn and adapt, posing an
ongoing threat to the security of the United States and to our allies and partners. Efforts to
disrupt, dismantle, and defeat al Qaeda and its extremist affiliates continue around the
world, with the epicenter rooted in Afghanistan and Pakistan. We are on a path towards a
responsible transition in Afghanistan and completing the drawdown in Iraq, but these efforts

U.S. Army soldiers air assault from a CH-47 Chinook helicopterinto a village inside Jowlzak
valley in Afghanistan's Parwan province, Feb. 3,2011. The soldiers, assigned to the 101st
Division's Special Troop Battalion, Company A, and Afghan police searched the village while
soldiers provided security and met with leaders.

U.S. Army photo by Spc. Scott Davis
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continue to require our resources and place continued strain on our most precious asset -
our people.

We must ensure that our military has what
it needs to protect our national security at a
time of considerable fiscal challenge in our
country. We cannot choose between fiscal
discipline and national security - they are
inter-connected. Our growing national debt,
if not addressed, will imperil our prosperity,
hurt our credibility and influence around the
world, and ultimately put our national
security at risk. As the Nation takes steps

to get its finances in order, defense N A - 3? TR
spending will be part of the solution. A U.S. Army Sergeant assigned to the 86t
Achieving savings based on sound national SpeCIdalTCrOOpr Batta"°”:|86th I”fﬁ”tryf A

. : : - Brigade Combat Team, plays with an Afghan
§ecurlty policy W!” serve our Nation's child while visiting Durani, Afghanistan, Nov.
interests and will also prove more 1,2010. Soldiers visited the village to
enforceable and sustainable over the long- dismantle an old Russian tank, which the
term villagers will sell for scrap metal to buy food

to get through the winter.

Spending choices must be based on sound U.S. Army photo by Spc. Kristina L. Gupton
strategy and policy. In the past, such as
after the Vietnham War, our Government applied cuts to defense across the board, resulting
in a force that was undersized and underfunded relative to its missions and responsibilities.
This approach historically has led to outcomes that weaken rather than strengthen our
national security - and which ultimately cost our Nation more when it must quickly
reconstitute to confront new threats. Going forward, the Department will ensure that
reductions in defense spending are not pursued in a hasty, ill-conceived way that would
undermine the military’s ability to protect America and its vital interests around the globe.

In order to help defend and advance our national interests in the face of the fiscal
challenges ahead, the Department will continue to balance resources and risks. To create
and maintain the right mix of forces and military capabilities, the Department must make
hard, strategy-informed choices. We must maintain a broad portfolio of military capabilities
with maximum versatility across a wide spectrum of potential conflict, while at the same
time ensuring that we do not break faith with our All-Volunteer Force and with their
families. We have a volunteer force that is the heart of our military strength, and we must
protect that volunteer force.

The Department’s established priorities, along with both the FY 2011 and FY 2012 budgets,
reflect the Secretary’s consistent emphasis on ensuring the Department does everything
possible to enable success in today’s wars while preparing for a complex and uncertain
future.
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Message from the Chief Financial Officer

I am pleased to present the Fiscal Year 2011 Agency
Financial Report for the Department of Defense. This
report explains how the Department managed the
billions of dollars in taxpayer funds that Congress
appropriated for the common defense. The
information contained here will help interested
citizens understand Defense spending.

By all measures, Fiscal Year 2011 was a challenging
year in Federal financial management, especially at
the Department of Defense. While fighting two wars
and operating what is perhaps the largest and most
complex financial organization in the world, the
Department also had to manage for more than six
months without a regular budget and with other
uncertainties. Thanks to the professionalism of our
financial management workforce, America’s troops
were still paid on time, and they had the resources
needed to carry out their missions.

We are proud of these accomplishments. At the same time, we join the Government
Accountability Office and other observers in recognizing that Defense financial management
has enterprise-wide weaknesses, including inadequate controls and old systems that have
prevented us from achieving auditable statements.

Now we have made audit readiness a priority across the Department. As required by
Congress, we are committed to attaining audit readiness by September 30, 2017. Well
before that deadline — by the end of 2014 - we will achieve audit readiness for the
Statement of Budgetary Resources for general funds, as directed by Secretary of Defense
Leon Panetta. We are focusing especially on the financial information most important for
managing, providing the resources necessary to improve financial management, including
audit goals in the performance plans of senior executives, and bringing in independent
auditors to evaluate our progress in specific areas.

This report shows how far we've come over the past year. It is also an opportunity to
reiterate our commitment to effective and efficient management of taxpayer resources. As
Secretary Panetta has said, "We must be accountable to the American people for what we
spend, where we spend it, and with what result.”

That is our pledge. As the Department’s Chief Financial Officer, I am personally committed
to fulfilling that goal with top-quality financial information that fully records our financial
activities. This report documents our progress in Fiscal Year 2011.

Qulond F 1ol

Robert F. Hale
Under Secretary of Defense (Comptroller)/
Chief Financial Officer

November 15, 2011
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FINANCIAL INFORMATION
INDEPENDENT AUDITOR’S REPORT

INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

November 15, 2011

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)/CHIEF
FINANCIAL OFFICER, DOD

SUBJECT: Independent Auditor’s Report on the DoD Agency-Wide FY 2011 and FY 2010
Basic Financial Statements (Report No. DODIG-2012-021)

We are providing the subject report to be published in the FY 2011 Agency Financial Report in
conjunction with the DoD Agency-Wide FY 2011 and FY 2010 Basic Financial Statements
provided to us in draft on November 1, 2011. The report includes our disclaimer of opinion on
the financial statements and our required Report on Internal Control and Compliance With
Laws and Regulations. We are issuing our disclaimer of opinion to accompany the DoD
Agency-Wide FY 2011 and FY 2010 Basic Financial Statements, and therefore, this audit report
should not be disseminated separately from those statements.

We appreciate the courtesies extended to the staff. Please direct questions to me at (703)
601-5868 (DSN 329-5868).

/’L’ LC A C,LA'-\, /1 . /// oM ,/'\)
Patricia A. Marsh, CPA

Assistant Inspector General
Financial Management and Reporting
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

November 15, 2011

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)/CHIEF
FINANCIAL OFFICER, DOD

SUBJECT: Independent Auditor’s Report on the DoD Agency-Wide FY 2011 and FY 2010
Basic Financial Statements (Report No. DODIG-2012-021)

The Chief Financial Officers Act of 1990, as amended, requires the Department of Defense
Inspector General to audit the accompanying DoD Agency-Wide Consolidated Balance Sheet as
of September 30, 2011 and 2010, and the Consolidated Statement of Net Cost, Consolidated
Statement of Changes in Net Position, Combined Statement of Budgetary Resources, and related
notes for the fiscal years then ended. The financial statements are the responsibility of DoD
management. DoD is also responsible for implementing effective internal control and for
complying with laws and regulations.

We are unable to express an opinion on the DoD Agency-Wide F'Y 2011 and FY 2010 Basic
Financial Statements because of limitations on the scope of our work. Thus, the financial
statements may be unreliable. In addition to our disclaimer of opinion on the financial
statements, we are including the required Report on Internal Control and Compliance With Laws
and Regulations (Report). The Report is an integral part of our disclaimer of opinion on the
financial statements and should be considered in assessing the results of our work.

Disclaimer of Opinion on the Financial Statements

The Under Secretary of Defense (Comptroller)/Chief Financial Officer, DoD, acknowledged to
us that the DoD Agency-Wide FY 2011 and FY 2010 Basic Financial Statements would not
substantially conform to accounting principles generally accepted in the United States of
America (U.S. GAAP) and that DoD financial management and feeder systems were unable to
adequately support material amounts on the financial statements as of September 30, 2011.
Section 1008(d) of the FY 2002 National Defense Authorization Act limits the Department of
Defense Inspector General to performing only those audit procedures required by generally
accepted government auditing standards that are consistent with the representations made by
management. Accordingly, we did not perform auditing procedures required by the U.S.
Government Accountability Office, “Government Auditing Standards,” and Office of
Management and Budget (OMB) Bulletin No. 07-04, “Audit Requirements for Federal Financial
Statements,” as amended,’ to determine whether material amounts on the financial statements
were presented fairly.

' OMB Memorandum No. 09-33, Technical Amendments to OMB Bulletin No. 07-04, “Audit Requirements for
Federal Financial Statements,” September 23, 2009.

Financial Information
47



Department of Defense Agency Financial Report for FY 2011

Prior audits have identified, and DoD has acknowledged, the long-standing material internal
control weaknesses identified in the Summary of Internal Control. These pervasive material
weaknesses may affect the reliability of certain information contained in the Basic Financial
Statements. Therefore, we are unable to express, and we do not express, an opinion on the Basic
Financial Statements. Additionally, the purpose of the audit was not to express an opinion on
Management’s Discussion and Analysis, Required Supplementary Stewardship Information,
Required Supplementary Information, and Other Accompanying Information presented with the
Basic Financial Statements. Accordingly, we express no opinion on that information.

As discussed in Note 26 of its FY 2011 Agency Financial Report, DoD restated its financial
statements as of September 30, 2010, to correct errors in assets, gross costs, and net position. We
did not withdraw our auditor’s report on the FY 2010 financial statements because we issued a
disclaimer of opinion on those statements.

Summary of Internal Control

In planning our work, we considered DoD internal control over financial reporting and
compliance with applicable laws and regulations. We did this to determine our procedures for
auditing the financial statements and to comply with OMB guidance, but our purpose was not to
express an opinion on internal control.

Accordingly, we do not express an opinion on internal control over financial reporting and
compliance with applicable laws and regulations. However, previously identified material
weaknesses continued to exist in the following areas.

e Financial Management Systems

e [und Balance with Treasury

e Accounts Receivable

e Inventory

e Operating Materials and Supplies

e General Property, Plant, and Equipment

e Government Property in Possession of Contractors

e Accounts Payable

e Environmental Liabilities

e Statement of Net Cost

e Intragovernmental Eliminations

e Accounting Entries

e Reconciliation of Net Cost of Operations to Budget

A material weakness is a deficiency, or a combination of deficiencies, in internal control such
that there is a reasonable possibility that a material misstatement of the entity’s financial
statements will not be prevented, or detected and corrected on a timely basis.
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A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that
is less severe than a material weakness, yet important enough to merit attention by those charged
with governance. We determined that Contingent Legal Liabilities continues to be a significant

deficiency.

Internal control work that we conducted as part of our prior audits would not necessarily disclose
all material weaknesses and significant deficiencies. The Attachment offers additional details on
previously identified material weaknesses. The DoD reported the above material weaknesses in
its F'Y 2011 Agency Financial Report.

Summary of Compliance With Laws and Regulations

We limited our work to determining compliance with selected provisions of applicable laws and
regulations related to financial reporting because management acknowledged that instances of
noncompliance identified in prior audits continued to exist. The Under Secretary of Defense
(Comptroller)/Chief Financial Officer, DoD, acknowledged to us that DoD financial
management systems do not substantially comply with Federal financial management system
requirements, U.S. GAAP, and the U.S. Government Standard General Ledger at the transaction
level. Therefore, we did not determine whether DoD complied with all applicable laws and
regulations related to financial reporting. Providing an opinion on compliance with certain
provisions of laws and regulations was not an objective of our audit, and accordingly, we do not
express such an opinion. See the Attachment for additional details on compliance with laws and
regulations.

Management’s Responsibilities
Management is responsible for:

e preparing the financial statements in conformity with U.S. GAAP;

e establishing, maintaining, and assessing internal control to provide reasonable
assurance that the broad control objectives of the Federal Managers® Financial
Integrity Act are met; and

e complying with applicable laws and regulations.

We provided a draft of this report to the Under Secretary of Defense (Comptroller)/Chief
Financial Officer, DoD, who provided technical comments that we have incorporated as

appropriate.
D - 2 ] /] /
fibvoenee B Morads
Patricia A. Marsh, CPA
Assistant Inspector General
Financial Management and Reporting
Attachment:
As stated
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Report on Internal Control and
Compliance With Laws and Regulations

Internal Control

Management is responsible for implementing and maintaining effective internal control and for
providing reasonable assurance that accounting data are accumulated, recorded, and reported
propetly; that the requirements of applicable laws and regulations are met; and that assets are
safeguarded against misappropriation and abuse. Our purpose was not to, and we do not, express
an opinion on internal control over financial reporting. However, we have identified the
following 13 material weaknesses and 1 significant deficiency, which could adversely affect DoD
financial management operations.

Previously Identified Material Weaknesses

Management acknowledged that previously identified material weaknesses continued to exist in
the following areas.

Financial Management Systems

Statement of Federal Financial Accounting Concepts (SFFAC) No. 1, “Objectives of Federal
Financial Reporting,” requires financial management system controls that are adequate to ensure
that transactions are executed in accordance with budgetary and financial laws and other
requirements, consistent with the purposes authorized, and recorded in accordance with Federal
accounting standards. SFFAC No. | also requires that financial management system controls
ensure that assets are properly safeguarded to deter fraud, waste, and abuse and that performance
measurement information is adequately supported.

The Under Secretary of Defense (Comptroller)/Chief Financial Officer, DoD, acknowledged that
DoD financial management and feeder systems do not substantially comply with Federal
financial management system requirements. The DoD financial management and feeder systems
were not designed to adequately support various material amounts on the financial statements.
These systemic deficiencies in financial management and feeder systems and inadequate DoD
business processes prevent DoD from collecting and reporting financial and performance
information that is accurate, reliable, and timely.

Fund Balance With Treasury

Statement of Federal Financial Accounting Standards (SFFAS) No. 1, “Accounting for Selected
Assets and Liabilities”; the Treasury Manual; and DOD Regulation 7000.14-R, “DoD Financial
Management Regulation,” require DoD to resolve financial and accounting inconsistencies to
accurately report Fund Balance with Treasury. However, inconsistencies continue to exist
related to in-transit disbursements, unmatched disbursements, negative unliquidated obligations,
and unreconciled differences between U.S. Treasury records and DoD accounting records.

Attachment
Page 1 of 6
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Accounts Receivable

According to SFFAS No. 1, Federal entities should recognize a receivable when they establish a
claim to cash or other assets against other entities, based on either legal provisions or goods and
services provided. DoD acknowledged that it was unable to accurately record, report, collect,
and reconcile intragovernmental accounts receivable as well as accounts receivable due from the
public.

Inventory

SFFAS No. 3, “Accounting for Inventory and Related Property,” requires DoD to use historical
cost, the latest acquisition cost (adjusted for holding gains and losses), or moving average cost
for valuing inventory. However, DoD acknowledged that the existing inventory value for most
activities was not reported in accordance with U.S. GAAP, and the Department’s legacy systems
do not maintain the historical cost data necessary to comply with SFFAS No. 3. Additionally,
DoD did not distinguish between Inventory Held for Sale and Inventory Held in Reserve for
Future Sale as required by SFFAS No. 3.

Operating Materials and Supplies

SFFAS No. 3 states that Operating Materials and Supplies must be expensed when the items are
consumed. DoD acknowledged that significant amounts of Operating Materials and Supplies
were expensed when purchased instead of when consumed. In addition, DoD could not
accurately report the value of operating materials and supplies, which allows the potential for a
misstatement in financial reporting.

General Property, Plant, and Equipment

SFFAS No. 6, “Accounting for Property, Plant, and Equipment,” requires DoD to record General
Property, Plant, and Equipment (General PP&E) at acquisition cost; capitalize improvement
costs; and recognize depreciation expense. However, the cost and depreciation of DoD General
PP&E was not reliably reported because of: (1) an accounting requirement that classified
Military Equipment as General PP&E (such costs were previously expensed); (2) a lack of
supporting documentation for aged General PP&E items; and (3) a failure to integrate most
legacy property and logistics systems with acquisition and financial systems. In addition, DoD
property and logistics systems were not designed to capture acquisition cost and the cost of
modifications and upgrades, or to calculate depreciation.

DoD acknowledged that it did not meet U.S. GAAP for the financial reporting of personal
property, and the documentation for personal property was neither accurate nor reliable. In
addition, DoD did not have adequate internal controls in place to provide reasonable assurance
that real property assets were identified and properly reported in its financial reports. DoD also
acknowledged that its inability to accurately report the value of military equipment increases the
risk that the financial statements are materially misstated.

Government Property in Possession of Contractors

SFFAS No. 11, “Amendments to Accounting for Property, Plant, and Equipment,” requires that
property and equipment in the possession of a contractor for use in accomplishing a contract be

considered Government property. Such property should be accounted for based on the nature of

Attachment
Page 2 of 6
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the item, regardless of who has possession. DoD acknowledged that it was unable to comply
with these requirements for Government Property in Possession of Contractors. As a result, the
value of DoD property and material in the possession of contractors was not reliably reported.

Accounts Payable

According to SFFAS No. 5, “Accounting for Liabilities of the Federal Government,” an entity
recognizes a liability when one party receives goods or services in return for a promise to provide
money or other resources in the future. DoD acknowledged that it did not meet accounting
standards for the financial reporting of public accounts payable. DoD cannot support its accounts
payable balances because it lacks standard procedures for recording, reporting, and reconciling
the amounts between the financial, accounting, and reporting systems.

Environmental Liabilities

DoD acknowledged that its internal controls for reporting environmental liabilities did not
provide reasonable assurance that cleanup costs for all of its ongoing, inactive, closed, and
disposal operations were identified, consistently estimated, and appropriately reported. In
addition, guidance and audit trails for estimating environmental liabilities were insufficient, and
the inventory of ranges and operational activities was incomplete. DoD also acknowledged
uncertainty regarding the accounting estimates used to calculate the reported Environmental
Liabilities.

Statement of Net Cost

SFFAC No. 2, “Entity and Display,” requires the Statement of Net Cost to provide an
understanding of the net costs of each organization and each program. In addition, the Statement
of Net Cost is to provide gross and net cost information that can be related to the amounts of
outputs and outcomes for the programs and organization. DoD acknowledged the following
deficiencies related to the Statement of Net Cost:

e The amounts presented for General Funds may not report actual accrued costs.

e Although the funds were generally recorded on an accrual basis for Working Capital
Funds, the systems did not always capture actual costs in a timely manner.

e The Statement of Net Cost is not presented by programs that align with major goals
and outputs described in DoD’s strategic and performance plans as required by the
Government Performance and Results Act.

e Revenues and expenses were reported by appropriation categories because financial
processes and systems do not collect costs in line with performance measures.

Intragovernmental Eliminations

DoD disclosed that it could not accurately identify most of its intragovernmental transactions by
customer because its systems do not track the buyer and seller data needed to match related
transactions. In addition, DoD was unable to fully reconcile intragovernmental transactions with
all Federal partners. DoD acknowledged that its inability to reconcile most intragovernmental
transactions resulted in adjustments that cannot be fully supported.

Attachment
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Accounting Entries

DoD acknowledged that it continued to enter material amounts of unsupported accounting
entries in its financial management systems because of inadequacies in the systems. The
unsupported accounting entries present a material uncertainty regarding the reliability of the
financial statements.

Reconciliation of Net Cost of Operations to Budget

SFFAS No. 7, “Accounting for Revenue and Other Financing Sources,” requires a reconciliation
of proprietary and budgetary information to assist users in understanding the relationship
between the net cost of operations and the budgetary resources obligated by the entity during the
period. DoD acknowledged that it was unable to reconcile budgetary obligations to net costs
without making unsupported adjustments. Specifically, budgetary data do not agree with
proprietary expenses and capitalized assets.

Previously Identified Significant Deficiencies

As part of our financial-related audits, we noted the following significant deficiency that
continued to exist.

Contingent Legal Liabilities

SFFAS No. 5, as amended by SFFAS No. 12, “Recognition of Contingent Liabilities Arising
from Litigation,” requires contingent legal liabilities to be disclosed if there is at least a
reasonable possibility that a loss may be incurred. We noted that significant deficiencies
continued to exist relating to the DoD process for reporting contingent legal liabilities. For
example:

e DoD excluded from its legal representation letters at least 114 pending cases, with a
total claim amount of $5.6 billion that individually did not exceed the DoD
Agency-wide individual reporting threshold, but in aggregate exceeded this threshold.

e The legal representation letters from the DoD Office of General Counsel showed that
DoD General Counsel was unable to express an opinion on the likely outcome of
33 of the 44 pending legal actions, totaling $12.3 trillion.”

These financial management deficiencies may cause inaccurate management information. As a
result, DoD management decisions based in whole or in part on this information may be
adversely affected. Financial information reported by DoD may also contain misstatements
resulting from these deficiencies.

% After our review of the legal representation letters, DoD Office of General Counsel sent us an e-mail stating that it
was unable to express an opinion on the likely outcome of two additional pending legal actions totaling about
$927.8 million. The two legal actions were not included in the final management schedule of information that was
provided to us for our review.

Attachment
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Compliance With Laws and Regulations

Management is responsible for compliance with existing laws and regulations related to financial
reporting. We limited our work to determining compliance with selected provisions of the
applicable laws and regulations because management acknowledged instances of noncompliance,
and previously reported instances of noncompliance continued to exist. Therefore, we did not
determine whether DoD complied with selected provisions of all applicable laws and regulations
related to financial reporting. Our objective was not to, and we do not, express an opinion on
overall compliance with applicable laws and regulations.

Federal Financial Management Improvement Act of 1996

The Federal Financial Management Improvement Act of 1996 (FFMIA) requires DoD to
establish and maintain financial management systems that comply substantially with Federal
financial management system requirements, applicable Federal accounting standards, and the
U.S. Government Standard General Ledger at the transaction level. For FY 2011, DoD did not
fully comply with FEMIA. DoD acknowledged that many of its critical financial management
and feeder systems did not substantially comply with Federal financial management system
requirements, Federal accounting standards, and the U.S. Government Standard General Ledger
at the transaction level as of September 30, 2011.

Antideficiency Act

Section 1341, title 31, United States Code (31 U.S.C. § 1341 [1990]) limits DoD and its

agents to making or authorizing only expenditures or obligations that do not exceed the

available appropriations or funds. Additionally, DoD or its agents may not contract or

obligate for the payment of money before an appropriation is made available for that contract

or obligation unless otherwise authorized by law. As stated in 31 U.S.C § 1517 (2004), DoD and
its agents are prohibited from making or authorizing expenditures of obligations exceeding an
apportionment or the amount permitted by prescribed regulations. According to

31 U.S.C. § 1351 (2004), if an officer or employee of an executive agency violates the
Antideficiency Act (ADA), the head of the agency must report immediately to the President

and Congress all relevant facts and a statement of actions taken.

During FY 2011, DoD reported 16 cases of violation of ADA. Therefore, DoD did not comply
with 31 U.S.C. § 1341 (1990) and 31 U.S.C § 1517 (2004).

DoD internal guidance limits the time from identification to reporting of ADA violations to
15 months. Nine investigations of potential ADA violations have been open for more than
15 months.
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Audit Disclosures

The Under Secretary of Defense (Comptroller)/Chief Financial Officer, DoD, acknowledged to
us on April 18, 2011, that the DoD financial management and feeder systems could not provide
adequate evidence supporting various material amounts on the financial statements and that
previously identified material weaknesses continued to exist. Therefore, we did not perform
detailed testing related to previously identified material weaknesses. In addition, we did not
perform audit work related to these selected provisions of laws and regulations: Federal Credit
Reform Act of 1990, Pay and Allowance System for Civilian Employees, Prompt Payment Act,
Antideficiency Act, and Provisions Governing Claims of the United States Government
(including provisions of the Debt Collection Improvement Act of 1996).

This report does not include recommendations to correct the material internal control weaknesses
and instances of noncompliance with laws and regulations because previous audit reports
contained recommendations for corrective actions or because audit projects currently in progress
will include appropriate recommendations.
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PRINCIPAL FINANCIAL STATEMENTS AND NOTES

LIMITATIONS OF THE FINANCIAL STATEMENTS

The principal financial statements have been prepared to report the financial position and
results of operations of the Department, pursuant to the requirements of 31 U.S.C. 3515(b).
The statements are prepared from accounting records of the Department in accordance with
OMB Circular No. A-136 and, to the extent possible, U.S. generally accepted accounting
principles (USGAAP). The statements, in addition to the financial reports, are used to
monitor and control budgetary resources, which are prepared from the same records. The
statements should be read with the realization that they are for a component of the U.S.
Government, a sovereign entity.

The financial statements of the Department include four principal statements listed in
Figure 2-1.

The financial statements reflect 